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1.1 Introduction

1 User's Guide

This application provides an APl to public key infrastructure from RFC 3280 (X.509 certificates) and some public
key formats defined by the PKCS-standard.

1.1 Introduction

1.1.1 Purpose

This application provides an API to public key infrastructure from RFC 3280 (X.509 certificates) and public key
formats defined by the PK CS-standard.

1.1.2 Prerequisites

It is assumed that the reader is familiar with the Erlang programming language, concepts of OTP and has a basic
understanding of the concepts of using public keys.

1.2 Public key records

This chapter briefly describes Erlang records derived from asnl specifications used to handle public and private keys.
The intent is to describe the data types and not to specify the meaning of each component for this we refer you to
the relevant standards and RFCs.

Use the following include directive to get access to the records and constant macros used in the following sections.

-include_lib("public_key/include/public_key.hrl").

1.2.1 RSA as defined by the PKCS-1 standard and RFC 3447.

#' RSAPubl i cKey' {
nodul us, % i nt eger ()
publ i cExponent % i nt eger ()

}.

#' RSAPri vat eKey' {
ver si on, % two-prime | multi
nmodul us, % i nt eger ()
publ i cExponent, % i nteger()
privat eExponent, % i nteger()

prinmel, % i nt eger ()
prinme2, % i nt eger ()
exponent 1, % i nt eger ()
exponent 2, % i nt eger ()
coefficient, % i nt eger ()
otherPrinelnfos % [#QherPrinelnfo{}] | asnl_NOVALUE
}.
# O her Pri nel nf o' {
prinme, % i nt eger ()
exponent , % i nt eger ()
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1.3 Certificate records

coefficient % i nt eger ()

1.2.2 DSA as defined by Digital Signature Standard (NIST FIPS PUB 186-2)

#' DSAPri vat eKey' , {

ver si on, % i nt eger ()
% i nt eger ()
% i nt eger ()
% i nt eger ()
% i nt eger ()
% i nt eger ()

TREEesay

#' Dss-Parns', {
P, % i nt eger ()
q, % i nt eger ()
g % i nt eger ()
}

1.3 Certificate records

This chapter briefly describes erlang records derived from asnl specifications used to handle X509 certificates. The
intent isto describe the data types and not to specify the meaning of each component for thiswe refer you to RFC 3280.

Usethefollowing includedirectiveto get accessto the recordsand constant macros described in thefoll owing sections.

-include_lib("public_key/include/public_key.hrl").

1.3.1 Common Data Types

Common non standard erlang data types used to described the record fieldsin the below sections are defined in public
key reference manual or follows here.

time() = uct _tinme() | general _tine()

uct _tinme() = {utcTinme, "YYMVDDHHMVBSZ"}

general _time() = {general Tine, "YYYYMVDDHHWESZ"}

general _name() = {rfc822Name, string()} | {dNSNanme, string()} | {x400Address,

string()} | {di rectoryNane, {rdnSequence, [#AttributeTypeAndVal ue' {}]1}}
| | {eidPartyNanme, special_string()} | {eidPartyNane, special_string(),
special _string()} | {unifornResourceldentifier, string()} | {i pAddr ess,

string()} | {registeredld, oid()} | {otherNanme, term()}

special _string() = {teletexString, string()} | {printableString, string()} |
{universal String, string()} | {utf8String, string()} | {bmpString, string()}

di st _reason() = unused | keyConpronise | cAConpromi se | affiliationChanged
| superseded | cessationO Operation | certificateHold | privilegeWthdrawn |
aAConpr oni se
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1.3.2 PKIX Certificates

# Certificate'{

tbsCertificate, % #' TBSCertificate' {}

si gnat ur eAl gorit hm % # Al gorithmdentifier'{}

signature % {0, binary()} - asnl conpact bitstring

}.
# TBSCertificate'{

ver si on, %vl | v2 | v3
seri al Nunber, % i nt eger ()
signature, % # Al gorithmdentifier'{}
i ssuer, % {rdnSequence, [#AttributeTypeAndVal ue'{}]}
validity, % # Validity' {}
subj ect , % {rdnSequence, [#AttributeTypeAndVal ue'{}]}
subj ect Publ i cKeyl nf o, % #' Subj ect Publ i cKeyl nf o' {}
i ssuer Uni quel D, % bi nary() | asnl_noval ue
subj ect Uni quel D, % bi nary() | asnl_noval ue
ext ensi ons % [#' Extension' {}]

}.

# Al gorithmdentifier'{
algorithm % oid()
paraneters % asnl_der_encoded()
}.
#' Si gnat ureAl gorithm {
algorithm % id_signature_al gorithn()
paraneters % public_key_parans()

}.

id _signature_algorithm) = ?0id_nane_as_erl ang_at omfor available oid names see table below.
Ex: ?id-dsa-with-shal'

OID name

id-dsa-with-shal

md2WithRSAEncryption

md5WithRSAENcryption

shalWithRSAEnNcryption

ecdsa-with-SHA1

Table 3.1: Signature algorithm oids

# Attribut eTypeAndVal ue' {
type, % id_attributes()
val ue % term)

}.

id attributes() = ?0id_nanme_as_erl ang_at omfor available oid names see table below. Ex: ?id-at-
name'
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OID name Valuetype

id-at-name special_string()
id-at-surname special_string()
id-at-givenName special_string()
id-at-initials special_string()
id-at-generationQualifier specia_string()
id-at-commonName special_string()
id-at-localityName special_string()
id-at-stateOrProvinceName specia_string()
id-at-organizationName special_string()

id-at-title special_string()
id-at-dnQualifier { printableString, string()}
id-at-countryName { printableString, string()}
id-at-serial Number { printableString, string()}
id-at-pseudonym special _string()

Table 3.2: Attribute oids

# Validity'{
not Before, %tinme()
not After % time()
}.

#' Subj ect Publ i cKeyl nf o' {
al gorithm % #Al gorithm dentifier{}
subj ect Publ i cKey % bi nary()
}.

#' Subj ect Publ i cKeyl nf oAl gori t hni {

algorithm % id_public_key_algorithm()
paraneters % public_key_parans()
}.
id_public_key algorithm) = ?0i d_nanme_as_er| ang_at omfor available oid names seetable bel ow.
Ex: ?id-dsa
OID name
rsaEncryption
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id-dsa

dhpublicnumber

ecdsa-with-SHA1

id-keyExchangeAlgorithm

Table 3.3: Public key algorithm oids

#' Ext ensi on' {

extnl D, % i d_extensions() | oid()

critical, % bool ean()

extnVal ue % asnl_der _encoded()

}.

id _extensions() = ?0id nane_as_erlang_at omfor available oid names see tables. Ex: ?id-ce-
authorityK eyldentifier'Standard Certificate Extensions, Private Internet Extensions, CRL Extensions and CRL Entry

Extensions.

1.3.3 Standard certificate extensions

OID name

Valuetype

id-ce-authorityKeyldentifier

#AuthorityKeyldentifier'{}

id-ce-subjectK eyldentifier oid()
id-ce-keyUsage [key_usage()]
id-ce-privateK eyUsagePeriod #PrivateK eyUsagePeriod'{}

id-ce-certificatePolicies

#Policylnformation'{}

id-ce-policyMappings

#PolicyMappings SEQOF{}

id-ce-subjectAltName

general_name()

id-ce-issuerAltName

general_name()

id-ce-subjectDirectoryAttributes

[#Attribute{}]

id-ce-basicConstraints

#BasicConstraints{}

id-ce-nameConstraints

#NameConstraints{}

id-ce-policyConstraints

#PolicyConstraints{}

id-ce-extKeyUsage

[id_key_purpose()]

id-ce-cRL DistributionPoints

#DistributionPoint'{ }
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id-ce-inhibitAnyPolicy integer()

id-ce-freshestCRL [#DistributionPoint'{}]

Table 3.4: Standard Certificate Extensions

key usage() = digital Signature | nonRepudi ati on | keyEnci pher ment |
dat aEnci pherment | keyAgreenment | keyCertSign | cRLSign | encipherOnly |
deci pher Only

i d_key_purpose() = ?o0id_nane_as_erl ang_at omfor available oid names see table below. Ex: ?id-
kp-serverAuth'

OID name

id-kp-serverAuth

id-kp-clientAuth

id-kp-codeSigning

id-kp-email Protection

id-kp-timeStamping

id-kp-OCSPSigning

Table 3.5: Key purpose oids

# Aut hori tyKeyl dentifier' {
keyl dentifier, % oi d()
aut horityCertl ssuer, % gener al _nane()
aut horityCert Serial Nunmber % i nt eger()
}.

#' Privat eKeyUsagePeri od' {
not Bef or e, % general _tinme()
not Aft er % general _tinme()

}.

# Pol i cyl nf or mati on' {
policyldentifier, % oid()
policyQualifiers % [ #Pol i cyQual i fierlnfo{}]

}.

# PolicyQualifierlnfo'{
policyQualifierld, % oi d()
qualifier % string() | # UserNotice'{}
}.

#' User Not i ce' {
not i ceRef , % #' Not i ceRef erence' {}
explicitText %string()
}.
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#' Not i ceRef erence’ {
or gani zati on, % string()
not i ceNunber s % [integer()]

}.

#' Pol i cyMappi ngs_SEQOF' {
i ssuer Domai nPol i cy, % oi d()
subj ect Domai nPol icy % oi d()

}.

# Attribute' {
type, %oid()
val ues % [asnl_der_encoded()]

}.

#' Basi cConstraints' {
CcA, % bool ean()
pat hLenConstrai nt % i nteger ()

}.

#' NameConstraints' {
pernmittedSubtrees, % [# General Subtree'{}]
excl udedSubt r ees % [ #' General Subtree' {}]

1.
#' General Subtree' {
base, % gener al _name()

m ni mum % i nteger ()
maxi mum % i nt eger ()

}.

#' Pol i cyConstraints' {
requireExplicitPolicy, %integer()
i nhi bi t Pol i cyMappi ng % i nt eger ()
1.

# DistributionPoint" {
di stributionPoint, % general _name() | [#AttributeTypeAndVal ue{}]

reasons, % [ di st _reason()]
cRLI ssuer % gener al _name()
1.

1.3.4 Private Internet Extensions

OID name Valuetype
id-pe-authoritylnfoAccess [#AccessDescription'{ }]
id-pe-subjectlnfoAccess [#AccessDescription'{ }]

Table 3.6: Private Internet Extensions

#' AccessDescription' {
accessMet hod, % oi d()
accesslLocation % gener al _name()

1.
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1.3.5 CRL and CRL Extensions Profile

# CertificateList'({

t bsCert Li st, % #' TBSCert Li st {}
signatureAlgorithm %# A gorithmdentifier'{}
signature % {0, binary()} - asnl conpact bitstring
1.
#' TBSCert Li st' {
ver si on, % v2 (if defined)
signature, % #Al gorithm dentifier{}
i ssuer, % {rdnSequence, [#AttributeTypeAndVal ue'{}]}
t hi sUpdat e, % time()
next Updat e, % time()
revokedCertificates, % [# TBSCertlList_revokedCertificates_ SEQCOF {}]
cr| Ext ensi ons % [#' Extension' {}]
1.
#' TBSCert Li st _revokedCertificates_SEQCOF {
userCertificate, % i nt eger ()
revocati onbDat e, % timer()
crl Ent r yExt ensi ons % [#' Extension' {}]
1.

CRL Extensions

OID name Valuetype

id-ce-authorityK eyl dentifier #AuthorityKeyldentifier{}
id-ce-issuerAltName {rdnSequence, [#AttributeTypeAndValue{}]}
id-ce-cRLNumber integer()

id-ce-deltaCRL Indicator integer()

id-ce-issuingDistributionPoint #ssuingDistributionPoint'{ }
id-ce-freshestCRL [#Distributionpoint'{}]

Table 3.7: CRL Extensions

#' | ssui ngDi stri buti onPoi nt' {

di stributionPoint, % general _name() | [#AttributeTypeAndVal ue' {}]
onl yCont ai nsUser Certs, % bool ean()
onl yCont ai nsCACert s, % bool ean()
onl ySoneReasons, % [ di st _reason()]
indirect CRL, % bool ean()
onl yCont ai nsAttributeCerts % bool ean()

1.
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CRL Entry Extensions

OID name Valuetype
id-ce-cRL Reason crl_reason()
id-ce-holdInstructionCode oid()
id-ce-invalidityDate genera_time()
id-ce-certificatel ssuer general_name()

Table 3.8: CRL Entry Extensions

crl _reason() = unspecified | keyConpronise | cAConpromi se | affiliationChanged
| superseded | cessationOfCperation | «certificateHold | renoveFronCRL |
privilegeWthdrawn | aAConproni se
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1.3 Certificate records

2 Reference Manual

Providesfunctionsto handle public key infrastructure from RFC 3280 (X.509 certificates) and some parts of the PK CS-
standard.

Ericsson AB, All Rights Reserved: public_key | 11



public_key

public_key

Erlang module

This module provides functions to handle public key infrastructure from RFC 3280 - X.509 certificates (will later be
upgraded to RFC 5280) and some parts of the PKCS-standard. Currently this application is mainly used by the new
ssl implementation. The API is yet under construction and only a few of the functions are currently documented and
thereby supported.

COMMON DATA TYPES

Note:

All records used in this manual are generated from asnl specifications and are documented in the User's Guide. See
Public key records and X.509 Certificate records.

Use the following include directive to get access to the records and constant macros described here and in the User's
Guide.

-include_lib("public_key/include/public_key.hrl").

Data Types

bool ean() = true | false

string = [bytes()]

asnl_der_encoded() = binary() | [bytes()]

der _bin() = binary()

oid() - a tuple of integers as generated by the asnl conpiler.
public_key() = rsa_public_key() | dsa_public_key()
rsa_public_key() = # RSAPublicKey' {}
rsa_private_key() = # RSAPrivateKey' {}
dsa_public_key() = integer()

public_key parans() = dsa_key_ parans()

dsa_key parans() = # Dss-Parns'{}

private _key() = rsa_private_key() | dsa_private_key()
rsa_private_key() = # RSAPrivateKey' {}
dsa_private_key() = # DSAPrivat eKey' {}

x509 certificate() = "#Certificate{}"

x509 tbs certificate() = # TBSCertificate' {}
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Exports

decode_privat e_key(Keyl nfo) ->
decode_privat e_key(Keyl nfo, Password) -> {ok, PrivateKey} | {error, Reason}

Types:
Keylnfo={KeyType, der_hin(), Chipherinfo}
As returned from pem_to_der/1 for private keys
KeyType=rsa private key | dsa_private key
Chipherinfo = opaque() | no_encryption
ChipherInfo may contain encryption parameters if the private key is password protected, these are opague to the
user just pass the value returned by pem to_der/1 to this function.
Password = string()
Must be specified if Cipherlnfo =/=no_encryption
PrivateKey = private key()
Reason =term()

Decodes an asnl der encoded private key.

pemto der(File) -> {ok, [Entry]}
Types.
File = path()
Password = string()
Entry = {entry_type(), der_bin(), CipherInfo}
Chipherinfo = opaque() | no_encryption
Chipherlnfo may contain encryption parametersif the private key is password protected, these will be handled
by the function decode _private key/2.

entry_type() =cert |cert_req|rsa private key |dsa private key | dh_params
Reads a PEM file and translatesit into its asnl der encoded parts.

pki x_decode_cert (Cert, Type) -> {ok, DecodedCert} | {error, Reason}
Types:

Cert =asnl der_encoded()

Type=plain | otp

DecodeCert = x509 certificate()

When typeis specified as otp the asnl spec OTP-PKIX.asnl is used to decode known extensions and
enhance the signature field in # Certificate{} and '#TBSCertificate{}. Thisis currently used by the new sdl
implementation but not documented and supported for the public_key application.

Reason = term()
Decodes an asnl encoded pkix certificate.
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