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Leafnode frequently asked questions, with an-

SwWers.

Installation problems

Q:
A:

L eafnode does not compile on my system.

Apple  MacOS  X/Darwin. Apple introduced  Two-Level Namespace  Executables
[ http://devel oper.apple.com/techpubs/macosx/Rel easeN otes/ Twol evel Namespaces.html] with MacOS X
10.1. This change affects how the linker works, and the linker itself is driven by the libtool parts that ship
with PCRE. libtool as of that version and up to version 1.4.2 does not yet support the new linker semantics
of MacOS X 10.1, and the compile broke up to and including leafnhode 1.9.27.

Since leafnode 1.9.28, the embedded pcr e/ directory contains two changes to overcome these problems:

1. the embedded libtool partsin conf i gur eare patched to detect these new MacOS versions and pass
appropriate options to the linker.

2. When leafnode uses the embedded libtool, it passes the - - di sabl e- shar ed option to PCRE's
conf i gur e, which avoids this trouble with shared libraries and speeds up the build -- leafnode will
links statically anyhow to avoid the PCRE installation. The file conf i gur e. gnu does that, and it
will not get applied if you explicitly configure pcr e/ .

So, effectively, an update to leafnode 1.9.28 should fix this problem. If it does not, contact the leafnode
mailing list.

Linux. Another common reason for the build to fail is that Leafnode depends on some system-specific
information which is usually included in the sources of the kernel.
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Unfortunately, some Linux distribution do not install kernel sources by default; therefore, compilation of
Leafnode (and most other programs as well) will fail. The obvious solution isto install the kernel sources.
OnLinux, if thekernel sourcesareinstalledin/ usr/ src/ | i nux- a. b. cc (with a.b.cc being theversion
number of your kernel), create asymlink to/ usr/ src/ | i nux.

Configuration problems

> Q 2 QO

Leafnode refuses to start and tells things about my hostname!

There is a separate documentation file dedicated to this issue, how to obtain a hosthame, and how to tell
leafnode about it. Please see READVE- FQDN or READMVE- FQDN. ht i for details.

Does leafnode support local newsgroups?

Leafnode 1.x does not support local newsgroups. Leafnode 2.x will do that.
How do | run leafnode as NNTP+SSL server?

1. Obtain stunnel version 3 [http://stunnel.mirt.net] and install it.

2. Createacertificateand saveitto/ et ¢/ | eaf node/ st unnel . pem seethe stunnel documentation.
Implications such as whether to use signed certificates are beyond the scope of this document.

3. Add aconfiguration to your inetd.conf, xinetd.conf or spawn a new tcpserver process as described in
the | NSTALL document; but instead of / usr/ | ocal / shi n/ | eaf node, you'll type

[usr/local/sbin/stunnel -f -p /etc/leafnode/stunnel.pem-I| /usr/loc-
al / sbi n/ | eaf node.
How do | use fetchnews with NNTP/SSL servers, such asnnt p. sour cef or ge. net ?

Warning: SourceForge does not currently support the HEAD, STAT and BODY commands, so leafnode-
1 is totally out of the play for now. leafnode-2 will work for lurking, but will likely be unable to post.
Sourceforge are aware that we need these commands and will add them at a later time.

1. Obtain stunnel version 3 [http://stunnel.mirt.net] and install it.
2. Arrange for stunnel to be started at system boot time, try:

/usr/sbin/stunnel -c -d 127.0.0.1:563 -r nntp.sourceforge. net: 563

Add

server = | ocal host

port = 563

usernanme = YOUR_SF_LOG N
password = TOP_SECRET

toyour/ et c/ | eaf node/ confi g.

Problems at run time

Q:
A:

| cannot post, leafnode tells me the Message-1D isinvalid.

Netscape Communicator, Mozilla and derived products (Beonex) will by default generate the Message-1D
from the domain part of your E-Mail address. However, if your addressisthat of abig freemailer site (hot-
mail.com, yahoo.com, gmx.de), thiswill lead to invalid Message-1Ds.
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> Q 2 QO

To work around this, go to the Mail & Newsgroups settings and enclose your E-Mail addresses into double
guote marks, likethis:" mat t hi as. andr ee@mnx. de" Thiswill prevent your Netscape-based newsreader
from generating the invalid Message-1D and |eave the generation to leafnode.

| cannot connect to my newsserver.

You may hot have configured inetd or xinetd properly, or the corresponding super server is not running.
Please review the installation instructions. See below for information specific to Red Hat.

Totest the setup, try: t el net | ocal host 119. Leafnode should then reply with (on oneline):

200 Leafnode NNTP Daenon, version 1.9.27.rel running at nerlin.enma.line.org

(my fqgdn: nerlin.enma.line.org)

Remote users cannot connect to |eafnode.

You are connecting from outside the same networksthat your leafnode server isin. Leafnode by default refuses
connectionsfrom outside your LAN to prevent your leafnode server from abuse should you forget to configure
tcpd or make a mistake when writing your hosts. al |l ow or hosts. deny files. Please see
/et c/| eaf node/ confi g. exanpl e for the al | owst r anger s option and how to configure this
option, and its requirements. YOU are responsible for the abuse of your server if this option is enabled, so
only give access to people with static IP whom you trust.

If the clients are on dynamic I P, please use other methods of accessinstead, for instance SSH tunnels (which
are aso available on Windows, before you ask).

Fetchnews does not fetch any articles.

* You did not read any pseudo articles with your news reader. Subscribe to some groups, enter them and
read the leafnode placeholder article.

* Your groupinfo file may be corrupt. Runf et chnews -f.

e /var/spool / news may have wrong permissions. / var / spool / news and all its subdirectories
should be owned by user and group news and have permissions drwxrwsr-x (02755).

Fetchnews has problems retrieving new newsgroups.

Maybe your upstream server supports neither the XGTITLE news.group.name nor the LIST NEWS-
GROUPS news.group.name command.

In this case, add nodesc = 1 tothe server entry in/ et ¢/ | eaf node/ confi g, as described in the
leafnode(8) manual page and the/ et ¢/ | eaf node/ confi g. exanpl e file.

Since the update, fetchnews does not post any of my old articles!
Go read the "incompatible changes' and "updating" sectionsin NEWS and README.
Since the update, fetchnews does not post my new articles!

You have probably mixed old and new binaries. Check your i net d. conf orxi net d. conf configuration
if they really point to the new binary.

While fetchnews is running, my modem hangs up.

An article that causes the interruption may contain three plus signsin arow (“+++"), which many modems
interpret as the beginning of a command. You can change or disable this “escape”’ sequence. Consult your
modem's manual, register S2 is a common place to configure this.
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> Q 2 Q0

How can | run fetchnews as regular user (not root)?
For security reasons, thisis not possible.

However, thereis atool named “sudo” that allows aregular, unprivileged user to impersonate another user,
and this can be used to enable aregular user to run fetchnews.

“sudo” is available from http://www.courtesan.com/sudo/.

If “sudo” isinstalled on your system, then run vi sudo asroot and add thisline;

username ALL = (news) NOPASSWD: /path/to/fetchnews

Remember to replace “username” and “/path/to/” with the user's login and the proper path to fetchnews.

Now, the user who has been enabled access to fetchnews can just type sudo -u news
/ pat h/ t o/ f et chnews to run fetchnews.

| have unsubscribed from a newsgroup, but fetchnews still pulls articles for that group.

Your news reader talks to leafnode via the NNTP protocol. This protocol provides no means for Leafnode
to determine which newsgroups you are actually subscribe. Therefore, Leafnode assumes that a newsgroup
that is not read for a certain time (which can be configured with thet i meout _| ong parameter) is unsub-
scribed and will only stop retrieving articlesin it after thistime.

If you areimpatient and want to stop retrieving articlesfrom that group immediately, delete the corresponding
filein the / var/ spool / news/ i nt er esti ng. gr oups/ directory. The articles that are already in
your spool are still subject to the regular texpire schedule, however.

Texpire does not expire articles.

The backup software that you are using may not reset the atime after reading afile. Check if you can recon-
figureit to reset the “atime”.

Asaworkaround, runt expi re -f. Thiswill expire articles somewhat earlier because expiry isthen de-
termined from the time the file was last modified, rather than when it was last accessed.

How do | stop fetchnews from unsubscribing from newsgroups?

Runf et chnews - n rather thanjust f et chnews.

fetchnewsis slow, how do | speed it up?

If you are using filters, try the article_despite_filter option (introduced in leafnode v1.9.33).

If your upstream server does not support XOVER, try using as few of the maxage, maxlines, maxbytes,
minlines, maxcrosspost options as possible.

fetchnews keeps downloading the full newsgroup list every timeit runs

Watch the fetchnews output for error messages, if you see a message such as Readi ng newsgr oups
descriptions failed: 501 bad conmrand usage. then try adding nodesc = 1 blow the
server=news.example.org line of the server that showed this error.

Problems with particular newsreaders

Q:
A:

When searching news with Netscape, | only get back “unknown command”.

To search news, older versions of Netscape needed a news server which supports the XPAT command.
Leafnode-1 doesnot. If you want to use Netscape, you haveto upgradeto version 4.5 and pressthe“ options’
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button which appears in the “search messages’” window. In the box which appears you have to select “on
your local system”.

Outlook Express locks up.

A:  Thiscan becaused by acorruptedi nbox filein Outlook Express. It issaid to happen during theinitial install
of Internet Explorer. To fix this problem, go to “Add/Remove Programs’, choose “Internet Explorer”, then
“Repair installation.”

Thanks to Jim Gifford who talked to Microsoft to find this solution.
Tin complains about amissing file/ var /| i b/ news/ acti ve.

Either you have started the wrong version of tin (the one which tries to read news directly from the spool)
or your groupinfo fileis corrupt.

Inthefirst case, simply invoketinwiththe-rflag: ti n - r . If thisdoesnot help, try to rebuild the groupinfo
fileby running f et chnews -f.

License issues

Q:  Why isLeafnode not licensed under the GPL?
A: Thereare severd reasons.
» Oiriginaly, Arnt Gulbrandsen licensed Leafnode under his own license:

Use, modification and distribution is allowed without limitation, warranty, or liability of any
kind.

Thislicenseisvery broad. The same spirit is (in my opinion) contained in the X 11 license, which is used
by Leafnode nowadays.

» | (Cornelius) do not like the philosophy of the FSF. They seem to emphasize that every project they
conceived is good whereas everything elseis bad. If they cannot argue the software away this way, they
claim it to be part of the project, such as calling Linux "GNU/Linux". Or, asArnt Gulbrandsen put it:

Freedom includes the freedom to disagree with me and still use my software.

Obtaining a stack backtrace

This section will tell you how to obtain a stack backtrace, a special program state output that is very useful to
somebody who is about to debug a crash.

The prerequisiteto work isthat the program isnot stripped, i. e. it contains the debug symbols. That means|eafnode
must have beeninstalled withmake i nst al | rather thanmake i nstal | -stri p. Notethat most packagers
(for RPM at least) usemake install-strip tosave space.

Tofind out if your leafnodeinstallation has been stripped, typef i | e /usr/1 ocal / sbi n/ | eaf node (adjust
the path as necessary, packageswill usually install to/ usr/ sbi n/ | eaf node instead), hereisasample output
of an unstripped program:

$ file /usr/local/sbin/leaf node
/usr/local/sbin/leaf node: ELF 32-bit LSB executable, Intel 80386, version 1,
dynam cally |inked (uses shared libs), not stripped
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From a core file.
Thisissimple:

1. Typegdb PROGRAM cor e. Replace PROGRAM by the name of the program that crashed, for example
fetchnews.

2. Typebacktrace full.

3. Typequit.

Running a program under gdb supervision.

1. Typegdb PROGRAM Replace PROGRAM by the name of the program that crashes, for examplefetchnews.
Do not give any program options, gdb does not understand them here.

2. Typerun OPTI ONS, where you name the options that you would normally passto the program itself. Just
aplainrunisalsofine

3. Wait until the program crashes. The output might look like similar to this:

This GDB was configured as "i 686-pc-1inux-gnu"...
(gdb) run -vvn

Starting program /tnp/crashme

Program recei ved signal SIGSEGY, Segnentation fault.
main () at crashne.c: 4
4 *X = 4;
(gdb)
4. Typebacktrace full,thisisthe desired stack backtrace.

5. Typequit toleave gdb.

From a running/hanging leafnode program.

1. Find out the Process ID of the hanging leafnode program. Type ps axw | grep PROGRAM | grep
- v gr ep onBSD systemsand Linux, replacing PROGRAMby the name of the program. Useps - ef instead
on SysV systems such as Solaris.

You will get an output like:

1995 ? S 0: 00 /usr/ | ocal/sbin/l eaf node

1995 isthe Process ID.

2. Then attach gdb: gdb PROGRAM 12345, replacing PROGRAMby the program's name and 12345 by the
PID that you have just found out.

3. Typebacktrace full.
4. Typedet ach.

5. Typequit.
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Red Hat and the inetd vs. xinetd issue.

William Hooper

RedHat Linux has changed stance on inetd/xinetd over the years. In the 6.x version, inetd was used, while xinetd
isused in the 7.x series and 8.0. Note in the following | make the assumption that the "Gnome workstation" and
"KDE workstation" installs are the same in regard to our discussion. Also, when in doubt asimpler pm - qa |

grep i netd will show you if either inetd or xinetd is installed. The service and chkconfig commands can be
used to be sure[x]inetd isrunning and configured to run at boot time. By default, runlevels 3, 4, and 5 start [x]inetd.

Beginning with Redhat 6.2, inetd was broken out as a separate RPM and not included when doing a"Workstation"
install. This stands true for the 7.x series (xinetd not installed) until 7.3. In Redhat 7.3, xinetd was added back to
the"Workstation™ install asadependency for "sgi_fam". Note, this changeis not reflected in the RH documentation,
which states that xinetd is not installed in "Workstation" installs.

In Redhat 8.0, the install options have changed, now offering a"Personal Desktop" install. When doing a "Work-
station" or "Personal Desktop" install xinetd isinstalled asin 7.3, presumably to satisfy the same dependency.

In caseswhereinetd isnot installed, no other RPM s arerequired to install it. Thismeanstoinstall it you havethree
options (for RedHat 6.2 substitute inetd instead of xinetd):

1. Best- If you have registered for Redhat's up2date service, just type "up2date xinetd" as root.

2. Next Best - Install RPM from updates.redhat.com (version numbers current as of 2002-11-10 for RH 7.3).
You can manually download the RPM and install it (as root) using rpm -ivh Xxinetd-2.3.9-
0. 73.1 386. r pm or have RPM download it for you by using (again, asroot) r pm -i vh http://up-
dat es. redhat.conm 7. 3/ en/ os/i 386/ xi netd-2.3.9-0.73.i386.rpm

3. Worse - Install the RPM from the original CD. This is usually the worse option because the updates (used
above) are released to fix security issues.

(All asroot) First mount the first RH CD by putting it in the CD-ROM and doing anount / nmmt/ cdr om
andingtall theRPM similar tothis:.cd / mt/ cdr om Redhat / RPMS/ xi net d- 2. 3. 7- 2.1 386. rpm
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