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Preface

Thisbook isintended for useby OTRS administrators. It also servesasagood referencefor OTRS newbies.

The following chapters describe the installation, configuration and administration of the OTRS software.
The first third of the text describes key functionality of the software, while the remainder serves as a
reference to the full set of configurable parameters.

This book continues to be a work in progress, given a moving target on new releases. We need your
feedback in order to makethisahigh quality reference document, onethat is usable, accurate and compl ete.
Please write to us if you find content missing in this book, if things are not explained well enough or
even if you see spelling mistakes, grammatical errors or typos. Any kind of feedback is highly appreciated
and should be made via our bug tracking system on http://bugs.otrs.org [http://bugs.otrs.org]. Thanksin
advance for your contributions!

Xi


http://bugs.otrs.org
http://bugs.otrs.org

Chapter 1. Trouble Ticket Systems -
The Basics

This chapter offers a brief introduction to trouble ticket systems, along with explaining the core concept of atrouble
ticket. A quick example demonstrates the advantages of using such a system.

What is a trouble ticket system, and why do
you need one?

The following example describes what a trouble ticket system is, and how you might benefit from using
such a system at your company.

Let's imagine that Max is a manufacturer of video recorders. Max receives many mails from customers
needing help with the devices. Some days, he is unable to respond promptly or even acknowledge the
mails. Some customers get impatient and write a second mail with the same question. All mails containing
support requests are stored in asingle inbox file. The requests are not sorted, and Max answers the mails
using aregular email program.

Since Max cannot reply fast enough to all the messages, he is assisted by the developers Joe and John in
this. Joe and John use the same mail system, accessing the sameinbox file. They don't know that Max often
getstwo identical requests from a desperate customer. Sometimes they both end up responding separately
to the same request, with the customer receiving two different answers. Further, Max is unaware of the
details of their responses. He is also unaware of the details of customer problems and their resolution,
such as which problems occur with high frequency, or how much time and money he has to spend on
customer support.

At ameeting, a colleague tells Max about trouble ticket systems and how they can solve Max's problems
with customer support. After looking for information on the Internet, Max decides to install the Open
Ticket Request System (OTRS) on a computer that is accessible from the web by both his customers
and his employees. Now, the customer requests are no longer sent to Max's private inbox but to the mail
account that isused for OTRS. The ticket system is connected to this mailbox and saves all requestsin its
database. For every new request, the system generates an auto-answer and sends it to the customer so that
the customer knows that his request has arrived and will be answered soon. OTRS generates an explicit
reference, the ticket number, for every single request. Customers are now happy because they receive an
acknowledgement to their requestsand it isnot necessary to send a second message with the same question.
Max, John and Joe can now login into OTRS with a simple web browser and answer the requests. Since
the system locks aticket that is answered, no message is edited twice.

Let'simagine that Mr. Smith makes a request to Max's company, and his message is processed by OTRS.
John gives a brief reply to his question. But Mr. Smith has a follow-up question, which he posts via a
reply to John's mail. Since John is busy, Max now answers Mr. Smith's message. The history function
of OTRS allows Max to see the full sequence of communications on this request, and he responds with
a more detailed reply. Mr. Smith does not know that multiple service representatives were involved in
resolving his request, and he is happy with the details that arrived in Max's last reply.

Of course, thisis only a short preview of the possibilities and features of trouble ticket systems. But if
your company has to attend to a high volume of customer requests through mails and phone calls, and if
different service representatives need to respond at different times, aticket system can be of great help. It
can help streamline work flow processes, add efficiencies and improve your overall productivity. A ticket
system helpsyou to flexibly structure your Support or Help Desk environment. Communications between
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customers and service staff become more transparent. The net result isan increase in service effectiveness.
And no doubt, satisifed customers will tranglate into better financial results for your company.

What is a trouble ticket?

A troubleticket is similar to amedical report created for a hospital patient. When a patient first visits the
hospital, a medical report is created to hold all necessary personal and medical information on him. Over
multiple visits, as he is attended to by the same or additional doctors, the attending doctor updates the
report by adding new information on the patient's health and the ongoing treatment. This allows any other
doctors or the nursing staff to get a complete picture on the case at hand. When the patient recovers and
leaves the hospital, al information from the medical report is archived and the report is closed.

Trouble ticket systems such as OTRS handle troubl e tickets like normal email. The messages are saved in
the system. When a customer sends arequest, anew ticket is generated by the system which is comparable
to anew medical report being created. The response to this new ticket is comparable to adoctor's entry in
the medical report. A ticket isclosed if an answer is sent back to the customer, or if theticket is separately
closed by the system. If acustomer responds again on an already closed ticket, the ticket is reopened with
the new information added. Every ticket is stored and archived with complete information. Since tickets
arehandled like normal emails, attachmentsand contextual annotationswill be stored too with every email.
Also, information on relevant dates, employees involved, working time needed for ticket resolution etc.
are also saved. At any later stage, tickets can be sorted, and it is possible to search through and analyze
all information using different filtering mechanisms.




Chapter 2. OTRS - Open Ticket Request
System

This chapter describes the features of the Open Ticket Request System (OTRS). Y ou will find information about the
hardware and software requirementsfor OTRS. Additionally, this chapter tellsyou how to get commercial support for
OTRS, should you require it, and how to contact the community.

Basics

The Open Ticket Request System (OTRS) is a web application which can be used with every HTML-
compatible web browser. The web interface of OTRS does not use active web content like Flash or Java
applets to ensure that the system is usable with mobile phones or other mobile computers. To use OTRS,
no special client operating system is necessary; only an HTML browser is needed.

OTRS is separated into several components. The basic component is the OTRS framework that contains
all central functions for the application and the ticket system. Viathe web interface of the central OTRS
framework, it is possible to install additional applications like a web mailer, a content manager, afile
manager, aweb calendar and a tool to monitor system status information.

Features

OTRS has many features. The following list gives an overview of the features included in the central
framework.

Thefeaturesof OTRS

* Web interface:

L]

Easy and initial handling with aweb browser.

Because no active web contents like Flash or Java applets are used, the web interface is usable with
most web browsers, even with mobile phones or other mobile computers.

A web interface to administer the system viathe web is available.
A web interface to handle customer requests by employees/agents via the web is integrated.

A web interface for customersis available to write new tickets, check the state and answer old tickets
and search through their own tickets.

The web interface can be customized with different themes; own themes can be integrated.
Support for many languages.
The appearance of output templates can be customized (dtl).

Mails from and into the system can contain multiple attachments.

* Mail interface:

Support for mail attachments (MIME support).
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Automatic conversion of HTML into plain text messages (more security for dangerous content and
enables faster searching).

Mail can be filtered with the X-OTRS headers of the system or via mail addresses, e.g. for spam
messages.

PGP support, creation and import of own keys, signing and encrypting outgoing mail, signed and
encrypted messages can be displayed.

Support for viewing and encrypting S‘'MIME messages, handling of SMIME certificates.
Auto answers for customers, configurable for every queue.
Email notifications for agents about new tickets, follow-ups or unlocked tickets.

Follow-ups by references or In-Reply-To header entries.

Tickets:

Expanded queue view, fast overview of new requestsin a queue.

Tickets can be locked.

Creation of own auto answer templates.

Creation of own auto responders, configurable for every queue.

Ticket history, overview of all eventsfor aticket (changes of ticket states, replies, notes, etc.).
Print view for tickets.

Adding own (internal or external) notesto aticket (text and attachments).
Ticket zooming.

Access control lists for tickets can be defined.

Forwarding or bouncing tickets to other mail addresses.

Moving tickets between queues.

Changing/setting the priority of aticket.

The working time for every ticket can be counted.

Up-coming tasks for aticket can be defined (pending features).

Bulk actions on tickets are possible.

Automatic and timed actions on tickets are possible with the "GenericAgent".

Full text search on all ticketsis possible.

System:

¢ OTRS runs on many operating systems (Linux, Solaris, AlX, FreeBSD, OpenBSD, Mac OS 10.x,

Microsoft Windows).
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» ASP support (active service providing).

» Linking several objectsis possible, e.g. tickets and FAQ entries.

* Integration of external back-ends for the customer data, e.g. via AD, eDirectory or OpenLDAP.
 Setting up an own ticket identifier, e.g. Call#, Ticket# or Request#.

« Theintegration of your own ticket counter is possible.

» Support of several database systems for the centra OTRS back-end, e.g. MySQL, PostgreSQL,
Oracle, DB2).

» Framework to create stats.

« utf-8 support for the front- and back-end.

 Authentication for customers via database, LDAP, HTTPAuth or Radius.
» Support of user accounts, user groups and roles.

» Support of different access levels for several systems components or queues.
* Integration of standard answer texts.

» Support of sub queues.

« Different salutations and signatures can be defined for every queue.

» Emalil notifications for admins.

 Information on updates via mail or the web interface.

* Escalation for tickets.

» Support for different time zones.

» Simpleintegration of own add-ons or applications with the OTRS API.

» Simple creation of own front-ends, e.g. for X11, console.
Top new features of OTRS 3.0

Context

» User Centered redesign of the Graphical User Interface which results in a dramatic shift from a
comprehensive but static to amore powerful and dynamic application using state-of-the art technol ogies
like Ajax, xHTML and optimized CSS.

New Ticket and Article Indicator

» Thisnew feature has been implemented on both ticket and article level. It allows an agent at aglanceto
check for any updates within aticket or on the article level to check for new and unread articles. You
benefit from increased transparency and decreased response times.
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Optimized Fulltext Search

e The new search feature allows you to flexibly customize the way you browse the information base.
Options the new search feature provides range from single search-string searches to complex multi-
string boolean search operations including various operators. You benefit from fully customizable
searches according to your needs.

New Ticket Zoom View

e The redesign based on Ajax technology allows agents to display complex and linked information
structures in real-time while keeping the agents' current working environment. The agent will benefit
from increased orientation and increased workflow efficiency.

Global Ticket Overviews

» Well known from OTRS 2.4 the global ticket overviews have been optimized to achieve increased inter-
activity. Depending on the use case and preferences of your agents they can easily change the ticket
overviewslayout according to their special needs. Options are small, medium and large, each providing
adifferent degree of information details.

Accessability

* The redesign includes common accessibility standards WCAG and WAI-ARIA which also allows
disabled users to better interact with OTRS Help Desk. The US Rehabilitation Acts Section 508 has
been fulfilled.

New Customer Interface

» The customer web front-end can be integrated to your organizationsintranet and is fully integrated into
the redesigned help desk system.

Archive Feature

* OTRS 3.0 now offers a new archiving feature. With a separated archive you'll benefit from a reduced
time spent for searches and increased display of results.

New features of OTRS 2.4

Licensing changed to AGPL Version 3

* Why AGPL instead of GPL? - AGPL and GPL areidentical, with one exception: For software used in
an SaaS environment Copyleft is effectivein AGPL - which is not the case when using GPL. Keeping
in mind the growing world of SaaS, ((otrs)) wantsto ensure that future devel opments continue to return
to the OTRS community. Thisis the reason for the switch to AGPL.

Why v3 instead of v2? - GPL v2 is getting older and has, especialy in the USA, various legd
uncertainties. In the opinion of ((otrs)) GPL v3 is keeping the spirit of GPL v2, and at the same time
has been tailored to new needs. ((otrs)) views GPLv3, more specifically AGPLV3, as being the best
balanced Copyleft Open Source License available today, offering Protection for copyright owners and
users and providing the best security under the law.

New M anagement Dashboard

* The need for a system-spanning, next to real-time, and personalized presentation of useful information
led to an integrated Management Dashboard. It is possible to create plug-ins to display content from
individual extensions alongside the standard content. Standard plug-ins are:
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Ticket volume (new & open) from the last 24h, 48h and 72h

Calendar including an overview of upcoming events (escalations, auto-unlocks, etc.)
System-wide overview of ticket distribution within the queues

First Response Time/Solution Time of Queues

Integration of RSS

New Standard Reports

The new reports provided with OTRS 2.4 are:
Created Tickets

Closed Tickets

SLA Anaysis

Required working time per customer / per queue
Solution time analysis per customer / per queue

Answer time analysis per customer / per queue

New M aster/Slave Ticket Feature

With the Master/Slave Ticket, it is possible to link multiple tickets of asimilar nature, and handle them
collectively. As soon as the problem is solved, only the master ticket must be closed. All other tickets
will be closed automatically, and the solution text for the master ticket will be sent to all customers of
slave tickets.

A new link type 'Slave' will be available. All tickets with this Type of link will inherit the following
actions from their Master ticket:

Status change

Email answers

Change in FreeText fields
Notes

Pending time changes
Priority changes

Owner changes

Responsibility changes

New Rich-Text/HTML E-Mail Support (WYSIWY G)

With thisfeature, it is now possible to write e-mails, notes, and notificationsin rich text format (HTML
format). Using a WY SIWY G editor (What You See Is What You Get), it is possible to comfortably
write using formatted text and even include in-line pictures.




OTRS - Open Ticket Request System

New Out-Of-Office Feature

With this new feature it is possible for all users to activate "out-of-office” to notify colleagues and
OTRS of the period of their absence. The out-of-office featureis active for atime frame set by the user.
Activation of this feature has the following effects:

In the lists in which an agent can be selected as owner or responsible (i.e. Ticket creation or changing
ownership), the period of absence and the time till return will be shown behind the user's name. This
will help making the absence of the user more transparent.

If an agent receives a follow-up during a period of absence, the ticket is automatically unlocked and a
notification is sent to all agents in the queue. This allows immediate reaction to the customer follow-
up by another service employee.

New Ticket Overviews and global Bulk Action

Flexibility of presentation within the ticket overview isamust. Based on the "S/IM/L" (Small/Medium/
Large) Ticket View every agent hasthe possibility to change the view for each type of overview (Queue
View, Status View, etc) on-the-fly with a simple mouse click on the appropriate icon. This allows for
the highest possible level of individualization and adjustment to any operational situation.

Additionally, decentralization of the Bulk Action feature integrated the Bulk Action in all ticket
overviews (Bulk Action allows processing of multiple tickets at atime).

Postmaster Filter recognizes Follow-Upsto internal forwarded messages

Currently, e-mail replies to forwarded articles arrive in OTRS as email-external. The problem is that
the answers to these forwarded articles can be seen by the customer in the web- interface. Although it
is possible to classify e-mails of an entire domain as email-internal, this only shifts the problem. Also,
such step makes it impossible to properly service customersin the domain, as the customer would not
be able to track tickets in the customer web-interface any more. With this new feature, e-mail replies
can be traced back, and email- internal or email-externa will be set based upon the original Forward-
Article type.

Configurable event based notifications

Until now, a very inflexible notification could be sent to an agents and customers, for example Agent:
New Ticket or Customer: Status Change. In order to make the notification system more flexible, a
complete overhaul was performed on the messaging mechanism. The new system allows messaging to
agents, customers, or adedicated email address, based on the event taking place.

With this, it is now possible to just inform the customer when the ticket has been closed. Or, for
example, when a VIP customer creates a ticket, a message can be sent to a specific address. Events
(i.e. TicketCreate, TicketStateUpdate, TicketPriorityUpdate, ArticleCreate), and all known message
variables(i.e. <OTRS _TICKET_TicketNumber><OTRS TICKET_Priority>), arefreely selectablefor
creating triggered messages via the web interface.

READ-ONLY Permissions and Notifications with watched Tickets

In the current release of OTRS it is possible for a user to maintain a Watched Tickets List. Thisfeature
is dealing with tickets marked as "subscribed" by a user. It has the advantage that users no longer lose
track of tickets marked as "sub- scribed”, and are able to view them on an individual list. The "Read-
Only" Feature - Up to now, tickets marked as "sub- scribed" were shown in alist, however, the agent
could only actually view them if they werein aqueue for which the agent had read permissions. With the
"Read-Only" Feature, agents subscribed to aticket always have read permissions on the ticket, even if




OTRS - Open Ticket Request System

theticket ismoved to a queue where the agent has no permissions. "Notify" Feature - Viaapersonalized
setting, every agent can define whether or not to receive natifications about tickets, just as the owner
and responsible of aticket would receive. This allows for active tracking of watched tickets.

SecureSMTP

OTRS can receive and send mailsin multipleways. All currently available methodsfor receiving emails
have been implemented within OTRS 2.3 (POP3,POP3S,IMAP,IMAPS). Until now, there were two
options for sending emails: using alocal MTA (Sendmail, Postfix, etc.) or per SMTP. In OTRS 2.4.x,
SMTPS (Secure SMTP) has been implemented in order to keep up to the growing security standards.

New features of OTRS 2.3

Performance

Data base- and code-improvements increase lead to a general performance gain of up to 20%.

The support of an indexed full text search has been added. The feature is disabled per default because
additional disc spaceis needed. The expected performance gain is 50%.

Reduced reloads by using AJAX technology.

Instead of an ongoing recalculating of the escalation time during run time, it is only recalculated when
it changes due to an event in OTRS. It is then being stored in the ticket object which allows a direct
access of external reporting tools to the data base as well as a more efficient reporting on escalations.
Thiswill also lead into a substantial performance improvement.

Sear ch functionality

Support of logical expressions: ticket-, customer- and FAQ- search supports logical expressions,
utilizing the AND, OR and ! operators as well as structuring expressions with parentheses.

Search for ticket numbers by using the Browser OpenSearch feature (OpenSearch format).
Search for ticket titlesin the agent ticket search form and in the generic agent.

Search for ticket close time in the agent ticket search form and in the generic agent.

Ticket zoom and ticket move

Expand/Collapse of articles: the article view can be expanded to display al articles at once. The current
article will remain in focus, and the preceding, or following articles will be displayed.

Structured article tree - The article tree has been changed to atable.

Printing of articles has been realized.

Theticket title of linked tickets are displayed in case of a mouse over action.
Merged tickets are displayed crossed out.

Multiple files can be attached while moving aticket using the ticket move mask.

Ticket FreeText and FreeTime opportunities

When splitting aticket, all FreeText and Free Time datawill be copied to the new ticket.
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 Ticket Free Timefields can be declared as mandatory.

* A URL can be configured that takes the value of a FreeText field and displays it as an URL link in
the ticket.

e Added X-OTRS-TicketTime and X-OTRS-FollowUp-TicketTime email headers.

IMAP, IMAPS and POP3S support

» With OTRS 2.3 additionally to POP3, POP3S, IMAP and IMAPS s supported to fetch mails from your
MTA.

Security

 Incase of alost password, OTRS is sending an e-mail to the user with a "password reset link". After
clicking this link the new password is sent to the user in a second e-mail.

Notifications and escalations
* All agents that have aread permission on a certain queue can be selected for notification.

» Anescaation view has been added that displays all tickets sorted by their remaining time to escal ation.

New features of OTRS 2.2

New features of OTRS 2.2

» Support of Services and SLAs. As major step towards IT Service Management OTRS 2.2 brings in
the new attributes 'Service' and 'Service Level Agreements (SLA)'. While creating a new ticket a
service requester has to select both a service (e. g. email-service) and arelated SLA . SLA attributes
are "response time", "update time" and "solution time". These attributes are used by the IT Service
Organization for notification and escalation purposes in order to keep the agreed SLA. Service- and
SLA-related informations within incoming email headers might also be used by the Postmaster-Filter
as aready known before.

 Support of native ticket types: Ticket types can how be managed over the admin interface. Y ou do not
longer need to useticket free text field for this purpose. Installations which already use aticket free text
field for ticket type classification do not need to migrate. This feature will also be shown in zoom and
print view for agents and customers and can be changed via the agent interface.

 Support of multiple authentication backends: Added support of multi authentication feature for agent
and customer backend. By using this feature it is now possible to use multiple trusted authentication
sources (i.e. use LDAP as afirst source for authentication and in case of an unsuccessful authentication
try a SQL DB as a second source).

» Support of different password crypt types: Supported and permitted password authentication types for
agent and/or customer login are:

 unix_crypt()
* md5()
* plain()

Default is'unix_crypt()'. The administrator can easily switch from unix_crypt() to md5() on the fly by
changing the related configuration parameter.

10



OTRS - Open Ticket Request System

e Changed OTRS internal CustomerUser structure: Customer datas (CustomerUser) are restructured and
split into the objects "CustomerCompany" and "CustomerUser" within the internal OTRS database.
Company related attributes like company name and address will be managed separately from those
attributes related to a single contact (e.g. first name, surname, phone etc.).

Thisinformation will be shown in zoom and print like the current customer info.

* Enhanced OPM-Format: OPM Packages are now delivered with an additional on-line help. The
introduction page will inform the user about new features and will also give a short overview about the
next steps to do after having installed the packages.

» PostMaster-Admin-Interface: The improvement has lead to a more detailed definition of those email
addresses which have to be matched by PostMaster filter.

» SysConfig Improvement: A quicker page view and page saving leads to essential time savings during
configuration process.

New features of OTRS 2.1

New featuresof OTRS 2.1

« Stable Support of Microsoft SQL Server: starting this version OTRS offers an interface to MS SQL
Server databases. OTRS supports all popular operating systems like Linux, Windows, UNIX, Mac OS
X etc. aswell as all major databases like MS SQL, MySQL, PostgreSQL, Oracle and DB2.

e Multi-Calendar Function: This Feature simplifies working in distributed surroundings. National
teams are supported by permitting different local working schedules and public holiday regulations.
International organizations are additionally supported by atime-zone feature.

* New Statistics-Framework: Gain access and define your Reports- and Statistics in a more flexible way
than ever. A powerful and easy to use Wizard will guide you through the process. Once defined OTRS
may deliver periodically needed Reports automatically to a predefined Mailing List. Export- and Import
functions allow to transfer Statistics between different OTRS Installations. So you can define and test
your Statistics before loading them up to your production System.

* Optimized Synchronization of authorizations from LDAP-Directory Services. That simplifies the
connection of al known LDAP-Directory Serviceslike Microsoft Active Directory, OpenLDAP, Novell
eDirectory, Oracle Internet Directory, etc. A useful Feature which savestime and effort of maintaining
authorizations in the local Database of OTRS.

* PDF-Generator: OTRS now supports the Output of Reports and Statistics as well as the results of a
ticket search and ticket zoom in the PDF-Format.

* New implemented Knowledge Database / FAQ-Module: OTRS makes allowance for the need of an
efficient Knowledge Management within daily Service Request handling. Fundamental in this context
isaquick access towards existing problem-solving Know-How and standardized answers. Advantages:
optimized search-functions, more effective administration of FAQ-Articles, faster Navigation and
opportunities to rate an existing FAQ-Article.

» Tracking of Sub-orders and Support of hierarchical Team-Structures: New Features like the Ticket
Supervisor and the Ticket Watchers support working within hierarchical Teamsand enableyou to define
and depute Work packages temporarily to another Service Agent. While the Ticket Supervisor enables
authorized Team members to depute a Ticket to another Service Agent without loosing the right to edit
thisticket the Ticket Watcher allows you to track aticket passive on the basis of anindividua watch list.
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» Optimized Follow-Up-Detection: In addition to the subject heading, OTRS also checks for referable
ticket numbers inside the Email-body and further attachments. This new feature aims to automatically
assign an incoming Service Request to an existing Incident much faster than before.

Hardware and software requirements

OTRScan beinstalled on many operating systems. OTRS runsnot only on linux and on other unix derivates
(e.g. OpenBSD or FreeBSD) but on all Microsoft Windows platforms too. OTRS has no excessive
hardware requirements. We recommend using a machine with at least a2 GHz Xeon or comparable CPU,
2 GB RAM and a 160 GB hard drive.

If you want to use OTRS, you need some other software components. The basic software requirements
are: aweb and a database servers, as well as aworking Perl environment with some additional modules.
The web server and Perl have to be installed on the same machine as OTRS. The database back-end can
beinstalled locally or on another host.

For the web server, we recommend using apache 2, because its module mod_perl improves greatly the
performance of OTRS. If you can't use apache, OTRS should run on any web server that can execute Perl
scripts.

For database back-ends, you can use MySQL, PostgreSQL, Oracle, MSSQL or DB2. If you use MySQL
you have the advantage that the database and some system settings can be configured during the
installation, through a web front-end.

For Perl, we recommend using at least version 5.8.8. You need some additional modules which can be
installed either with the Perl shell and CPAN or viathe package manager of your operating system (rpm,

yast, apt-get).

Software requirements

Perl

* Perl 5.8.8 or higher

Webserver

» Apache2 + mod_perl2 or higher (recommended, mod_perl isreally fast!)
» Webserver with CGI support (CGlI is not recommended)
» 11S6 or higher

Databases

* MySQL 4.1 or higher

 PostgreSQL 8.0 or higher

e Oracle 10g or higher

» DB28or higher

» MSSQL 2000 or higher

The section in the manual about installation of Perl modules describes in more detail how you can set
up those which are needed for OTRS.
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If you install a binary package of OTRS, which was built for your operating system (rpm, Windows-
Installer), either the package contains all Perl modules needed or the package manager of your system
should take care of the dependencies of the Perl modules needed.

Community

OTRShasalarge user community. Users and devel opersdiscuss about OTRS and interchange information
onrelated issuesthrough the mailing-lists . Thereisavailable help for questionsregarding the installation,
configuration, usage, localization and development. Software bugs can be reported on the bug tracking
system , so that they reach the responsible devel opers directly and without getting lost.

The homepage of the OTRS community is: http://www.otrs.org [http://www.otrs.org] (see Figure 2.1
below).
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Figure 2.1. OTRS community homepage.

Commercial Support and Services for OTRS

Commercial support for OTRS is also available. You can find the available options on the website of
OTRS Group, the company behind OTRS: http://www.otrs.com/en/solutions/ [http://www.otrs.com/en/
solutions/] .

OTRS Group provides subscription support services, customization, consulting and training for OTRS
Help Desk [http://www.otrs.com/en/products/help-desk/] and OTRS ITSM [http://www.otrs.com/en/
products/itsm/]. It also provides Best Practice Product Editions [http://www.otrs.com/solutions/]. With
these Editions, OTRS Group helps organizations to design, deploy and optimize OTRS for each
unique environment. Additionally, OTRS Group provides hosted versions including OTRS OnDemand
[http://www.otrs.com/en/solutions/ondemand/] and Managed OTRS [http://www.otrs.com/en/solutions/
managed-otrs/].

You can find more detailed information about OTRS Group on http://mww.otrs.com  [http://
www.otrs.com] and you can contact us viaemail on sales at otrs.com [mailto:sales@otrs.com] .
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Chapter 3. Installation

This chapter describes the installation and basic configuration of the central OTRS framework. It covers information
on installing OTRS from source, or with a binary package such as an RPM or a Windows exectuable.

Topics covered here include configuration of the web and database servers, the interface between OTRS and the
database, the installation of additional Perl modules, setting proper access rights for OTRS, setting up the cron jobs
for OTRS, and some basic settings in the OTRS configuration files.

Follow the detailed steps in this chapter to install OTRS on your server. Y ou can then use its web interface to login
and administer the system.

The simple way - Installation of pre-built
packages

Y ou should use pre-built packages to install OTRS, since it is the simplest and most convenient method.
You can find them in the download area at http://www.otrs.org [http://www.otrs.org] . The following
sections describe the installation of OTRS with a pre-built or binary package on SUSE, Debian and
Microsoft Windows systems. Only if you are unable to use the pre-built packages for some reason should
you follow the manual process.

Installing the RPM on a SUSE Linux server

This section demonstrates the installation of a pre-built RPM package on a SUSE Linux distro. We have
tested against all recent SLES and OpenSUSE versions. Beforeyou start theinstallation, please have alook
at http://www.otrs.org/downloads [http://www.otrs.org/downloads] and check if a newer OTRS RPM
packageis available. Always use the latest RPM package.

Install OTRS with yast (yast2) or viathe command line and r pm. OTRS needs some Perl modules which
are not installed on a SUSE system by default, and so we recommend using yast, since it addresses the
package dependencies automatically.

If you decide to install OTRS via the command line and rpm, first you have to manually install the
needed Perl modules. Assuming you saved the file ot r s. r pmin the directory / t np, you can execute
the command specified in Script 3.1 to install OTRS.

Note: If you install it on SLES9 or OES, follow this description to install the missing perl-GD packages.
http://fag.otrs.org/otrs/public.pl ?FAQID=49

[inux:~ # rpm-i /tnp/otrs-xxx.rpm

otrs
BHUBHBHHBHBHH B H B H B HBH BB H B R R R R

Check OTRS user (/etc/passwd)... otrs exists.

Next steps:

[ SuSEconfi g]
Execute ' SuSEconfig' to configure the web server.
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[start Apache and MySQ]

Execute 'rcapache restart' and 'rcnysgl start' in case they don't
run.

[install the OIRS dat abase]
Use a web browser and open this |ink:
http://1ocal host/otrs/installer.pl

[ OTRS servi ces]
Start OTRS 'rcotrs start-force' (rcotrs {start|stop|status|restart|
start-force| stop-force}).

Have fun!

Your OTRS Team
http://otrs. org/

[inux:~ #
Script 3.1. Command to install OTRS

After theinstallation of the OTRS RPM package, you have to run SuSEconfig, as shown in Script 3.2.

i nux: ~ # SuSEconfig

Starting SuSEconfig, the SuSE Configuration Tool..
Running in full featured node.

Readi ng /etc/sysconfig and updating the system..
Executing /sbin/conf.d/ SuSEconfi g.aaa_at _first...
Executi ng /sbin/conf.d/ SuSEconfi g. apache. .

I ncluding /opt/otrs/scripts/apache-httpd.include. conf
Executi ng /sbin/conf.d/ SuSEconfi g. boot spl ash. .
Executi ng /sbin/conf.d/ SuSEconfi g. doubl echeck. .
Executing /sbin/conf.d/ SuSEconfig.guile..
Executi ng /sbin/conf.d/ SuSEconfi g. host nane. . .
Executing /sbin/conf.d/ SuSEconfig.ispell...
Executing /sbin/conf.d/ SuSEconfi g. perl. ..
Executi ng /sbin/conf.d/ SuSEconfi g. perm ssions..
Executi ng /sbin/conf.d/ SuSEconfi g. postfix. .
Setting up postfix |local as MDA..

Setting SPAM protection to "off"..

Executing /sbin/conf.d/ SuSEconfig. profiles..

Fi ni shed.

[inux:~ #

Script 3.2. Running the SUuSEconfig command.

The OTRS installation is done. Restart your web server to load the OTRS specific changes in its
configuration, as shown in Script 3.3.

i nux: ~ # rcapache restart

Shutting down httpd done
Starting httpd [ PERL ] done
[inux:~ #
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Script 3.3. Restarting the web server.

The next step isto setup the OTRS database, as described at section 3.2.4.

Installing OTRS on a CentOS system

On the OTRS Wiki you can find detailed instructions for setting up OTRS on a CentOS system.
Please note that these instructions will also apply to RedHat systems since they use the same source:
http://wiki.otrs.org/index.php?itle=Installation_of OTRS 3.0bl on CentOS 5.5 [http://wiki.otrs.org/
index.php?title=Installation_of OTRS 3.0b1 on CentOS 5.5] .

Installing OTRS on a Debian system

On the OTRS Wiki you can find detailed instructions for setting up OTRS on a Debian system:
http://wiki.otrs.org/index.php?title=Installation_on Debian 5.04 lenny [http://wiki.otrs.org/index.php?
title=Installation_on_Debian_5.04 |enny] .

Installing OTRS on a Ubuntu system

On the OTRS Wiki you can find detailed instructions for setting up OTRS on an Ubuntu system:
http://wiki.otrs.org/index.php?itle=Installation_on Ubuntu Lucid Lynx (10.4)  [http://wiki.otrs.org/
index.php?title=Installation_on Ubuntu Lucid Lynx (10.4)] .

Installing OTRS on Microsoft Windows systems

Installing OTRS on a Microsoft Windows system is very easy. Download the latest installer for Win32
from http://www.otrs.org/downloads/ [http://www.otrs.org/downloads/] and save the file to your local
file system. Then simply double-click on the file to execute the installer, and follow the few installation
steps to setup the system. After that you will be able to login as OTRS administrator and configure the
system according to your needs. To log in as OTRS administrator use the username ‘root@localhost' and
the default password 'root'.

Warning
Please change the password for the 'root@localhost' account as soon as possible.
I mportant

The Win32 installer for OTRS contains al needed components for OTRS, i.e. the Apache web
server, the MySQL database server, Perl (with all needed modules) and Cron for Windows.
For that reason you should only install OTRS on Windows systems that don't already have an
installation of Apache or another web server, or MySQL.

Installation from source (Linux, Unix)

Preparing the installation from source

If you want to install OTRS from source, first download the source archive as .tar.gz, .tar.bz2, or .zip file
from http://mww.otrs.org/downloads/ [http://www.otrs.org/downloads/]
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Unpack the archive (for example, using tar) into the directory / opt , and rename the directory from
otrs-3.0 to otrs (see Script 3.4 below).

[inux:/opt# tar xf /tnp/otrs-3.0.tar.gz
[inux:/opt# nv otrs-3.0 otrs
[inux:/opt# Is

otrs

i nux:/opt#

Script 3.4. First stepsto install OTRS

OTRS should NOT be run with root rights. Y ou should add a new user for OTRS as the next step. The
home directory of this new user should be/ opt / ot r s. If your web server is not running with the same
user rights as the new 'otrs' user, which is the case on most systems, you have to add the new 'otrs user
to the group of the web server user (see Script 3.5 below).

[ inux:/opt# useradd -r -d /opt/otrs/ -c 'OIRS user' otrs
i nux:/opt# usernod -G nogroup otrs
i nux:/opt#

Script 3.5. Adding a new user 'otrs', and adding it to a group.

Next, you have to copy some sample configuration files. The system will later use the copied files. The
filesarelocatedin/ opt / ot r s/ Ker nel and/ opt/ ot r s/ Ker nel / Conf i g and havethe suffix .dist
(see Script 3.6 below).

[inux:/opt# cd otrs/Kernel/

[inux:/opt/otrs/Kernel# cp Config.pmdist Config.pm
[inux:/opt/otrs/Kernel# cd Config

i nux:/opt/otrs/Kernel/Config# cp CGenericAgent.pm di st Generi cAgent.pm

Script 3.6. Copying some sampl e files.

The last step to prepare the installation of OTRS is to set the proper access rights for the files. You can
use the script otrs.SetPer missions.pl, which islocated in the bi n directory, in the home directory of the
‘otrs' user. Y ou can execute the script with the following parameters:

otrs. Set Perm ssions. pl { Home directory of the OTRS user }{ --otrsuser= OTRS
user } { --web-user=\Web server user } [ --otrs-group= G oup of the OTRS user ][ --
web-group= Group of the web server user ]

If your web server is running with the same user rights as user 'otrs’, the command to set the proper access
rightsis otrs.SetPermissions.pl /opt/otr s --otr s-user =otr s --web-user =otrs. On SUSE systems the web
server is running with the user rights of 'wwwrun'. On Debian-based systems this is ‘www-data. You
would use the command otr s.SetPer missions.pl /opt/otr s--otr s-user =otr s --web-user =wwwrun --otr s-
group=nogroup --web-group=www to set the proper access rights.

Installation of Perl modules

OTRS needs some additional Perl modules, as described in Table 3-1. If you install OTRS from source,
you will have to install these modules manually. This can be done either with the package manager of
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your Linux distribution (yast, apt-get) or, as described in this section, through the Perl shell and CPAN.
If you're using ActiveState Perl, for instance on Windows, you could use PPM, the built-in Perl Package
Manager. We recommend using your package manager if possible.

Table3.1. Needed Perl modulesfor OTRS

Name Description

DBI Establishes a connection to the database back-end.

DBD::mysql Contains special functionsto connect to the MySQL
database back-end (only required if MySQL is
used).

DBD::pg Contains special functions to connect to the

PostgreSQL  database back-end (only required if
PostgreSQL is used).

Digest::MD5 Allows the use of the md5 algorithm.

CSS::Minifier Minifies a CSSfile and writes the output directly to
another file,

Crypt::PasswdM D5 Provides interoperable M D5-based crypt functions.

MIME::Base64 Encodes / decodes Base64 strings, e.g. for mail
attachments.

JavaScript:Minifier Minifies a JavaScript file and writes the output
directly to another file.

Net::DNS Perl interface to the domain name system.

LWP::UserAgent Processes HTTP requests.

Net::LDAP Perl interface to aLDAP directory (only required if
an LDAP back-end is used).

GD Interface to the GD graphics library (only required

if the OTRS stats module is used).
GD::Text, GD::Graph, GD::Graph::lines,| Some more text and graphic tools for the GD

GD::Text::Align graphics library (only required if the OTRS stats
moduleis used).
PDF::API2, Compress::Zlib Needed to generate the PDF output for reports,

search results and for the ticket print view.

Y ou can verify which modules you need to install with otrs.CheckM odules.pl. This script is located in
the bi n directory, in the home directory of the ‘otrs user (see Script 3.7 below).

Please note that some modules are optional .

[inux:~# cd /opt/otrs/bin/
[inux:/opt/otrs/bin# ./otrs. CheckModul es. pl

0 CA ... ok (v3.49)
o0 Crypt::PasswdMVD5. .. ............ ok (v1.3)

o CSS::Mnifier.................. ok (v0.01)
o Date::Format................... ok (v2.24)
o Date::Pcalc.................... ok (vl1.2)

0 DBl...... .. ok (v1.609)
oDBD:nysqgl............ ... ...... ok (v4.013)
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oDigest::MD5......... .. ... ... ... ok (v2.36_01)
o0 Encode::HanExtra............... ok (v0.23)
0 GD. .o ok (v2.44)

0 G :Text......... ... ... ok (vO. 86)

o G:Gaph........... ... ... ... ok (vl1.44)

o G :Gaph::lines............ ok (v1.15)

o G:Text::Align............. ok (v1.18)
olQO:Scalar..................... ok (v2.110)
olO:Wap......... ... ok (v2.110)

o JavaScript::Mnifier........... ok (v1.05)
0 JSON. ... ok (v2.21)
0 JSON::PP........ ... ok (v2.27003)
0 JSON: XS, . ... Not installed! (Optional - Install
it for faster AJAX/ JavaScript handling.)
0 LWP::UserAgent................. ok (v5.829)
o Mail::Internet................. ok (v2.06)
o Mail::POP3Cient............... ok (v2.18)

o lO:Socket::SSL............. ok (v1.31)

o0 MME :Baseb4................... ok (v3.07_01)
o MME: :Tools.................... ok (v5.428)

O Net::DNS............ .. ... ...... ok (v0. 65)

0 Net::POP3. ... ... ... .. ... ...... ok (v2.29)

O Net::IMAP::Sinple.............. ok (v1.1916)

o Net::IMAP::Sinple::SSL...... ok (v1.3)
O Net::SMIP........... .. ... ...... ok (v2.31)

o Authen::SASL................ ok (v2.15)

O Net::SMIP::SSL.............. ok (v1.01)
0 Net::LDAP........ ... ... ..... ok (v0.4001)
0 PDF::API 2. ... ... . ok (v0.73)

o Conpress::Zlib.............. ok (v2.008)
0 SOAP: i Lite.......... .. ... ...... ok (v0.712)
0 Text::CSV..... ... .. ... ok (v1.18)

o Text::CSV_PP................ ok (vl1.26)

0 Text::CSV_XS................ Not installed! (Optional -

Optional, install it for faster CSV handling.)

o XML::Parser.................... ok (v2.36)

i nux:/opt/otrs/bin#
Script 3.7. Checking needed modules.

You should strive to install the missing modules from your Linux distribution’'s package management
system. In that way, the packages will be automatically updated when new versions are available or when
security issues are found. Please refer to your distribution's documentation on how to install additional
packages. If the (correct version of) the module is not available from the package repositories, you can
also install from CPAN, the Comprehensive Perl Archive Network.

To install one of the modules from above via CPAN, you have to execute the command perl -e shell -
M CPAN. The Perl shell will be started in interactive mode and the CPAN module will beloaded. If CPAN
is aready configured, you can install the modules with the command install followed by the name of the
module. CPAN takes care of the dependencies of a module to other Perl modules and will let you know
if other modules are needed.

Execute also the two commands per | -cw bin/cgi-bin/index.pl and per| -cw bin/otrs.PostM aster .pl after
changing into the directory / opt / ot r s. If the output of both commands is "syntax OK", your Perl is
properly set up (see Script 3.8 below).

19



Installation

[inux:~# cd /opt/otrs

[inux:/opt/otrs# perl -cw bin/cgi-bin/index.pl
cgi-bin/installer.pl syntax OK
linux:/opt/otrs# perl -cw bin/otrs.PostMaster. pl
otrs. Post Master. pl syntax OK

[inux:/opt/otrs#

Script 3.8. Checking syntax.

Configuring the Apache web server

This section describes the basic configuration of the Apache web server with mod_cgi for OTRS. Theweb
server should be able to execute CGlI scripts. OTRSwon't work if the Perl scripts cannot be parsed. Check
the configuration files of your web server, and search for the line that loads the CGI module. If you see
something like the following, the CGI module should already be in use.

LoadModule cgi_module /ust/lib/apache2/modules/mod_cgi.so

To access the web interface of OTRS conveniently via a short address, Alias and ScriptAlias entries
are needed. Most Apache installations have a conf . d directory included. On Linux systems you
can find this directory very often under / et c/ apache or / et ¢/ apache?2. Log in as root, change
to the conf . d directory and copy the appropriate template in / opt / ot r s/ scri pt s/ apache2-
htt pd. i ncl ude. conf toafilecaled ot rs. conf inthe Apache configuration directory.

Restart your web server to load the new configuration settings. On most systems you can start/restart your
web server with the command /etc/init.d/apache2 restart (see Script 3.11 below).

i nux:/etc/apache2/conf.d# /etc/init.d/ apache2 restart
Forcing rel oad of web server: Apache2.
i nux:/etc/apache2/ conf. d#

Script 3.11. Restarting the web server.
Now your web server should be configured for OTRS.

If you choose to increase performance and you can install mod_perl, then you can leave mod_cgi off, and
configure the Apache web server for use with mod_perl, in the following manner:

Please ensure that mod_perl isinstalled and loaded, in order to take advantage of this feature. Due to the
nature of the start-up script, your server will not fail to start if mod_perl is not properly loaded or compiled
in your apache web server, unless mod_cgi is also on. Technically speaking you can leave mod_cgi on
aswell, but you should not.

Search your /etc/apache* directory for mod_perl.so (see Script 3.12 below) to seeif the module is already
loaded.

#:/ grep -Rn nod_perl.so /etc/apache*
Script 3.12. Searching for mod_perl.
When you use the appropriate start script listed above and the module is loaded, the script (when

commented in) /opt/otrs/scripts/apache2-perl-startup.pl can be used to load the perl modulesinto memory
one time, saving on load times and increasing performance.
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Configuring the database

The simple way - Using the web installer (works only with MySQL)

If you use MySQL as the database back-end, you can use the OTRS web installer: http://localhost/otrs/
installer.pl [http://localhost/otrdinstaller.pl] .

When the web installer starts, please follow the next steps to setup your system:

1. Check out theinformation about the OTRS offices and click on next to continue (see Figure 3.1 below).

Simulate RTL

Welcome to OTRS

OTRS AG OTRS Inc.

Norsk-Data-Str. 1 19925 Stevens Creek Blvd
61352 Bad Homburg Cupertino, CA 95014-2358
Germany UsA

Phone: Phone:

- +49(0)9421 56818 Z= - +1(408) 7257501 G
Fax +49 (0) 9421 56818 18 Fax +1 (408) 725 8885
Web: Web:
Info: Info:

Top of page Y

Figure 3.1. Welcome screen.

2. Read the GNU Affero General Public License (see Figure 3.2 below) and accept it, by clicking the
corresponding button at the bottom of the page.

Simulate RTL

License (1/4)

I

) »

S AFFERO GENERAL PUSLIC LICENSE
Versicn 3, 19 November 20

Copyright (C) 2007 Free Software Foundation, Ine. <http://fsf.org/>
Everyone 1s pemitied to copy and distribute verbatin copics
of this license document, Dut changing it is not allowe

Preamble

The GNU Affero General Public License is a Iree, copyleft license for
software and other kinds of works, specifically designed Lo ensure
cooperation with the COmunity in the case of hetwork server software.

The licenses for most seftware and other practical works are designed
to take away your freedom o share and change the works. By contrast,
ocur General Public Licenses are intended to guarantee your Zreedom to
share and change all versions of a program--to Dake sure it remains free
software for all its users.

When we speak of free software, we are referring to freedom, not
price. Our Gemeral Public Licenses are designed o make sure Chat you
have the Ireedom to distribuie copies of free software (and charge for
them if you wish), that you receive source code Or can get il if you
want it, thal you can change the sofiware OF use pieces of il in hew
free programs, and that you know you can do these things

Developers that use our General Public Licenses protect your rigats
with Cwo gteps: (1) assert copyright on the software, and (2) oife:
you this Lictnse Which gives you Legal permissich ca’ copy, discribute
and/or modify the software.

B secondary benefit of defending all users' freedom is that

Figure 3.2. GNU Affero General Public License.
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3. Provide the username and password of the administrator, the DNS name of the computer which hosts
OTRS and the type of database system to be used. After that, check the settings (see Figure 3.3 below).

Simulate RTL

Create Database (2/4)

Host | jocalhost

Tioe MySQL -

Check database seftings

Top of page L1

Figure 3.3. Database initial settings.

Y ou will be notified if the check was successful. Press OK to continue (see Figure 3.4 below).

Simulate RTL

Create
The page at httpy/192.168.56.101 says: =

§, Database check successful

Host  localhost

Tipe MySQL -

le README.dat;

Check database seflings

Top of page ¥

Figure 3.4. Notification for successful check.
4. Create a new database user, choose a name for the database and click on 'Next' (see Figure 3.5 below).
Warning

Itisnever agood ideato use default passwords. Please change the default password for the OTRS
database!
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Create Database (2/4)

localhost

T MySQL v

Database-User (New)

i

s€ user with limited rights will be created for
em

stel

default hot

E localhost
Database

ame: | otrs

Figure 3.5. Database settings.

If the database and its user were successfully created, you will get a setup notification, as shown in Figure
3.6. Click 'Next' to go to the next screen.

Simulate RTL

Create Database (2/4)
trs- Done.

Done

Done

Done

Done

Done

—==> Database setup successfull

Top of page [

Figure 3.6. Notification indicating successful database setup.

5. Provide al the required system settings and click on 'Next' (see Figure 3.7 below).
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Simulate RTL

OG-

System Settings (3/4)

tem. Each ticket number and each
with this number

QDN: | yourhostexample.c

Full qualified domain name of your system

Al | admin@example.c

Email ofthe system admin

| Example Company.

odule File L4

needed for File-LogModule!
‘Webfrontend
D ngusce English (United States) =

Used defaultianguage

Figure 3.7. System settings.

6. If you want, you can provide the needed data to configure your inbound and outbound mail, or skip this
step by pressing the right button at the bottom of the screen (see Figure 3.8 below).

Simulate RTL

OG-

Mail configuration (3/4)
Configure Outbound Mail
Outsound mail type:  SMTP

Select outbound mail type.

SHTP host

o [

Does your SUTP host need authentication?

Configure Inbound Mail
e IMAP -

Select inbound mail type.

Inbound mail host

Figure 3.8. Mail configuration.

7. Restart the OTRS service now to use the new configuration settings as shown in the Script 3.13.

linux:~ # rcotrs restart-force
Shutti ng down OTRS

Di sabl e /opt/otrs/bin/otrs. Post Master.pl ... done.
no crontab for otrs

Shutting down cronjobs ... failed!

Shutting down OTRS (conpl etely)

Shutting down Apache ... done.

Shutting down MySQL ... done.
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done
Starting OTRS (conpl etely)
Starting Apache ... done.
Starting MWSQ ... done.
Starting OTRS
Checki ng Apache ... done.
Checking MWSQL ... done.
Checki ng dat abase connect... (It |ooks !).
Enabl e /opt/otrs/bin/otrs. Post Master.pl ... done.
Checking otrs spool dir... done.
Creating cronjobs (source /opt/otrs/var/cron/*) ... done.

-->> http://linux.exanple.confotrs/index.pl <<--
done

done
| i nux: ~ #

Script 3.13. Restarting the OTRS service.

Congratulations! Now the installation of OTRS isfinished and you should be able to work with the system
(see Figure 3.9 below). To log into the web interface of OTRS, use the address http://localhost/otrs/
index.pl [http://localhost/otrs/index.pl] from your web browser. Log in as OTRS administrator, using the
username 'root@local host' and the password 'root'. After that you can configure the system for your needs.

Warning

Please change the password for the ‘root@localhost' account as soon as possible.

Simulate RTL

OG-

Finished (4/4)

To be able to use OTRS you have to enter the following line in your command line
(Terminal/Shell) as root

er: Senice htipd restart
After doing 50 your OTRS is up and running.
cer root@localhost

are: oot

((enjoy))
Your OTRS Team

Top of page Y

Figure 3.9. Final stepstoinstall OTRS.
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Installing the OTRS database manually

If you can't use the web installer to setup the OTRS database, you have to set it up manually. Scripts with
the SQL statements to create and configure the database are located in scri pt s/ dat abase, in the
home directory of the 'otrs' user (see Script 3.14 below).

linux:~# cd /opt/otrs/scripts/database/
linux:/opt/otrs/scripts/database# |s

otrs-initial _insert.db2.sql otrs-schena. nysql . sql
otrs-schena. oracl e. sql

otrs-initial _insert.nssql.sql otrs-schema- post . db2. sql
otrs-initial _insert.nysql.sql otrs-schena. post gresql . sql

otrs-initial _insert.oracle.sql

otrs-initial _insert.postgresql.sql otrs-schema-post.nmssql. sql
otrs-initial _insert.xn otrs-schenma- post. nysql . sql
otrs-schena. db2. sql otrs-schena- post. oracl e. sqgl

otrs-schema- post . post gresql . sql

otrs-schenma. nssql . sql otrs-schema. xm
i nux:/opt/otrs/scripts/database#

Script 3.14. Files needed to create and configure the database.

To setup the database for the different database back-ends, the .sgl files must be processed in a specific
order.

Createthe OTRS database manually step by step

1

Creating the DB: Create the database that you want to use for OTRS, with your database client or your
database interface.

. Creating the tabless With the otrsschemaDatabaseType.sgl files (eg. otrs-

schema. or acl e. sqgl , ot rs- schema. post gresqgl . sql ) you can create the tables in your
OTRS database.

. Inserting the initial system dataz OTRS needs some initial system data to work properly (e.g. the

different ticket states, ticket and notification types). Depending on the type of your database, use one of
thefilesotrs-initial _insert.nysql.sql,otrs-initial_insert.db2.sql,otrs-
initial _insert.oracle.sql,otrs-initial _insert.postgresql.sqgl orotrs-
initial _insert.nssql.sql

. Creating references between tables: The last step isto create the references between the different tables

in the OTRS database. Use the otrs-schema-post.DatabaseType.sql file to create these (e.g. ot r s-
schema- or acl e. post . sqgl ,otrs-schema- post. post gresql . sql).

After you have finished the database setup, you should check and set proper access rights for the OTRS
database. It should be enough to grant access to one user. Depending on the database server you are
using, setting up the accessrights differs, but it should be possible either with your database client or your
graphical database front-end.

If your database and the access rights are configured properly, you have to tell OTRS which database
back-end you want to use and how the ticket system can connect to the database. Open thefile Ker nel /
Confi g. pmlocated in the home directory of the 'otrs' user, and change the parameters shown in the
Script 3.15 according to your needs.
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# Dat abaseHost
# (The dat abase host.)
$Sel f->{' Dat abaseHost'} = 'l ocal host';

# Dat abase
# (The dat abase nane.)
$Sel f - >{ Dat abase} = 'otrs';

# Dat abaseUser
# (The dat abase user.)
$Sel f - >{ Dat abaseUser} = 'otrs';

# Dat abasePw
# (The password of database user.)
$Sel f - >{ Dat abasePw} = 'sone-pass';

Script 3.15. Parameters to be customized.

Setting up the cron jobs for OTRS

OTRS needs some cron jobs to work properly. The cron jobs should be run with the same user rights that
were specified for the OTRS modules. That means that the cron jobs must be inserted into the crontab
file of the 'otrs' user.

All scriptswith the cron jobs arelocated invar / cr on, in the home directory of the'otrs user (see Script
3.16 below).

[inux:~# cd /opt/otrs/var/cron
[inux:/opt/otrs/var/cron# |s

aaa_base. di st generi c_agent. di st

rebuil d_ticket_index. di st
cache. di st pendi ng_j obs. di st sessi on. di st
fetchmail . di st post mast er. di st unl ock. di st

generi c_agent - dat abase. di st postnmast er _mai | box. di st
i nux:/opt/otrs/var/cron#

Script 3.16. Files needed to create the cron jobs.

These scripts have a suffix of ".dist'. You should copy them to files with the suffix removed. If you use
bash, you might want to use the command listed in Script 3.17 below.

linux:/opt/otrs/var/cron# for foo in *.dist; do cp $foo " basenane
$foo .dist’; done
linux:/opt/otrs/var/cron# |s

aaa_base generi c_agent - dat abase. di st

rebuil d_ticket index
aaa_base. di st generi c_agent. di st

rebuil d_ticket index. dist
cache pendi ng_j obs sessi on
cache. di st pendi ng_j obs. di st sessi on. di st
fetchmail post mast er unl ock
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fetchmail . di st

generi c_agent

generi c_agent - dat abase
i nux:/opt/otrs/var/cron#

post mast er. di st
post mast er _mai | box
post mast er _mai | box. di st

unl ock. di st

Script 3.17. Copying and renaming all the files needed to create the cron jobs.

Table 3-2 describes the different cron jobs.

Table 3.2. Description of several cron job scripts.

Script Function

aaa _base Sets the basics for the crontab of the 'otrs' user.

cache Removesexpired cacheentriesfromdisk. Clearsthe
loader cache for CSS and JavaScript files.

fetchmail Used only if new mails will be fetched with
fetchmail into the ticket system.

generic_agent Executes the jobs of the GenericAgent that are not

stored in the database but in own config files.

generic_agent-database

Executes the jobs of the GenericAgent that are
stored in the database.

pending_jobs Checks system for pending tickets, and closes them
or sends reminders if needed.
postmaster Checks the message queue of the ticket system, and

delivers messages that are till in the queues.

postmaster_mailbox

Fetches the mails from the POP3 accounts that
were specified in the admin area, in the section for
"PostMaster Mail Accounts'.

rebuild_ticket_index

Rebuildstheticket index, which improves the speed
of the QueueView.

session

Removes old and no longer needed session IDs.

unlock

Unlocks tickets in the system.

To setup all cron jobs, the script bi n/ Cr on. sh located in the home directory of the 'otrs' user can be
used. When this script is executed, it needs a parameter to specify whether you want to install, remove or
reinstall the cron jobs. The following parameters can be used:

Cron.sh{start }{stop}{restart } [OTRS user ]

Because the cron jobs need to be installed in the crontab file of the 'otrs' user, you need to be logged
in as'otrs. If you are logged in as root, you can switch to 'otrs’ with the command su otrs. Execute the
commands specified in Script 3.18 below to install the cron jobs.

Warning

Please note that other crontab entries of the 'otrs' user will be overwritten or removed by the
Cr on. sh script. Please change the Cr on. sh script to retain other crontab entries as needed.

linux:/opt/otrs/var/cron# cd /opt/otrs/bin/

linux:/opt/otrs/bin# su otrs
l'i nux: ~/bin$ ./Cron.sh start
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/opt/otrs/bin

Cron.sh - start/stop OIRS cronjobs

Copyright (C) 2001-2009 OTRS AG http://otrs.org/
(using /opt/otrs) done

['i nux: ~/ bi n$ exit

exit

i nux:/opt/otrs/bin#

Script 3.18. Installing the cron jobs.

The command crontab -l -u otrs, which can be executed as root, shows you the crontab file of the 'otrs
user, and you can check if all entries are placed correctly (see Script 3.19 below).

nux:/opt/otrs/bin# crontab -1 -u otrs
cron/ aaa_base - base crontab package
Copyright (C) 2001-2011 OTRS AG http://otrs.org/

This software cones with ABSOLUTELY NO WARRANTY.

VWho gets the cron emmil s?
MAI LTO="r oot @ ocal host"

HH R

#
# cron/cache - delete expired cache

# Copyright (C 2001-2011 OTRS AG http://otrs.org/

# This software comes with ABSOLUTELY NO WARRANTY.

# o--

# del ete expired cache weekly (Sunday nornings)

20 0 * * 0 $HOVE/ bin/otrs. CacheDel ete.pl --expired >> /dev/null
30 0 * * 0 $HOVE/ bin/otrs. Loader Cache.pl -o delete >> /dev/null

cron/fetchmail - fetchmail cron of the OTRS
Copyright (C) 2001-2011 OTRS AG http://otrs.org/

This software cones with ABSOLUTELY NO WARRANTY.

fetch every 5 minutes emails via fetchmail
*/5 * * * * Jusr/bin/fetchmail -a >> /dev/null

HHHHHHHH

cron/ generic_agent - otrs. GenericAgent.pl cron of the OIRS
Copyright (C) 2001-2011 OTRS AG http://otrs.org/

This software comes with ABSCLUTELY NO WARRANTY.
start generic agent every 20 m nutes

*/20 * * * * $HOVE/ bi n/ Generi cAgent.pl >> /dev/null
# exanpl e to execute GenericAgent.pl on 23:00 with
# Kernel :: Config:: CGenericAgent Move job file

#0 23 * * * $HOWE bin/otrs. Generi cAgent.pl -c
"Kernel :: Config:: Generi cAgent Move" >> /dev/null

HHHHHHHH

29



Installation

cron/ generic_agent - CenericAgent.pl cron of the OIRS
Copyright (C) 2001-2011 OTRS AG http://otrs.org/

This software comes with ABSCLUTELY NO WARRANTY.

start generic agent every 10 m nutes

/10 * * * * $HOVE/ bin/otrs. Generi cAgent.pl -c db >> /dev/null
cron/ pendi ng_j obs - pendi ng_j obs cron of the OIRS

Copyright (C) 2001-2011 OTRS AG http://otrs.org/

This software comes with ABSCLUTELY NO WARRANTY.
check every 120 min the pending jobs

5 */2 * * * $HOVE/ bi n/ ot rs. Pendi ngJobs. pl >> /dev/nul |
cron/ postmaster - postmaster cron of the OIRS
Copyright (C) 2001-2011 OTRS AG http://otrs.org/

This software comes with ABSOLUTELY NO WARRANTY.

check daily the spool directory of OIRS

10 0 * * * * test -e /etc/init.d/otrs & /etc/init.d/otrs cleanup

>> [dev/null; test -e /etc/rc.d/init.d/otrs & /etc/rc.d/init.d/otrs
cl eanup >> /dev/null

10 0 * * * $HOWE/ bin/otrs. d eanUp. pl >> /dev/null

HHR I HFEHFHFEHFHFDHFHHHFHHFH IR

cron/ postmaster _mai | box - postnmaster_rmail box cron of the OIRS
Copyright (C) 2001-2011 OTRS AG http://otrs.org/

#
#
#
#
# This software cones with ABSCLUTELY NO WARRANTY.

# o--

# fetch emnils every 10 m nutes

*/10 * * * * $HOVE/ bi n/ ot rs. Post Mast er Mai | box. pl >> /dev/ nul |
# o--

# cron/rebuild_ticket _index - rebuild ticket index for OIRS
# Copyright (C 2001-2011 OTRS AG http://otrs.org/

#
#
#
#
0

This software comes with ABSOLUTELY NO WARRANTY.
just every day
101 * * * $HOWE bin/otrs. Rebuil dTi cket | ndex. pl >> /dev/null

#

# cron/session - delete old session ids of the OIRS

# Copyright (C 2001-2011 OTRS AG http://otrs.org/

# o--

# This software cones with ABSCLUTELY NO WARRANTY.

# o--

# delete every 120 m nutes ol d/idle session ids

55 */2 * * * $HOVE/ bi n/otrs. Del eteSessionl Ds. pl --expired >> /dev/null

# --
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#
#
#
#
#
#
3

cron/unlock - unlock old | ocked ticket of the OIRS
Copyright (C) 2001-2011 OTRS AG http://otrs.org/

This software cones with ABSOLUTELY NO WARRANTY.

unl ock every hour old | ocked tickets

5 * * * * $HOVE/ bi n/otrs. Unl ockTi ckets. pl --tinmeout >> /dev/null

i nux:/opt/otrs/bin#

Script 3.19. Crontab file.

Upgrading the OTRS Framework

These instructions are for people upgrading OTRS from version 2.4 to 3.0, and apply both for RPM and
source code (tarball) upgrades.

If you are running a lower version of OTRS, you have to follow the upgrade path to 2.4 first (1.1->1.2-
>1.3->2.0->2.1->2.2->2.3->2.4->3.0 ...).

If you need to do a "patch level upgrade”, which is an upgrade for instance from OTRS version 3.0.3 to
3.0.4, you should skip steps 8, 9, 10, and 13 - 16.

1

Stop al relevant services.
€. g. (depends on used services):
shell > /etc/init.d/ cron stop

shell > /etc/init.d/ postfix stop
shel Il > /etc/init.d/ apache stop

. Backup everything below $OTRS HOME (default: OTRS_HOM E=/opt/otrs):

* Kernel/Config.pm
» Kernel / Confi g/ Generi cAgent. pm
» Kernel / Confi g/ Fil es/ ZZZAut 0. pm

e var/*

. Backup the database.
. If possible, try thisinstall on a separate machine for testing first.

. Install the new release (tar or RPM).

* With the tarball:

shel | > cd / opt
shel I > tar -xzf otrs-x.x.x.tar.gz
shell>1In -s otrs-x.x.x otrs
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Restore old configuration files.

e Kernel/Config. pm

e Kernel / Confi g/ Generi cAgent. pm

« Kernel / Config/Fil es/ZZZAut 0. pm
* With the RPM:

shel I > rpm -UWvh otrs-x.x.x.-01.rpm

In this case the RPM update automatically restores the old configuration files.
6. Own themes

Note: The OTRS themes between 2.4 and 3.0 are NOT compatible, so don't use your old themes!
Themes are located under $OTRS_HOME/K ernel/Output/HTML/*/* .dtl (default: OTRS_HOME=/
opt/otrs).

7. Set file permissions.

If the tarball is used, execute:
shell > cd /opt/otrs/
shel I > bin/otrs. Set Perm ssi ons. pl

with the permissions needed for your system setup.

8. Apply the database changes (part 1/2):

shell > cd /opt/otrs/

# MySQL:

shel | > cat scripts/DBUpdate-to-3.0.nysqgl.sql | nmysql -p -f -u root
otrs

# PostgreSQ.:

shel | > cat scripts/DBUpdate-to-3.0.postgresqgl.sql | psqgl otrs

9. Run the migration script (as user ‘otrs, NOT asroot):
Y ou must execute the migration script to migrate some data from the old database structure to the new
one. Please run:

shel I > scri pt s/ DBUpdat e-t o- 3. 0. pl

10.Apply the database changes (part 2/2):
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# MySQL:

shel | > cat scripts/DBUpdat e-to-3.0-post.nysqgl.sqgl | nmysgl -p -f -u
root otrs

# PostgreSQ.:

shel | > cat scripts/DBUpdat e-to-3.0-post. postgresqgl.sql | psqgl otrs

11 .Refresh the configuration and delete caches. Please run:

shel I > bin/otrs. Rebui | dConfi g. pl
shel I > bin/otrs. Del et eCache. pl

12 Restart your services.
€. g. (depends on used services):
shell > /etc/init.d/cron start

shell > /etc/init.d/ postfix start
shell > /etc/init.d/ apache start

13.Check for encoding issues:
With OTRS 3.0, the default charset of OTRS was changed from "iso-8859-1" to "utf-8".

Thiswill only affect you if you did not specify acharset in Kernel/Config.pm (all installations that were
made with the web installer have a custom setting there) or if you didn't change the default charset in
the AdminSysConfig.

If you experience problems with the new charset, add this line to Kernel/Config.pm:

$Sel f->{' Defaul t Charset'} = 'iso0-8859-1";

In general, using "utf-8" isthe recommended mode of running OTRS, and switching from "iso-8859-1"
should work well.

Please note: We recommend you change existing non-UTF-8 installations of OTRS to UTF-8 with the
upgrade to 3.0. All other encodings are now deprecated.

OTRS 3.1 will only alow UTF-8 astheinternal charset.
14.Check for Custom Frontend Module Registrations

Starting with OTRS 3.0, application modules may have their own special CSS and/or JavaScript code.
This is part of the frontend module registration of the modules in the SysConfig. This may cause
problems during the upgrade, because locally modified frontend modul e configuration settingswill not
catch the updates of the new default configuration.

To check if you are affected, please look at the file Ker nel / Confi g/ Fi | es/ ZZZAut 0. pmand
look for entries like:
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$Sel f->{"' Frontend: : Modul e' }->{' AgentStats'} = { ... };

These settings should be reset to their default value in Admin -> SysConfig (in this case
'Frontend::Modul eft##A gentStats) with the little "Reset" button next to the "Active" checkbox. Then
the settings will be reset with the new module-specific settings and no longer show up in Ker nel /
Confi g/ Fi | es/ ZZZAut 0. pm After this procedure, you may customize these settings again, if
needed.

The same procedure must be executed for the setting "Frontend::ToolBarModul ef##l-
Ticket:: TicketSearchFulltext", as this now also uses module specific CSS styles. If this setting is not
activated on your system, you can safely omit this step.

15.Check for customized PreferencesGroups entries

With OTRS 3.0, there were a few corrections in PreferencesGroups configuration entries. Notably,
the keys 'Activ' and 'Colum' were changed to 'Active’ and 'Column’, respectively. You only need to
take action if you have customized such settings on your system, otherwise they will be updated
automatically.

To check if you are affected, please ook at the file Ker nel / Confi g/ Fi | es/ ZZZAut o. pmand
look for entries like:

$Sel f->{' Cust omer PreferencesG oups' }->{' RefreshTime'} = {
"Activ' =>"'0",
'"Colum => 'Frontend',
"Data’ => {
'to=> "of f',
"10" => "10 m nutes',
"15" =>"15 mnutes',

'2'" => "' 2 mnutes',
'"5'" => ' 5 mnutes',
7" =>" 7 mnutes'

}

"Desc’ => 'Select your QueueView refresh tine.",
"Label’ => "QueueView refresh tine',
" Modul e => 'Kernel::CQutput::HTM.:: PreferencesGeneric',
"Pref Key' => 'UserRefreshTinme',
"Prio' => "'4000

b

This needs to be changed as follows:

$Sel f->{' Cust omer Pref erencesG oups' }->{' RefreshTime'} = {
"Active' =>"'0",
"Colum' => 'Frontend',
"Data’ => {
'to=> 'of f',
"10'" => '10 m nutes',
'"15" => '15 mnutes',
'2' =>"'" 2 mnutes',
'5'" => "' 5 mnutes',
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7" =>"' 7 mnutes’
I3
"Desc’ => 'Select your QueueView refresh tine.",
'Label’ => "QueueView refresh tine',
" Modul e => 'Kernel::CQutput::HTM.:: PreferencesGeneric',
"Pref Key' => 'UserRefreshTine',
"Prio' => "'4000
b

16.Customer Database Backend Field Renaming

Thefield 'salutation’ in the built-in customer database has been renamed to the more appropriate 'titl€'. If
you are using the built-in database data source for customers, and you have changed the configuration,
for instance because you have added fieldsto the customer table, or because you have enabled Customer
Company support, you should change the mapping in your Ker nel / Confi g. pm

Change thisline:

[ "UserSalutation', 'Salutation', 'salutation', 1, 0, 'var',
||, O],
to:

[ "UserTitle', "Title', "title', 1, 0, 'var',
II! O]!

Please note that this can also affect any salutations or other templates where you have used the string
<OTRS_*_User Sal ut ati on>. If you have used this string AND you use the built-in customer
table, please replace it with <OTRS_CURRENT_User Ti t | e> instead.

17.0ptional: Mark Tickets as Read

In OTRS 3.0 there is a new feature: New tickets and new articles which an Agent did not read yet are
highlighted as 'unread'. For all tickets which were created before the upgrade to OTRS 3.0, the 'read'
information is missing, and therefore these tickets will be marked as 'unread'. If this bothers you, you
can use ascript to set all tickets and articles asread for all agentswhich have read permissionsfor these
tickets. Note that this script may run for awhilel

shel I > bin/otrs. MarkTi cket AsSeen. pl

18.Well done!

Upgrading Windows Installer

There is currently no in-place upgrade tool available for OTRS installations that were done with the
Windows Installer. The upgrade process basically consists of backing up the database and the filesystem,
uninstalling OTRS, installing the new version, restoring the database and running the upgrade procedure
if needed.
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Upgrading is described in FAQ# 4200351 [http://fag.otrs.org/otrs/public.pl ?
Action=PublicFAQ;IltemID=351], and there is aso an informative YouTube video [http:/
www.youtube.com/watch?v=sfOR-reM TWc] available.
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Chapter 4. First steps

This chapter's goal is to give a quick overview of OTRS and the structure of its web interface. The terms agents,
customers and administrators are introduced. We also login as the OTRS admininstrator and take a closer look at the
user preferences available for every account.

Agent web interface

The agent web interface allows agents to answer customer requests, create new tickets for customers or
other agents, write tickets about telephone callswith customers, write FAQ entries, edit customer data, etc.

Supposing your OTRS host isreachableviathe URL http://www.example.com [http://www.example.com/

], then the OTRS login screen can be reached by using the address http: //mww.example.com/otr s/index.pl
[http://www.example.com/otrs/index.pl] in aweb browser (see Figure 4.1 below).

Welcome to OTRS

Login

Figure 4.1. Login screen of the agent interface.

Customer web interface

Customers have a separate web interface in OTRS, through which they can create new accounts, change
their account settings, create and edit tickets, get an overview on tickets that they created, etc.

Continuing with the above example, the customer login screen can be reached by using the URL  http://
www.exampl e.convotrs/customer.pl [http://www.example.com/otrs/customer.pl] with aweb browser (see
Figure 4.2 below).
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First steps

Company Support

Login

Not yet registered?

Figure 4.2. Login screen of the customer interface.

Public web interface

In addition to the web interfaces for agents and customers, OTRS aso has a public web interface that is
available through the FAQ-Module. Thismodule needsto beinstalled separately. It provides public access
to the FAQ system, and lets visitors search through FAQ entries without any special authorization.

In our example, the public web interface can be reached via either of the URLs below: http://
www.example.com/otrs/fag.pl  [http://www.example.com/otrs/fag.pl] , http://mww.example.convotrs/
public.pl [http://www.example.com/otrs/public.pl]

Eile Edit ¥iew History Bookmarks Iools Help

@ - < (2% [0 htp:/iportal.otrs.defatrs/public. pl?Action=PublicFAQ&Subaction=Explorer -1 & [d-

QRSierg - Download - Documentation - Mailinglists

IO

((otrs))

Explorer: FAQ#

The Ticket People:

ﬂ'mhw

=FAQ quick search
Search

default comment detail search
Name / Comment subcategories  Article latest created article
OTRS Framework 4 19

Questions and answers about the OTRS framework
Bugzilla 0 1

Reporting Bugs
EileManager Module 0 1

Aweh file system manager with downloadiupload option
Benchmark Module 0 1

Asimple benchmark application

Figure 4.3. Public web interface.
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First steps

First login

Accessthelogin screen as described in the section Agent web interface . Enter auser name and apassword.
Since the system has just been freshly installed and no users have yet been created, login as OTRS
administrator first, using 'root@localhost' for username and 'root' for password.

Warning
This account data is valid on every newly installed OTRS system. You should change the
password for the OTRS administrator as soon as possible! This can be done via the preferences

screen for the OTRS administrator account.

If you don't want to login as OTRS administrator, just enter the user name and password for your normal
agent account.

In case you have forgotten your password, you can request the system for a new password. Simply press

the link below the Login button, enter the mail address that is registered for your OTRS account into the
input field, and press the Submit button (see Figure 4.4).

Welcome to OTRS

Request New Password

Figure 4.4. Reguest new password.

The web interface - an overview

Onsuccessfully logging into the system, you are presented with the Dashboard page (see Figure 4.5 below).
The Dashboard is completely customizable. It shows your locked tickets, allows direct access through
menus to the queue, status and escalation views, and also holds options for creation of new phone and e-
mail tickets. It also presents a quick summary of the tickets which are pending, escalated, new and open.
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£'2°2°0 m @ E ! Simulate RTL |NE

DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q

Dashboard

Reminder Tickets » Settings

Locked Tickets (0) 7 Day Stats
none

Escalated Tickets
Al (0) 1
none
New Tickets

Al(1) 1
= Welcome to OTRS! 357d200

Open Tickets / Need to be answered Upcoming Events

All (0) 1 none
nene
OTRS News

Figure 4.5. Dashboard of the agent interface.

To improve clarity, the general web interface is separated into different areas. The top row of each page
shows some general information such the current username, the logout button, icons listing the number
of locked tickets with direct access to them, links to create a new phone/e-mail ticket, etc. There are al'so
iconsto go to the queue, status and escalation views.

Below the icons row isthe navigation bar. It shows a menu that enables you to navigate to different areas
or modules of the system, lettng you execute some global actions. Clicking on the Dashboard button takes
you to the dashboard which is the default start page after login. If you click on the Tickets button, you
will get a submenu with options to change the ticket's view, create a new ticket (phone/e-mail) or search
for a specific ticket. The Statistics button presents a menu that allows choosing from an overview of the
registered statistics, creating anew one or importing an existing one. The Customersbutton leadsyouto the
Customer Managment screen. By clicking the Admin button, you can accessall the administrator modules,
allowing you to create new agents, queues, etc. Thereis also a Search button to make ticket searches.

If any associated applications are also installed, e.g. the File Manager or the Web Mailer, buttonsto reach
these applications are also displayed.

The red bar below the navigation bar shows different system messages. If you are logged in as OTRS
administrator, you get a message warning you nhot to work using this system account.

Below the title of the section you are currently in, there are several subsections each in a separate box.
These boxes can be relocated within the same column by clicking on and dragging the box header, and
dropping them elsewhere.

In the left column, you can see information on some tickets clasified as - reminder, escalated, new and
open. In each of the categories, you are also able to see all tickets you are allowed to access, how many

tickets you have locked and how many are located in "My Queues'. "My Queues" are queues that you
identify in your user configuration account preferences as those you have a specia interest in tracking.

In the right column is the Settings button. Click on it to expand the section and see the various settings,
as shown in Figure 4.6. You can then check or uncheck the individual settings options, and save your
changes. This section is fixed, so you can not drag and drop it.
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Dashboard

Reminder Tickets v Ssettings
Locked Tickets (0) 1 ¥] Product News
none ] Reminder Tickels
] Escalated Tickets
Escalated Tickets LI REmTiEEs
V1 Open Tickets / Need to be answered
All (0) 1 V] 7 Day Stats
none ¥] Upcoming Events
Online
¥ OTRS News

New Tickets Save

All (1) 1
- Welcome to OTRS! 358d6h 7 Day Stals

Open Tickets / Need to be answered
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Figure 4.6. Dashboard Settings.

Below the settings area, you can see a section with a graph of ticket activity over the past 7 days. Further
below is a section showing Upcoming Events and OTRS News.

Finally at the bottom of the page, the site footer is displayed (see Figure 4.7 below). It contains links to
directly access the OTRS official website, or go to the Top of the page.

Top of page Y

Figure4.7. Footer.

What is a queue?

On many mail systems, it iscommon for all messagesto flow into an Inbox file, where they remain stored.
New messages are appended at the end of the Inbox file. The mail client program used to read and write
mails reads this Inbox file and presents the content to the user.

A queuein OTRSis somewhat comparableto an Inbox file, sinceit too can store many messages. A queue
also has features beyond those of an Inbox mail file. As an OTRS agent or user, one needs to remember
which queue aticket is stored in. Agents can open and edit tickets in a queue, and also move tickets from
one queue to another. But why would they move tickets?

To explain it more practically, remember the example of Max's company described in an example of
aticket system. Max installed OTRS in order to alow his team to better manage support for company
customers buying video recorders.

One queue holding all requestsis enough for this situation. However, after some time Max decidesto also
sell DVD recorders. Now, the customers have questions not only about the video recorder, but also the
new product. More and more emails get into the one queue of Max's OTRS and it's hard to have a clear
picture of what's happening.

Max decides to restructure his support system, and adds two new queues. So now three queues are being
used. Fresh new mails arriving at the ticket system are stored into the old queue titled "raw". Of the two
new queues, one titled "video recorder” is for video recorder requests, while the other one titled "dvd
recorder" isfor dvd recorder requests.
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Max asks Sandrato watch the"raw" queue and sort (dispatch) the mailseither into "video recorder” or "dvd
recorder” queue, depending on the customer request. John only has access to the "video recorder”" queue,
while Joe can only answer tickets in the "dvd recorder” queue. Max is able to edit ticketsin all queues.

OTRS supports access management for users, groups and roles, and it is easy to setup queues that are
accessible only to some user accounts. Max could also use another way to get hisrequestsinto the different
gueues, with filter rules. Else, if two different mail addresses are used, Sandra only has to dispatch those
emailsinto the two other queues, that can't be dispatched automatically.

Sorting your incoming messages into different queues helps you to keep the support system structured and
tidy. Because your agents are arranged into different groups with different access rights on queues, the
system can be optimized even further. Queues can be used to define work flow processes or to create the
structure of a company. Max could implement, for example, another queue caled "sales’, which could
contain the sub queues "requests’, "offers’, "orders’, "billing", etc. Such aqueue structure could help Max
to optimize his order transactions.

Improved system structures, such as through the proper design of queues, can lead to significant time and
cost savings. Queues can help to optimize the processes in your company.

User preferences

OTRS userssuch as customers, agents and the OTRS administrator can configuretheir account preferences
as per their needs. Agent can access the configuration screen by clicking on their login name at the top
right corner of the web interface (see Figure 4.8 below), and customers must click on the "Preferences”
link (see Figure 4.9 below).
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Figure 4.8. Agent's personal preferences.

An agent can configure 3 different categories of preferences: user profile, email settings and other settings.
The default posibilities are:

User Profile
» Change the current password.

 Adjust the interface language.
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* Switch the frontend skin.

+ Shift the frontend theme.

* Activate and configure the out-of-office time.

Email Settings

» Select eventsthat trigger email notifications to the agent.
Other Settings

 Select the queues you want to monitor in "My Queues'.
*» Set therefresh period for the queue view.

 Set the screen to be displayed after aticket is created.

Company Personal Support Simulate RTL

New Ticket | My Tickets | Company Tickets | Search

Interface language Number of displayed tickets

Yourlanguage | English (United States) - Hax displayed tickets | 25 v

Update Update

Ticket overview Change password

Refresh interval | off - New Password

Update

SIMIME Certificate

SIMIME Certificate Browse._

Upload

Figure 4.8. Customer's personal preferences.

A customer can select the web interface language, set the refresh interval for the ticket overview, and
choose the maximum amount of shown tickets. It is aso possible to set a new password.
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Chapter 5. The ADMIN area of OTRS

Basics

OTRS administrators use the Admin page on the OTRS web interface to configure the system - adding
agents, customers and queues, ticket and mail settings, installing additional packages such as FAQ and
ITSM, and much more.

Agents who are members of the admin group can access the Admin area by clicking the Admin link in the
navigation bar (see Figure 5.1 below). The rest of the agents won't see thislink.
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Agent Management Customer Management Email Settings

Queue Settings Ticket Settings System Administration

Figure5.1. OTRS Admin screen.

Agents, Groups and Roles

Agents
By clicking the link Agents, you get access to the agent management screen of OTRS (see Figure 5.2

below). Administrators can add, change or deactivate agent accounts. Administrators can also manage
agent preferences, for instance the language and notification settings for their interface.

Note

An OTRS agent account may be deactivated but not deleted. Deactivation is done by setting the
Valid flag to invalid or invalid-temporarily.
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Figure 5.2. Agent management.

To register an agent, click onthe"Add agent" button, type all the needed data and press the Submit button
at the bottom of the screen, as shown in Figure 5.3.
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Figure 5.3. Adding a new agent.

After the new agent account has been created, you should make the agent a member of one or more groups
or roles. Information about groups and rolesis available in the Groups and Roles sections of this chapter.

Groups

Every agent's account should belong to at least one group or role. In a brand new installation, there are
three pre-defined groups available, as shown in Table 5-1.
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Table5.1. Default groups available on a fresh OTRS installation

Group Description

admin Allowed to perform administrative tasks in the
system.

stats Qualified to access the stats module of OTRS and
generate statistics.

users Agents should belong to this group, with read
and write permissions. They can then access all
functions of the ticket system.

Note

In abrand new OTRS installation, the group usersis initially empty. The agent 'root@localhost'
belongs by default to the admin and stats groups.

You can access the group management page (see Figure 5.4 below) by clicking the Groups link in the
admin area.
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Figure 5.4. Group management.

Note

As with agents, an OTRS group may be deactivated but not deleted. Deactivation is done by
setting the Valid flag to invalid or invalid-temporarily.

To add an agent to a group, or to change the agents who belong to a group, you can use the link Agents
<-> Groups from the Admin page (see Figure 5.5 below).
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Figure 5.5. Group management.

An overview of al groups and agents in the system is displayed. You can also use the filters to find a
specific entity. If you want to change the groups that an agent is member of, just click on the agent's name
(see Figure 5.6 below). To change the agents associated with a group, just click on the group you want
to edit (see Figure 5.7 below).
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Figure 5.6. Change the groups an agent belongs to.
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Roles
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Figure 5.7. Change the agents that belong to a specific group.

Each group has a set of rights associated with it, and each member agent may have some combination of
these rights for themselves. A list of the permissions/ rightsis shown in Table 5-2.

Table5.2. Rightsassociated with OTRS Groups

Right Description

ro Read only access to the tickets, entries and queues
of this group.

move into Right to move tickets or entries between queues or
areas that belong to this group.

create Right to create tickets or entries in the queues or
areas of this group.

owner Right to update the owner of tickets or entries in
queues or areas that belong to this group.

priority Right to change the priority of tickets or entries in
queues or areas that belong to this group.

rw Full read and write access on tickets or entriesin the
gueues or areas that belong to this group.

Note

By default, the QueueView only lists tickets in queues that an agent has rw access to, i.e,
the tickets the agent needs to work on. If you want to change this behaviour, you can set
Ticket::Frontend::AgentTicketQueuet##ViewAll PossibleTickets to Yes.

Rolesare apowerful feature to manage the accessrights of many agentsin avery simpleand quick manner.
They are particularly applicable on large, complex support systemswith alot of agents, groups and queues.

An example below explains when they may be used.
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Suppose that you have a system with 100 agents, 90 of them with accessto asingle queue called " support”
whereall support requestsare handled. The"support” queue contains some sub queues. The other 10 agents
have permission to access all queues of the system. These 10 agents dispatch tickets, watch the raw queue
and move spam messages into the "junk” queue.

The company now opens a new department that sells some products. Order request and acceptance, order
confirmation, bills, etc. must be processed, and some of the company's agents shall do thisviaOTRS. The
different agents have to get access to the new queues that must be created.

Because it would take along time to change the access rights for the different agents manually, roles that
define the different access levels can be created. The agents can then be added to one or more roles, with
their rights automatically changed. If a new agent account is created, it is also possible to add this account
to one or moreroles.

Note

Roles are really useful when maintaining larger OTRS installations. You should take care in
their use though. Mixing Agent to Group with Agent to Role mappings can make for a complex
access control scheme, difficult to understand and maintain. If you wish to use only roles
and disable the Agents <-> Groups option in the Admin area, you can do so by modifying
the Frontend::Modulet###AdminUserGroup in the SysConfig. Be aware that this won't remove
already existing Agents to Group assignments!

You can access the role management section (see Figure 5.8 below ) by clicking the Roles link on the
Admin page.
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Figure 5.8. Role management.

Note

As with agent and groups, roles once created can be deactivated but not deleted. To deactivate,
set the Valid option to invalid or invalid-temporarily.

An overview of all rolesin the system is displayed. To edit arol€e's settings, click on the role's name. In
afresh new OTRS installation, there are no roles defined by default. To register one, click on the "Add
role" button, provide the needed data and submit it (see Figure 5.9 below).
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Figure 5.9. Adding a new role.

To get an overview of all roles and agentsin the system, click on thelink Roles <-> Agents on the Admin
page. Y ou can aso use filters to find a specific element. If you want to change the roles associated with
an agent, just click on the agent's name (see Figure 5.10 below). To change the agents associated with a
role, click on the role you want to edit (see Figure 5.11 below).
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Figure 5.10. Change the Roles associated with an Agent.
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Figure 5.11. Change the Agents associated with a specific Role.

To get an overview of all rolesand groupsin the system, click on the link Roles <-> Groups on the Admin
page. Y ou will see a similar screen as the one shown in the Figure 5.12. Y ou can aso use filters to find
a specific entity.
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Figure 5.12. Manage Roles-Groups relations.

To definethe different accessrightsfor arole, click on the name of arole or agroup (see below the Figures
5.13 and 5.14, respectively).
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Figure 5.13. Change Group relations for a Role.
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Figure 5.14. Change Role relations for a Group.

Customers and Customer Groups

Customers

OTRS supports different types of users. Using the link "Customers" (viathe navigation bar, or the Admin
page), you can manage the accounts of your customers (see Figure 5.14 below), who can log into the
system viathe Customersinterface (customer.pl). Through thisinterface, your customers can createtickets
and access them asthey are updated. It isimportant to know that a customer is needed for theticket history
in the system.
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Figure 5.14. Customer management.

You can search for aregistered customer, or edit their settings by clicking on their name. Y ou also have
the possibility to change the customer back-end, for further information please refer to the chapter about

external back-ends.

To create a new customer account, click on the "Add customer” button (see Figure 5.15 below). Some
of the fields are mandatory, i.e., they have to contain values, so if you leave one of those empty, it will
be highlighted in red.
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Figure 5.14. Adding a customer.

Customers can access the system by providing their username and password. The CustomerID is needed
by the system to identify the user and associated tickets. Since the email addressis a unique value, it can

be used asthe ID.

Note

Aswith agents, groups and roles, customers can not be deleted from the system, only deactivated
by setting the Valid option to invalid or invalid-temporarily.
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Customer Groups

Customer users can also be added to a group, which can be useful if you want to add customers of the
same company with access to one or a few queues. First create the group to which your customers will
belong, viathe Group management module. Then add the queues and select the new group for the queues.

The next step is to activate the customer group support. This can be done with the configuration
parameter CustomerGroupSupport, from the Admin SysConfig option. Using the parameter
CustomerGroupAlwaysGroups, you can specify the default groups for a newly added customer, so that
every new account will be automatically added to these groups.

Through the link "Customers <-> Groups" you can manage which customer shall belong to the different
groups (see Figure 5.15 below).
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Figure 5.15. Customer-Group relations management.

To define the different groups a customer should be part of and vice versa, click on the corresponding
customer username or group (see below the Figures 5.16 and 5.17, respectively).
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Figure 5.16. Change Group relations for a Customer.
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Figure 5.17. Change Customer relations for a Group.

Queues

Clicking on the link "Queues" of the Admin page, you can manage the queues of your system (see Figure
5.18 below). In anew OTRS installation there are 4 default queues: Raw, Junk, Misc and Postmaster. All
incoming messages will be stored in the "Raw" queue if no filter rules are defined. The "Junk™ queue can
be used to store spam messages.
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Figure 5.18. Queue management.

Here you can add queues (see Figure 5.19 below) and modify them. Y ou can specify the group that should
use the queue. Y ou can also set the queue as a sub-queue of an existing queue.
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Figure 5.19. Adding a new queue.

Y ou can define an unlock timeout for a queue - if an agent locks aticket and does not close it before the
unlock timeout has passed, the ticket will be automatically unlocked and made available for other agents
to work on.

There are three escalation time settings that can be associated at queue level:

Escalation - First Response Time

« After creation of theticket, if thetime defined here expires without any communication to the customer,
either by email or phone, the ticket is escalated.

Escalation - Update Time

* If there is any customer followup via e-mail or the customer portal and recorded in the ticket, the
escalation update time isreset. If there is no customer contact before the time defined here expires, the
ticket is escalated.

Escalation - Solution Time
* If theticket is not closed before the time defined here expires, the ticket is escal ated.

With 'Ticket lock after afollow-up', you can defineif aticket should be set to 'locked' to the old owner if
aticket that has been closed and later is re-opened. This ensures that afollow up for aticket is processed
by the agent that has previously handled that ticket.

The parameter for the system address specifies the email address that will be used for the outgoing tickets
of this queue. There is aso possibility to associate a queue with a salutation and a signature, for the
email answers. For more detailed information, please refer to the sections email addresses, sal utations and
signatures.

Note

Aswith agents, groups and customers, queues cannot be deleted, only deactivated, by setting the
Valid option to invalid or invalid-temporarily.
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Salutations, signatures, attachments and
responses

Salutations

A salutation is atext module for aresponse. Salutations can be linked to one or more queues, as described
in the section about queues. A salutation is used only if aticket from a queue the salutation is linked to,
is answered. To manage the different salutations of your system, use the "Salutations' link of the admin
area (see Figure 5.20 below).
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Figure 5.20. Salutation management.
After adefault installation there is already one salutation available, "system standard salutation (en)".

To create a new salutation, press the button "Add salutation”, provide the needed data and submit it (see
Figure 5.21 below).
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Hello <OTRS_CUSTOMER _DATA UserFirstname>,

Here is some information abaut your ticket

The current owner of the ticket <OTRS_TICKET TicketNumber> is: <OTRS CWNER Userfirstname>

We expect 1o S0lve your issug In less than 24 hours

Thank you and feel free to contact us if you have any question.
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Figure 5.21. Adding a new salutation.

It is possible to use variables in salutations. When you respond to a ticket, the variable names will be
replaced by their values.

The different variables you can use in responses are listed in the lower part of the salutation screen. If

you use, for example, the variable <OTRS LAST _NAME> the last name of the ticket's sender will be
included in your reply.

Note

Aswith other OTRS entities, salutations cannot be deleted, only deactivated by setting the Valid
option to invalid or invalid-temporarily.

Signatures

Another text module for a response is the signature. Signatures can be linked to a queue, as described in
the section about the queues. Only if asignature is linked to a queue will it be included into the response
text. Through the "Signatures" link of the Admin page, you can manage the signaturesin your system (see
Figure 5.22 below).

2°2°2°0 mw E !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q

Signature Management

Actions List

{3 Add signature NAVE commenT VALD | CHANGED cREATED
Standard Signature. valid 08/03/2010 05:57 08/03/2010 05:57

Top of page Y

Figure 5.22. Sgnatures management.

After a fresh installation of OTRS, there is one predefined signature stored in your system, "system
standard signature (en)".

To create a new signature, press the button "Add signature”, provide the needed data and submit it (see
Figure 5.23 below).
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DASHBOARD | TICKETS | STATISTICS  CUSTOMERS oY

Signature Management

Actions Add signature

Go to overview Signature example

= 2 SlA- 2 ©| Source 5|

Itis our pleasure to serve you

Receive kind greetings,
<0TRS_CURRENT_UserFirstname= <0TRS_CURRENT_UserLastname=

Figure 5.23. Adding a new signature.

Like salutations, signatures can also contain dynamical content, such asthefirst and last name of the agent
who answers the ticket. Here too, variables can be used to replace the content of the signature text for
every ticket. Seethe lower part of the signatures screen for the variables which can be used. If you include
the variable <OTRS _LAST_NAME> in asignature for example, the last name of the agent who answers

the ticket will replace the variable.
Note

Aswith salutations, signaturestoo cannot be deleted, only deactivated by setting the VValid option
to invalid or invalid-temporarily.

Attachments

You can aso optionally add one or more attachments for a response. If the response is selected, the
attachments will be attached to the message composition window. If necessary, the agent can remove the

attachment from an individual response before sending it to the customer.

Through the "Attachment” link of the Admin page, you can load the attachments into the database of the
system (see Figure 5.24 below).
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Figure 5.24. Attachments management.

To create a new attachment, press the button "Add attachment", provide the needed data and submit it
(see Figure 5.25 below).
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Attachment Management
Actions Add Attachment
Go to overview ame | sample 3
el CAInteNLogs\IntelGFX o
valid -
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Figure 5.25. Adding a new attachment.

If an attachment is stored it can be linked to one or more responses. Click on the "Attachment <->
Responses” link of the Admin page (see Figure 5.26 below).
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DASHBOARD TICKETS STATISTICS CUSTOMERS
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Overview

RESPONSES ATTACHWENTS
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Figure 5.26. Linking Attachments to Responses.

To associate different attachments with a specific response and vice versa, click on the corresponding
response name or attachment (see below the Figures 5.27 and 5.28, respectively).
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a
or

Top of page Y

Figure 5.27. Change Attachment relations for a Response.
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Go to overview
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Figure 5.28. Change Response relations for an Attachment.

Responses

To speed up the answering of tickets and to standardize the look of answers, you can define responsesin
OTRS. A response can be linked to one or more queues and vice versa. In order to be ableto use aresponse
quickly, the different responses are displayed below every ticket in the QueueView or in "My Queues".

On a fresh OTRS installation, the "empty answer" response is defined for every queue. Clicking the

"Responses’ link on the Admin page brings you to the Responses management page (see Figure 5.29
below).

}'n ,{ﬂ 2 ° A = = ! ou are logged in as Miguel Hidalgo y Costila m

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS Q

Manage Responses

Actions List

(3 Add response NAME ATTACHMENTS | COMMENT | VALD | CHANGED CREATED DELETE
0 valid 08/03/2010 05:57 08/03/2010 05:57 i
0 valid 08/03/2010 05:57 08/03/2010 05:57 i

Note

Aftention:

Top of page Y

Figure 5.29. Responses management.

To create a new response, click on the "Add response" button, provide the required data and submit it
(see Figure 5.30 below).
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DASHBOARD TICKETS STATISTICS CUSTOMERS

Manage Responses

Actions Add Response
Go to overview More details needed
tote BIus 5= - === [
=] || Font - - A <] Source A
Attention: Hello <OTRS_CUSTOMER_DATA_UserFirstnames,

We haven't solved your issue, due to the lack of information previously provided. We need to know the
following things

Greetings,
<OTRS_OWNER_UserFirstname>

Figure 5.30. Adding a response.

To add/remove responses to one or more queues, click on the "Responses <-> Queues' link on the Admin
page (see Figure 5.31 below). Y ou can also use filters to get information on a specific entity.
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Manage Response-Queue Relations

Filter for Responses Overview

RESPONSES QUEUES

Filter for Queues

Top of page Y

Figure 5.31. Response-Queue relations management.

To define the different responses that will be available for a queue and vice versa, click on the
corresponding response or queue (see below the Figures 5.32 and 5.33, respectively).
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Figure 5.32. Change Queue relations for a Response.
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Figure 5.33. Change Response relations for a Queue.

The structure of aresponse isintuitive. It includes the salutation associated with the queue, then the text
of the response, then the quoted ticket text, and finally the signature associated with the queue.

Auto responses

OTRS alows you to send automatic responses to customers on the occurence of certain events, such as
the creation of aticket in certain queue, reception of afollow-up message on aticket, closure or rejection
of aticket, etc. To manage such responses, click thelink "Auto responses' on the Admin page (see Figure
5.34 below).
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Figure 5.34. Auto Response management.

To create an automatic response, click on the button "Add auto response”, provide the needed data and
submit it (see Figure 5.35 below).
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Auto Response Management

Actions Add Auto Response L
Go to overview Auto response sample 1
Your ticket is being pracessed.
B I U s i E ==== [
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| Source =

Hello <OTRS_CUSTCMER REALNAMES,

This is an automatic response to let you know that your request is being processed.
You will have news in the next 48 hours.
Thank you,

Your OTRS team

Figure 5.35. Adding an Auto Response.

The subject and text of auto responses can be generated by variables, just asin signatures and salutations. If
you insert, for example, thevariable <OTRS_CUSTOMER_EMAIL[5]> into the body of the auto answer,
thefirst 5 lines of the customer mail text will be inserted into the auto answer. Y ou will find more details
about the valid variables that can be used at the bottom of the screen shown in the Figure 5.35.

For every automatic answer, you can specify the event that should trigger it. The system events that are
available after a default installation are described in the Table 5-3.

Table5.3. Eventsfor Auto answers

Name Description

auto reply Creation of aticket in acertain queue.
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Name Description
auto reply/new ticket Reopening of an aready closed ticket, eg. if a
customer repliesto such ticket.
auto follow up Reception of afollow-up for aticket.
auto reject Automatic rejection of aticket, done by the system.
auto remove Deletion of aticket, done by the system.
Note

Aswith other OTRS entities, Auto responses too cannot be deleted, only deactivated, by setting
the Valid option to invalid or invalid-temporarily.

To add an auto response to a queue, use the "Auto Response <-> Queues' link on the Admin page (see

Figure 5.36 below). All system events are listed for every queue, and an auto answer with the same event
can be selected or removed via a listbox.
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Filter for Queues Overview

QUEVES AUTO RESPONSES

Filter for Auto Responses
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Figure 5.36. Queue-Auto Response r el ations management.

To define the different auto responses that will be available for a queue, click on the corresponding queue
name (see Figure 5.37 below). It is also possible to edit an existing auto response - to do so, click on the
reponse and edit in the same manner as editing a new auto response.
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Figure 5.37. Change Auto Response relations for a Queue.

Email addresses

To enable OTRSto send emails, you need avalid email addressto be used by the system. OTRS s capable
of working with multiple email addresses, since many support installations need to use more than one. A
gueue can be linked to many email addresses, and vice versa. The address used for outgoing messages
from a queue can be set when the queue is created. Use the "Email Addresses® link from the Admin page
to manage all email addresses of the system (see Figure 5.38 below).
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System Email Addresses Management

Actions List
a Add system address EMAIL ADDRESS DISPLAY NAME COMMENT VALD CHANGED CREATED
Standard 08/03/2010 0800312010
OTRS System Address, valid 05:57 0557
p— Fostmaster Example g 080412010 0810412010
team account 03:52 0352
Example 081042010 0810412010
e — account valia 03:51 0351
Top of page Y

Figure 5.38. System Email Addresses management.

If you create a new mail address (see Figure 5.39 below) you can select the queue or sub queue to be
linked with it. This link enables the system to sort incoming messages via the address in the To: field of
the mail into the right queue.
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Figure 5.39. Adding a system Email Address.

Note

Aswith other OTRS entities, email addresses cannot be deleted, only deactivated by setting the
Valid option to invalid or invalid-temporarily.

Notifications

OTRS allows notifications to be sent to agents and customers, on the occurence of certain events. Agents
can set the system events for their own notifications via the preferences link.

Through the "Agent Notifications' link on the Admin page, you can manage the notifications of your
system (see Figure 5.40 below). Y ou can usefiltersto list only certain notifications.
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Figure 5.40. Notification management.
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You can customize the subject and the text of the notifications. Click on the notification you want to
change from the list, and its content will get loaded for editing (see Figure 5.41). Please note that there is
anotification with the same name for each of the available languages.

3°2°2°0 m w E !

DASHBOARD | TICKETS | STATISTICS | CUSTOMERS fo)

Notification Management

Actions Edit Notification =
Go to overview es_Mx:Agent-AddNote
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Note

]
~
=)
o
1
11
|

A <] Source =]
Hi <OTRS_UserFirstames

<OTRS_CURRENT_UserFirsthame> <OTRS_CURRENT_Userlastname> added a new note to ticket
[<OTRS_TICKET_TicketNumber»].

Note:

<0TRS_CUSTOMER_BODY>

<OTRS_CONFIG_HtipType=311<0TRS_CONFIG_FQDN>
/<0TRS_CONFIG_Scriptalias>index pl?Action=AgentZooma&TicketiD=<0TRS_TICKET_TicketiD>

Your OTRS Notification Master

Figure 5.41. Customizing a Notification.

Just aswith signatures and salutations, it is possible to dynamically create the content of a notification, by
using specia variables. Y ou canfind alist of variablesat the bottom of the screen shown in the Figure 5.41.

Itisalso possible to create notifications based on events. Y ou can specify in detail when and to whom you
want such a notification to be sent. Y ou can choose from awide variety of parameters, such as: recipient
group(s), agent(s), role(s), email address(es), type of event triggering the notification, ticket-type, state,
priority, queue, lock, service, SLA, etc.

In order to see alist of all event based notifications, click on the link "Notifications (Event)" on the Admin
page (see Figure 5.42).
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Figure 5.42. Event based Notification management.

Asshown in Figure 5.42, you can create anew notification by clicking on the Add button (see Figure 5.43).
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Figure 5.43. Registering an Event based Notification management.

Please note that the content of the event based notifications can also be dynamically created by using the
special variables listed at the bottom of the screen shown in the Figure 5.43.

SMIME

OTRS can process incoming SIMIME encoded messages and sign outgoing mails. Before thisfeature can
be used, you need to activate it and change some config parameters in the SysConfig.

The"SIMIME Certificates' link on the Admin page allows you to manage your S'MIME certificates (see
Figure 5.44 below). Y ou can add or remove certificates, and also search through the SMIME data.
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Figure 5.44. SMIME management.
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PGP

OTRS handles PGP keys, which allows you to encrypt/decrypt messages and to sign outgoing messages.
Before this feature can be used, you need to activate it and change some config parameters in the

SysConfig.

Through the "PGP Keys' link on the Admin page, it is possible to manage the key ring of the user who
shall be used for PGP with OTRS (see Figure 5.45 below), e.g. thelocal OTRS user or the web server user.
Itis possibleto add and remove keys and signatures, and you can search through all datain your key ring.
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Figure 5.45. PGP management.

States

Through the "States" link on the Admin page, you can manage the different ticket states you want to use
in the system (see Figure 5.46 below).
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Figure 5.46. Sate management.
After adefault setup, there are some states defined:
* closed successful

* closed unsuccessful

e merged

* new

 open

 pending auto close+
 pending auto close-
 pending reminder

* removed

Every state is linked to a type, which needs to be specified if a new state is created. By default the state
types are:

 closed

e merged

* new

+ open

 pending auto
 pending reminder

* removed

SysConfig

The SysConfig link leads to the section where many OTRS configuration options are maintained.

The SysConfig link on the Admin page loads the graphical interface for system configuration (see Figure
5.47 below). Y ou can upload your own configuration filesfor the system, aswell asbackup all your current
settingsinto afile. Almost all configuration parameters of the OTRS framework and installed applications
can beviewed and changed through thisinterface. Sinceall configuration parameters are sorted into groups
and sub groups, it is possible to navigate quickly through the multitude of the parameters. It isa so possible
to perform a full-text search through all the configuration parameters.
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Figure 5.47. The graphical interface for system configuration (SysConfig).

The graphical interface for system configuration is described in more detail in the chapter "Configuring
the system through the web interface".

Using mail accounts

There are several possibilities to transport new emails into the ticket system. One of them is the
otrs.PostMaster.pl module that pipes the mails directly into the system. Another possibility is the use of
mail accountswhich can be administrated through the web interface. The " PostMaster Mail Accounts® link
on the Admin page | oads the management console for the mail accounts (see Figure 5.48 below). OTRS
supports the mail protocols: POP3, POP3S, IMAP and IMAPS.
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Figure 5.48. Mail account management.

See the section about the PostMaster mail accounts for more details.
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Filtering incoming messages

OTRS has the capability to filter incoming messages, as reflected by incoming messages being sorted
automatically into queues, or spam mails being moved into a specific queue. It is irrelevant whether
Post Mast er . pl or mail accounts are used to get messages into the ticket system. Filter rules can be
created through the link "PostMaster Filter" on the Admin page (see Figure 5.49 below).
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Figure 5.49. PostMaster filter management.

A filter consists of one or more criteriathat must match for the defined actionsto be executed on the email.
Filter criteriamay be defined for the headers or the body of an email, e.g. search for specific header entries
or strings in the body, even regular expressions are allowed. All actions for afilter rule are triggered by
X-OTRS headers, which are inserted if the filter criteria match. The ticket system evaluates the inserted
X-OTRS headers and executes the specific actions. X-OTRS headers can be used to sort an incoming
message into a specific queue, change the priority of the message or ignore the message and not deliver it
to the system. The Table 5-4 lists the different X-OTRS headers and their meaning.

Note: You also can use X-OTRS-FollowUp-* headers for follow up emails.

Table 5.4. Function of the different X-OTRS-headers

Name Possible values Description

X-OTRS-Priority: 1 very low, 2 low, 3 normal, 4|Setsthe priority of aticket.
high, 5 very high

X-OTRS-Queue: Name of aqueueinthe system. |Sets the queue where the ticket
shall be sorted. If set in X-OTRS
header, al other filter rules that
try to sort a ticket into a specific
gueue are ignored.

X-OTRS-Lock: lock, unlock Sets the lock state of aticket.
X-OTRS-Ignore: Yesor True If this X-OTRS header is set to
"Yes', the incoming message will
completely be ignored and never
delivered to the system.
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Name

Possible values

Description

X-OTRS-State:

new, open, closed successful,
closed unsuccessful, ...

Sets the next state of the ticket.

X-OTRS-State-PendingTime:

e. g. 2010-11-20 00:00:00

Sets the pending time of a ticket
(you also should sent a pending
state via X-OTRS-State).

X-OTRS-Type: default (depends on your setup) |Sets the type of a ticket (if
Ticket::Type support is active).

X-OTRS-Service: (depends on your setup) Sets the service of a ticket (if
Ticket::Service support is active).

X-OTRS-SLA: (depends on your setup) Sets the SLA of a ticket (if
Ticket::Service support is active).

X-OTRS-CustomerUser: CustomerUser Sets the customer user for the
ticket.

X-OTRS-CustomerNo: CustomerNo Sets the customer ID for this

ticket.

X-OTRS-ArticleKey(1]2|3):

Additional info key for the article.

Saves an additional info key for
thisarticle.

X-OTRS-ArticleValue(1[2]3):

Additional
article.

info value for the

Saves an additional info value for
the article.

X-OTRS-SenderType:

agent, system, customer

Sets the type of the ticket sender.

X-OTRS-ArticleType:

email-external,  email-internal,
email-notification-ext, email-
notification-int, phone, fax, sms,
webrequest, note-internal, note-
external, note-report

Sets the article type for the
incoming ticket.

X-OTRS-TicketKey(1]2]...[8):

Additional info key for the ticket.

Saves an additional info key for
the ticket.

X-OTRS-TicketValue(1)2|...]8): |Additional info value for the|Savesan additional info value for
ticket. the ticket.
X-OTRS-Loop: True If this X-OTRS header is set, no

auto answer is delivered to the
sender of the message (mail loop
protection).

A name must be specified for every filter rule. Filter criteria can be specified in the section "Filter
Condition". Choose viathe listboxes for "Header 1", "Header 2" and so on for the parts of the messages
where you would like to search, and specify on the right side the values you wish to filter on. In the section
"Set Email Headers', you can choose the actions that are triggered if the filter rules match. Y ou can select
for "Header 1", "Header 2" and so on to select the X-OTRS-Header and set the associated values (see

Figure 5.50 below).
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Figure 5.50. Add a PostMaster filter.

Example 5.1. Sort spam mailsinto a specific queue

A useful filter rule could beto let OTRS automatically move mails marked for spam with a spam detection
tool such as SpamAssassin, into the "Junk” queue. SpamAssassin adds the "X-Spam-Flag" header to
every checked mail. When the mail is marked as spam, the Header is set to "Yes'. So the filter criteria
would be "X-Spam-Flag: Yes'. To create a filter rule with this criteria you can insert the name as, for
example, "spam-mails’. In the section for "Filter Condition”, choose "X-Spam-Flag:" for "Header 1" from
the listbox. Insert "Yes' as value for this header. Now the filter criteria is specified. To make sure that
all spam mails get directed into the "Junk™ queue, choose in the section for "Set Email Headers®, the " X-
OTRS-Queue:" entry for "Header 1". Specify "Junk” as value for this header. Finally add the new filter
rule to activate it for new messages into the system.

There are additional modules, that can be used to filter incoming messages more specifically. These
modules might be useful on larger, more complex systems.

Executing automated jobs with the
GenericAgent

The GenericAgent is a tool to execute tasks automaticaly. In its absence such tasks would need to be
done by a human person, areal agent. The GenericAgent, for example, can close or move tickets, send
notifications on escalated tickets, etc.

Click the link "GenericAgent" on the Admin page (see Figure 5.51 below). A table with currently
automated jobs is displayed which can be edited to switch to executing jobs manually, or removing them.
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Figure 5.51. Job list for the GenericAgent.

Click the"Add job" button to create anew job. Y oufirst need to supply anamefor thejob, asalso thetimes
when the job should be executed. Different criteriato select the tickets to work on and the new properties
of those tickets can also be set (see Figure 5.52 below).
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Fri =
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aticall
alue from minutes, hours and

Figure 5.52. Creating a job for the GenericAgent.

On completing the job creation, all affected tickets by the job are listed. Thislist helps you verify that the
job has the expected behavior. No changes are made to these tickets yet. The job will actually be activated
only when it is saved into the job list.

Admin emalil

OTRS administrators can send messages to specific users or groups. The "Admin Natification” link on
the Admin page opens the screen where the agents and groups that should be notified can be selected (see
Figure 5.53 below).
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Figure 5.53. Admin notification.

It is possibleto specify the sender, subject and body text of the notification. Y ou can also select the agents,
groups and roles who should receive the message.

Session management

You can see dl logged in users and their session details by clicking the " Session Management” link in the
admin area (see Figure 5.54 below).
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Session Management

Actions List
3 SESSION TYPE USER KILL
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4
2
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Figure 5.54. Session management.

Some statistics about all active sessionsare displayed, e.g. how many agentsand customer usersarelogged
in, number of active sessions. Any individual session can be removed by clicking on the Kill this session
link on the right-hand side of thelist. Y ou also have the option to Kill all sessions, which can be useful if
you'd like to bring the system down. Detailed information for every session is available, too (see Figure
5.55 below).
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Figure 5.55. Session details.

System Log

The "System Log" link on the Admin page shows the log entries of the system, reverse chronologically
sorted with most recent first (see Figure 5.56 below).
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wrtos "0 (REMOTE_ADDR; 102.168.55.1)
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Figure 5.56. System Log.

Each line in the log contains a time stamp, the log priority, the system component and the log entry itself.

Note

System logs are available via the web interface only on Linux / Unix systems. On Windows
systems, you can see the logs using a text editor and opening thefile[i nstal | _dir]otrs
\var\log\otrs. | og.
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SQL queries viathe SQL box

The "SQL Box" link on the Admin page opens a screen that lets you query the content of the tables in
the OTRS database (see Figure 5.57 below). It is not possible to change the content of the tables, only
select queries are allowed.
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SQL Box

Note Options

SELECT * FROM
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Figure 5.57. SQL Box.

Package Manager

Using the "Package Manager" link on the Admin page, you can install and manage packages that extend
thefunctionality of OTRS (see Figure 5.58 below). See the Additional applications section for adiscussion
on the extensions that are available from the OTRS repositories.
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s 0.94 The iPhoneHandle Package

[-Master-] http://ftp.ofrs.org/ -
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No data found

Top of page Y

Figure 5.58. Package Manager.

The Package Manager shows the OTRS addon packages you currently have installed on your server,
together with their version numbers.
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You can install packages from aremote host by selecting the repository in the Online Repository section,
and clicking the Update repository information button. The available packages are displayed in the
corresponding table. The right side of the screen shows the avail able packages. To install a package, click
on Install. After installation, the package is displayed in the Local Repository section.

To upgrade an installed package, the list of available packagesin the online repository will show Upgrade
in the Action column for any package that has a higher version than the one locally installed. Just click
Upgrade and it will install the upgrade on your system.

In some cases, such as when your OTRS system is not connected to the Internet, you can also install
packages you have downloaded to alocal disk. Click the Browse button on the Actions side bar, and select
the .opm file on your disk. Click Open and then Install Package. After installation the packageis displayed
intheLocal Repository section. Y ou can use the same stepsfor updating apackagethat isaready installed.

In special cases, you might want to configure the Package Manager, e.g., to use a proxy or to use a local
repository. Just take alook at the available options in SysConfig under Framework:Core::Package.
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OTRS config files

All OTRS configuration files are stored in the directory Ker nel and in its subdirectories. There is no
need to manually change any other file than Ker nel / Conf i g. pm because the rest of the files will be
changed when the system gets upgraded. Just copy the configuration parameters from the other filesinto
Ker nel / Conf i g. pmand change them as per your needs. This file will never be touched during the
upgrade process, so your manual settings are safe.

The file Ker nel / Conf i g/ Def aul t s. pmcontains the parameters of the central OTRS framework.
It defines all basic system settings such as the mail configuration, database connection, default charset
and standard language. The file Ker nel / Confi g/ Fi | es/ Ti cket . pmcontains all configuration
parameters for the trouble ticket system.

In the directory Ker nel / Confi g/ Fi | es there are some other files that are parsed when the OTRS
login page is accessed. If additional applications like the FAQ or the File Manager are installed, the
configuration files for those can aso be found in the mentioned path.

If the OTRSweb interfaceisaccessed, al .xml filesintheKer nel / Conf i g/ Fi | es directory areparsed
in alphabetical order, and the settings for the central framework and additional applicationswill be |oaded.
Afterwards, the settings in the two files Ker nel / Confi g/ Fi | es/ ZZZAAut 0. pmand Ker nel /
Confi g/ Fi | es/ ZZZAut o. pmwill be evaluated. Both files are used by the graphical interface for
system configuration and should never be changed manually. Lastly, the file Ker nel / Conf i g. pmthat
containsyour individual settings and manually changed configuration parameters, will be parsed. Reading
the configuration files in this order makes sure that your specific configuration settings are used by the
system.

Configuring the system through the web
Interface

Since OTRS 2.0, nearly al configuration parameters of the central framework or additional installed
applications, can be changed easily with the graphical interface for system configuration. Login as OTRS
administrator and follow the SysConfig link on the Admin page to execute the new configuration tool (see
Figure 6.1 below).
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Figure 6.1. The graphical interface for system configuration.

OTRS currently has over 600 configuration parameters, and there are different ways to quickly access
a specific one. With the full text search, all configuration parameters can be scanned for one or more
keywords. The full text search not only searches through the names of the configuration parameters, but
also through the descriptions of the parameters. This allows an element to be found easily even if its name
is unknown.

Furthermore, all configuration parameters are sorted in main groups and sub groups. The main group
represents the application that the configuration parameter belongs to, e.g. "Framework" for the central
OTRS framework, "Ticket" for the ticket system, "FAQ" for the FAQ system, and so on. The sub groups
can be accessed if the application is selected from the groups listbox and the "Select group” button is
pressed.

Every configuration parameter can be turned on or off via a checkbox. If the parameter is turned off,
the system will ignore this parameter or use a default. It is possible to switch a changed configuration
parameter back to the system default using the Reset link. The Update button submitsall changesto system
configuration parameters.

If you want to save al the changes you made to your system's configuration, for example to setup a new
installation quickly, you can use the "Export settings' button, which will create a.pmfile. To restore your
own settings, just press the "Import settings” and select the .pm created before.

Note

For security reasons, the configuration parametersfor the database connection cannot be changed
in the SysConfig section. They have to be set manually in Ker nel / Confi g. pm
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Chapter 7. Sending/Receiving emails

Sending emails
Via Sendmail (default)

OTRS can send out emails via Sendmail [http://www.sendmail.org/], Postfix [http://www.postfix.org/
], Qmail [http://www.gmail.org] or Exim [http://www.exim.org]). The default configuration is to use
Sendmail and should work out-of-the-box.

You can configure the sendmail settings via the graphical configuration frontend
(Framework::Core::Sendmail)

Via SMTP server or smarthost

OTRS can send emails via SMTP (Simple Mail Transfer Protocol / RFC 821 [http://www.ietf.org/rfc/
rfc821.txt]) or Secure SMTP. Y ou will want to use this on non-UNIX platforms (e.g. Windows).

The SMTP server settings can be configured viathe SysConfig (Framework::Core::Sendmail). If you don't

see SMTPS available as an option, the required Perl modules are missing. In that case, please refer to
"Installation of Perl modules required for OTRS' for instructions.

Receiving emails

Mail accounts configured via the OTRS GUI

OTRS is ableto receive emails from POP3, POP3S, IMAP, and IMAPS mail accounts.
Configure your mail accounts viathe PostMaster Mail Accounts link on the Admin page.

If anew mail account isto be created (see Figure 7.1 below), then it's mail server name, login name and
password must be specified. Also, you need to select the mail server type, which can be POP3, POP3S,
IMAP or IMAPS. If you don't see your server type available as an option, the required Perl modules are
missing on your system. In that case, please refer to "Installation of Perl modules required for OTRS'
for instructions.
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Figure 7.1. Adding a mail account.

If you select Y esfor thevalue of the Trusted option, any X-OTRS headersattached to an incoming message
are evaluated and executed. Because the X-OTRS header can execute some actions in the ticket system,
you should set the Trusted option to Y es only for known senders. X-OTRS-Headers are used by the filter
module in OTRS. The X-OTRS headers are explained in this table in more detail. Any postmaster filter
rules created are executed, irrespective of the Trusted option's setting.

The distribution of incoming messages can be controlled if they need to be sorted by queue or by the
content of the "To:" field. For the Dispatching field, if "Dispatching by selected queue” is selected, all
incoming messages will be sorted into the specified queue. The address where the mail was sent to is
disregarded in this case. If "Dispatching by email To: field" is selected, the system checks if a queue is
linked with the address in the To: field of the incoming mail. You can link an address to a queue in the
E-mail address management section of the Admin page. If the address in the To: field is linked with a
gueue, the new message will be sorted into the linked queue. If no link is found between the address in
the To: field and any queue, then the message flows into the "Raw" queue in the system, which is the
PostmasterDefaultQueue after a default installation.

All datafor the mail accounts are saved in the OTRS database. The ot r s. Post Mast er Mai | box. pl
script, which islocated in the bi n directory of your OTRS installation, uses the settings in the database
and fetches the mail. You can execute . / bi n/ ot r s. Post Mast er Mai | box. pl manually to check
if al your mail settings are working properly.

On anormal installation, the mail will be fetched every 10 minutes by thepost mast er _mai | box cron
job. For further information about modifying cron jobs, please refer to the "Setting up the cron jobs for
OTRS' section.

Note

When fetching mail, OTRS deletes the mail from the POP or IMAP server. There is no option
to also keep a copy on the server. If you want to retain a copy on the server, you should create
forwarding rules on your mail server. Please consult your mail server documentation for details.
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Via command line program and procmail
(otrs.PostMaster.pl)

If you cannot use mail accounts to get the email into OTRS, the command line program bi n/
otrs. Post Mast er. pl might be away around the problem. It takes the mails via STDIN and pipes
them directly into OTRS. That means email will be available in your OTRS system if the MDA (mail
delivery agent, e.g. procmail) executes this program.

Totestbi n/ ot rs. Post Mast er . pl without an MDA, execute the command of the Script 7.1.

linux:/opt/otrs# cd bin

linux:/opt/otrs/bin# cat ../doc/sanple nails/test-email-1.box | ./
otrs. Post Mast er. pl

i nux:/opt/otrs/bin#

Script 7.1. Testing PostMaster without the MDA.
If the email is shown in the QueueView, then your setup is working.

Procmail is a very common e-mail filter in Linux environments. It is installed on most systems. If not,
have alook at the procmail homepage [http://www.procmail.org/].

To configure procmail for OTRS (based upon aprocmail configured MTA such as sendmail, postfix, exim
or gmail), usethe ~otrs/ . procnai | rc. di st fileand copy itto. procnai | r c and add the lines
of the Script 7.2.

SYS_HOVE=$HOVE

PATH=/ bi n: /usr/ bi n:/usr/1 ocal /bin

# --

# Pipe all email into the PostMaster process.
# --

10

| $SYS_HOVE/ bi n/ ot rs. Post Mast er . pl

Script 7.2. Configuring procmail for OTRS

All email sent to thelocal OTRS user will be piped into bi n/ ot r s. Post Mast er . pl and then shown
inyour QueueView.

Fetching emails via POP3 or IMAP and fetchmail for
otrs.PostMaster.pl

In order to get email from your mail server, via a POP3 or IMAP mailbox, to the OTRS machine/local
OTRS account and to procmail, use fetchmail [http://fetchmail.berlios.def].

Note

A working SMTP configuration on the OTRS machine is required.

Youcanusethe. f et chmai | rc. di st inthehomedirectory of OTRSand copy itto. f et chmai | rc.
Modfiy/changeit for your needs (see the Example 7-1 below).
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Example 7.1. .fetchmailrc

#poll (mail server) protocol POP3 user (user) password (password) is

(1 ocal user)
pol | mail.exanple.com protocol POP3 user joe password manma is otrs

Don't forget to set the .fetchmailrc to 710 ("chmod 710 .fetchmailrc")!

With the. f et chrai | r ¢ from the Example 7-1 above, all email will be forwarded to the local OTRS
account, if the command fetchmail -a is executed. Set up a cronjob with this command if you want to
fetch the mailsregularly.

Filtering/dispatching by OTRS/PostMaster modules (for
more complex dispatching)

If you use the bin/otrs.PostMaster.pl or bin/otrs.PostMasterMailbox.pl method, you can insert or modify
X-OTRS header entries with the PostMaster filter modules. With the X-OTRS headers, the ticket system
can execute some actions on incoming mails, sort them into a specific queue, change the priority or change
the customer ID, for example. More information about the X-OTRS headers are available in the section
about adding mail accounts from the OTRS Admin page.

There are some default filter modules:

Note
The job name (e.g. $Sdlf->{'PostM aster:: PreFilterModul €} ->{ 'JobName'} ) needs to be unique!

Kernel::System::PostMaster::Filter::Match is adefault modul e to match on some email header (e.g. From,
To, Subject, ...). It can set new email headers (e.g. X-OTRS-Ignore: yes or X-OTRS-Queue: spam) if a
filter rule matches. The jobs of the Example 7-2 can beinserted in Ker nel / Confi g. pm

Example 7.2. Example jobs for the filter module
Kernel::System::PostM aster ::Filter::Match

# Job Nane: 1-Match
# (bl ock/ignore all spamemail with From noreply@
$Sel f->{' Post Master::PreFilterMdul e }->{"1-Match'} = {
Modul e => ' Kernel :: System : Post Master::Filter:: Match',
Match => {
From => '"noreply@,

}l
Set => {

' X-OTRS- I gnore' => 'yes',
}l

1
# Job Nane: 2-Match
# (sort emmils with From sal es@xanple.com and Subject: **ORDER**
# into queue 'Oder')
$Sel f->{" Post Master::PreFilterMdule }->{"2-Match'} = {

Modul e => ' Kernel :: System : Post Master::Filter:: Match',

Match => {
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To => 'sal es@xanpl e.com ,
Subj ect => ' **ORDER**",

}l
Set => {

' X- OTRS- Queue' => 'Order',
}l

b

Kernel::System::PostM aster::Filter::CMD is adefault modul e to pipe the email into an external command.
The output isgiven to STDOUT and if the result is true, then set new email header (e.g. X-OTRS-Ignore;

yes or X-OTRS-Queue: spam). The Example 7-3 can be used in Ker nel / Confi g. pm

Example 7.3. Example job for the filter
Kernel::System::PostM aster ::Filter::CMD

# Job Nane: 5- SpamAssassin

# (SpamAssassin exanpl e setup, ignore spam enails)

$Sel f->{' Post Master:: PreFilterMdul e }->{'5-SpamAssassin'}
Modul e => ' Kernel : : System : Post Master::Filter::CVD ,
CMVMD => '/usr/bin/spanassassin | grep -i "X-Spam St at us:
Set => {

' X-OTRS-1 gnore' => 'yes',

}

1

Of courseit's also possible to devel op your own PostMaster filter modules.

module

=

yes"',
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Chapter 8. Time related functions

Setting up business hours, holidays and time
zones

Some functions in OTRS, like escalations and automatic unlocking of tickets, depend on a proper
configuration of business hours, time zones and holidays. You can define these via the SysConfig
interface, in Framework > Core::Time. You can also specify different sets of business hours, holidays
and time zones as separate 'Calendars in Framework > Core::Time::Calendarl through Framework >
Core::Time::Calendar9. Calendars can be defined by queue settings, or on SLA levels. This means that,
for example, you can specify a calendar with 5 x 8 business hours for your 'standard' SLA, but create a
separate calendar with 7 x 24 support for your ‘gold’ SLA; as well as set a calendar for your 'Support-
USA' queue with a different time window than your 'Support-Japan’ queue. OTRS can handle up to 99
different calendars.

Business Hours

Set up the working hours for your system in SysConfig Framework > Core:: Time:: TimeWorkingHours,
or for your specific calendar in the calendar's configuration. OTRS can handle a granularity of one hour.
Checking the marksin the boxes 8, 9, 10 ... 18 corresponds with business hours of 8 AM - 6 PM.

Only during business hours can tickets escalate, notifications for escalated and pending tickets be sent,
and tickets be unlocked.

Fixed date holidays

Holidaysthat are on afixed date every year, such asNew Y ear's Day or the Fourth of July, can be specified
in TimeVacationDays, or in the corresponding section for the calendars 1-9.

Tickets will not escalate nor get unlocked on dates defined in TimeV acationDays.

Note

By default, OTRS ships with the German holidays installed.

TimeVacationDaysOneTime

Holidays such as Easter that do not have a yearly fixed date but instead vary each year, can be specified
in TimeVacationDaysOneTime.

Ticketswill not escalate and will not be unlocked on dates defined in TimeV acationDaysOneTime.

Note

OTRS does not ship with any One-Time holidays pre-installed. This means that you need to add
holidays, such as Easter or Thanksgiving, to the system when configuring OTRS.

Automated Unlocking

L ocked tickets can be automatically unlocked by the system. This feature might be useful if, for example,
an agent has locked tickets that need to be processed, but he can't work on them for some reason, say
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because heisout of the office on an emergency. The automated unlock feature unlockstickets after agiven
time to ensure that no locked tickets will be forgotten, thereby allowing other agents to process them.

The amount of time before aticket isunlocked can be specified in the queue settings for every queue. The
module bi n/ ot rs. Unl ockTi cket s. pl , which is executed periodically as a cron job, performs the
automated unlocking of tickets.

Notifications on unlocked tickets are sent out only to those agents that have the queue with the unlocked
tickets set in "My queues’, and that have activated the notification on unlocked tickets in their personal
preferences.

Ticketswill be unlocked if all of the following conditions are met:
» Thereisan unlock timeout defined for the queue the ticket isin.
» Theticket is set to locked.

e Theticket stateis open.

The unlock timer will be reset if an agent adds a new external article to the ticket. It can be of any of the
following types. email-external, phone, fax, sms, or note-external.

Also, if thelast articlein theticket is created by an agent, and a customer adds another one, either viaweb
or email response, the unlock timer will be reset.

Thelast event that will reset the unlock timer is when the ticket is assigned to another agent.
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Chapter 9. Ticket Responsibility &
Ticket Watching

From OTRS 2.1 on, it is possible to assign a person as being responsible for a ticket, additionally to its
owner. Moreover, all activities connected with the ticket can be watched by someone other than the ticket
owner. Thesetwo functionalitiesareimplemented with the TicketResponsible and TicketWatcher features,
and facilitate the assignment of tasks and working within hierarchical team structures.

Ticket Responsibility

The ticket responsiblility feature facilitates the complete processing of aticket by an agent other than the
ticket owner. Thus an agent who has locked aticket can pass it on to another agent, who is not the ticket
owner, in order for the second to respond to a customer request. After the request has been dealt with, the
first agent can withdraw the ticket responsibility from the second agent.

With the configuration parameter Ticket::Responsible, the ticket responsibility feature can be activated.
Thiswill cause 3 new linksto appear in theticket activities menu of azoomed ticket in the agent interface.

Ticket responsibility can be assigned by calling up the ticket content and clicking on the "Responsible"
link in the ticket activities menu of a zoomed ticket in the agent interface (see the Figure 9.1 below).
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Figure 9.1. Changing the Responsibility of a ticket in its zoomed view.

After clicking on "Responsible”, a pop-up dialog to change the responsibility of that ticket will open (see
Figure 9.2 below). This dialog can also be used to send a message to the new responsible agent.
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Figure 9.2. Pop-up dialog to change a ticket's responsibility.

Thelist of al tickets for which an agent is responsible, can be accessed through the Responsible view of
the OTRS agent interface, as soon as the ticket responsibility feature gets activated.

Ticket watching

From OTRS 2.1 on, select agents such as supervisors can watch certain tickets within the system without
processing them, by using the TicketWatcher feature.

The TicketWatcher feature can be activated with the configuration parameter Ticket::Watcher which adds
new links to your actionstoolbar. Using Ticket::WatcherGroup, one or more user groups with permission

to watch tickets can also be defined.

In order to watch aticket, go to its zoomed view and click on the "Subscribe" link in the ticket activities

menu (see Figure 9.3 below).
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Figure 9.3. Subscribing to watching a ticket in its zoomed view.

If you no longer want to watch a specific ticket, go to its zoomed view and click on the "Unsubscribe” link

in the ticket activities menu (see Figure 9.4 below).
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Figure 9.4. Unsubscribing from watching a ticket in its zoomed view.

Thelist of al watched tickets can be accessed through the Watched view of the OTRS agent interface (see
Figure 9.5 below), as soon as the ticket watcher feature gets activated.
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Figure 9.5. Watched tickets view.
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Chapter 10. Customize the PDF output

This section handles the configurable options for PDF output in OTRS.

If you use the Print action from anywhere within the OTRS interface, this generates aformatted PDF file.
Y ou can deactivate this by modifying the configuration parameter PDF to create HTML output instead.

You can adjust the look of the files generated by OTRS by creating your own logo and adding it to
PDF::LogoFile. You can use PDF::PageSize to define the standard page size of the generated pdf file
(DIN-A4 or Letter), and also PDF::MaxPage to specify the maximum number of pagesfor apdf file, which
isuseful if auser generates a huge output file by mistake.

ThePerl CPAN modulesPDF::API2 and Compress::Zlib must beinstalled for the generation of pdf files. In
many distributionsthey are avail able as packages and can be easily installed, using the respective package
manager. In case thisis not possible, they have to be installed with CPAN. For further information about
installing Perl modules, please refer to the "Installation of Perl modules® section.
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Chapter 11. Using external backends

Customer data

OTRS works with many customer data attributes such as username, email address, phone number, etc.
These attributes are displayed in both the Agent and the Customer frontends, and also used for the
authentication of customers.

Customer data used or displayed within OTRS is highly customizable. The following information is
however always needed for customer authentication:

e Userlogin
* Email address
e Customer ID

Use configuration parameters of Script 11.1 in your Ker nel / Conf i g. pmfile, if you want to display
customer information in your agent interface.

# Ticket:: Frontend:: Cust oner | nf o*

# (show custoner info on Conpose (Phone and Enail), Zoom and
# Queue Vi ew)

$Sel f->{' Ti cket:: Frontend: : Cust onmer| nf oConpose'} = 1;

$Sel f->{"' Ti cket:: Frontend:: Customer| nfoZoom} = 1;

$Sel f->{"' Ti cket:: Frontend:: Cust omer| nf oQueue'} = O;

Script 11.1. Kernel/Config.pm configuration parameters.

Customer user backend

You can use two types of customer backends, DB and LDAP. If you aready have another customer
backend (e.g. SAP), it is of course possible to write amodule that usesiit.

Database (Default)

Example 11-1 shows the configuration of a DB customer backend, which uses customer data stored in
the OTRS database.

Example 11.1. Configuring a DB customer backend

# CustomerUser (custoner database backend and settings)
$Sel f - >{ Cust oner User} = {

Nane => ' Dat abase Dat asource',

Modul e => ' Kernel :: System : Cust oner User: : DB,

Params => {

# if you want to use an external database, add the required

settings
# DSN => ' DBI : odbc: yourdsn',
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# DSN =>

' DBl : mysql : dat abase=cust oner db; host =cust oner dbhost "',
# User => "',
# Password => '",

Tabl e => ' customer_user',
# if your frontend is unicode and the charset of your
# custonmer database server is is0-8859-1, use these

options.
# Sour ceCharset => 'iso0-8859-1'",
# Dest Charset => 'utf-8'
# CaseSensitive will control if the SQ statenments need
LOVER()
# function calls to work case insensitively. Setting
this to
# 1 will inprove performance dramatically on |arge
dat abases.
CaseSensitive => 0,
H

# custoner unique id
Cust omerKey => 'login',

# custoner #
Custoner| D => 'custoner _id",
CustonerValid => 'valid_id',
Customer UserListFields => ['first_name', 'last_nanme', 'emil’'],
Cust omer User SearchFields => ['login', 'last_nane', 'custoner_id],
Cust oner User Sear chPrefix => "',
Cust omer User Sear chSuffix => "*"
Cust oner User Sear chLi stLimt => 250,
Cust omrer User Post Mast er SearchFields => ['email '],
Cust omer User NaneFields => ['title','first_name','last_nane'],
Cust omrer User Emai | Uni qCheck => 1,
# show not own tickets in custoner panel, ConpanyTickets
Cust omrer User Excl udePri maryCust omer | D => 0,
# generate auto | ogins
Aut oLogi nCreati on => 0,
Aut oLogi nCreati onPrefix => "auto',
# adm n can change custoner preferences
Adm nSet Pref erences => 1,
# cache time to live in sec. - cache any database queries
CacheTTL => 0,
# just a read only source
ReadOnly => 1,
Map => |
# note: Login, Email and CustonerlD needed!
# var, frontend, storage, shown (1=always,2=lite), required,
storage-type, http-link, readonly, http-link-target

HHHHHHHFHHH R

[ "UserTitle', "Title', "title', 1, 0, 'var',
"' O]l

[ "UserFirstnane', 'Firstnane', ‘'first_name', 1, 1, 'var',
"' O]l

[ ' UserLastnane', ' Last nane' "last_name', 1, 1, 'var',
"' O]l
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[ 'UserLogin', " User nane', "login', 1, 1, 'var',
P ]i " User Password' , ' Password', "pwW o, 0, 0, 'var',
' O]i'UserEmail', "Email ', "email ', 1, 1, 'var',
01,
# [ "UserEmail"', "Email', 'email", 1, 1, 'var',

' $Env{" CA Handl e"} ?Act i on=Agent Ti cket Conpose&Responsel D=1&Ti cket | D=
$Dat a{ " Ti cket | D'} &Articl el D=$Data{"ArticlelD'}', 0],
[ "UserCustonerl D, 'CustonerlD, 'custonmer_id , 0, 1, 'var',

0],
# [ 'UserCustonerlDs', '"CustomerlDs', 'custoner_ids', 1, O,
‘var', "', 01,

[ ' UserPhone', ' Phone' ' phone' 1, O,
‘var', "', 01,

[ ' UserFax', ' Fax', "fax', 1, O,
‘var', "', 01,

[ "UserhMbbile', ' Mobi |l e', "mobi |l e', 1, O,
‘var', "', 01,

[ "UserStreet', "Street’, "street’, 1, O,
‘var', "', 01,

[ 'Userzip', "Zip', "zip', 1, O,
‘var', "', 01,

[ "UserGity', "aty', ‘city', 1, 0,
‘var', "', 01,

[ 'UserCountry', "Country', ‘country', 1, O,
‘var', "', 01,

[ 'UserComment', ' Comment ', 'coment s’ 1, O,
‘var', "', 01,

[ "Vvalidl D, "Valid', ‘valid_id, 0, 1,
“int', "', 0],

]

# default sel ections
Sel ections => {
UserTitle => {
M. o= "ML,
"Ms.' = "Ms.",

},
b

If you want to customize the customer data, change the column headers or add new ones to the
customer_user table in the OTRS database. As an example, Script 11.2 shows how to add a new field for
room number.

i nux: ~# nmysql -p

Ent er password:

Wel cone to the MySQL nonitor. Commands end with ; or \g.

Your MySQL connection id is 116 to server version: 5.0.18-Debian_7-1o0g

Type '"help;' or '"\h' for help. Type '\c' to clear the buffer.
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nysqgl > use otrs;
Readi ng table information for conpletion of table and col um names
You can turn off this feature to get a quicker startup with -A

Dat abase changed

nysqgl > ALTER TABLE cust omer _user ADD r oom VARCHAR (250);
Query OK, 1 rows affected (0.01 sec)

Records: 1 Duplicates: 0 Wrnings: O

nysql > quit
Bye
i nux: ~#

Script 11.2. Adding a room field to the customer_user table.

Now add the new column to the MAP array in Ker nel / Conf i g. pm as shown in Script 11.3.

# var, frontend, storage, shown (1=always,2=lite), required,
storage-type, http-link, readonly

[...]

[ ' UserRooni, ' Roont 'roomn , o, 1, 'var', "',
0],

Script 11.3. Adding a room field to the Kernel/Config.pm file.

It isalso possible to edit all this customer information via the Customers link in the Agent interface.

Customer with multiple IDs (Company tickets)

It is possible to assign more than one customer ID to a customer. This can be useful if a customer must
accessticketsof other customers, e.g. asupervisor wantsto watch thetickets of hisassistants. If acustomer
can access the tickets of another customer, the company ticket feature of OTRS is used. Company tickets
can be accessed viathe "Company Tickets' link in the customer panel.

To use company tickets, a new column with the 1Ds that should be accessible for a customer, has to be
added to the customer_user table in the OTRS database (see Script 11.4 below).

[inux: ~# nmysql -p

Ent er password:

Wel cone to the MySQL nonitor. Commands end with ; or \g.

Your MySQL connection id is 124 to server version: 5.0.18-Debian_7-10g

Type '"help;' or '"\h' for help. Type '\c' to clear the buffer.
nysqgl > use otrs;
Readi ng table information for conpletion of table and col um names

You can turn off this feature to get a quicker startup with -A

Dat abase changed
nysqgl > ALTER TABLE cust omer _user ADD custoner i ds VARCHAR (250);
Query OK, 1 rows affected (0.02 sec)
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Records: 1 Duplicates: 0 Wrnings: 0O

nysql > quit
Bye
i nux: ~#

Script 11.4. Adding a customer_ids field to the customer_user table.

Now the new column hasto beaddedtothe MAParray inKer nel / Conf i g. pmasshownin Script 11.5.

# var, frontend, storage, shown (1=always,2=lite), required,
storage-type, http-link, readonly

[...]

[ 'UserCustomerlDs', 'CustomerlDs', 'custoner_ids', 1, O,
" ’ O ] ’

Script 11.5. Adding a User CustomerI Ds field to the Kernel/Config.pm file.

Now, the new column for the multiple customer IDs can be edited via the Agent interface, in the section
for the customer management.

To ensure that one customer can access the tickets of other customers, add the I Ds of these other usersinto
the new field for the multiple customer IDs. Each ID has to be separated by a semicolon (see Example
11-2 below).

Example 11.2. Using company ticketswith a DB backend

The customers A, B and C exist in your system, and A wants to have access to the tickets of B and C via
the customer panel. B and C should have no access to the tickets of other users.

To redlize this setup, change the customer_user table and the mapping in Ker nel / Confi g. pmas
described above. Then load the settings for customer A via the Customers link in the Agent interface or
viathe Admin page. If the settings are displayed, add into the field for Customer|Ds the values "B;C;".

LDAP

If you have aLDAP directory with your customer data, you can useit asthe customer backend with OTRS,
as shown in Example 11-3.

Example 11.3. Configuring an LDAP customer backend

# Cust omer User
# (custoner |dap backend and settings)
$Sel f - >{ Cust oner User} = {
Name => 'LDAP Data Source',
Modul e => ' Kernel : : System : Cust omer User : : LDAP' ,
Params => {
# | dap host
Host => ' bay. csuhayward. edu’' ,
# | dap base dn
BaseDN => ' ou=seas, o=csuh’,
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# search scope (one|sub)
SSCOPE => 'sub',
# The following is valid but would only be necessary if the
# anonynous user does NOT have permission to read fromthe
LDAP tree
UserDN => "',
UserPw => "',
# in case you want to add always one filter to each |dap
query, use
# this option. e. g. AlwaysFilter => '(mil=*)" or
Al waysFilter => ' (objectclass=user)’
Al waysFilter =>"'",
# if both your frontend and your LDAP are uni code, use
t hi s:
Sour ceCharset => 'utf-8",
Dest Char set = "utf-8',
# if your frontend is unicode and the charset of your
# | dap server is is0-8859-1, use these options.
# SourceCharset => 'iso0-8859-1",
# DestCharset => 'utf-8',
# Net::LDAP new parans (if needed - for nore info see
per| doc Net: : LDAP)
Params => {
port => 389,
ti meout => 120,
async => 0,
version => 3,
b
}
# custonmer unique id
CustomerKey => 'uid',
# custoner #
CustomerI D => "mail ",
Customer UserListFields => ['cn', "mail'],
Cust onmer User SearchFields => ['uid', 'cn', "mail'],
Cust oner User Sear chPrefix => "',
Cust omer User Sear chSuffix => "*"
Cust oner User Sear chLi stLimt => 250,
Cust omrer User Post Mast er SearchFields => ["mail'],
Cust onmer User NaneFi el ds => [' gi vennane', 'sn'],
# show not own tickets in custoner panel, ConpanyTickets
Cust omrer User Excl udePri maryCust onmer | D => 0,
# add an ldap filter for valid users (expert setting)
Customer UserVal idFilter => '(!(description=locked))",
# adm ni strator can't change custoner preferences
Adm nSet Pref erences => 0,

# cache time to live in sec. - cache any database queries
CacheTTL => 0,
Map => |

# note: Login, Email and CustonerlD are mandat ory!

# var, frontend, storage, shown (1=always,2=lite), required,
storage-type, http-link, readonly

[ "UserTitle', "Title', "title', 1, O,
var', "', 01,
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[ "UserFirstnane', 'Firstnane', 'givennane', 1, 1,
‘var', "', 01,

[ ' UserLastnane', ' Last name', ‘sn', 1, 1,
‘var', "', 01,

[ 'UserLogin', " User nane', "uid, 1, 1,
‘var', "', 01,

[ "UserEmail"', "Email ', "mail", 1, 1,
‘var', "', 01,

[ "UserCustonerl D, 'CustonerlD, 'mail", 0, 1,
‘var', "', 01,
# [ "UserCustonerlDs', 'CustonerlDs', 'second_custoner_ids', 1,
0, 'var', '', 0],

[ ' UserPhone', ' Phone' 'tel ephonenunber’, 1, O,
‘var', "', 01,

[ ' UserAddress', ' Addr ess', ' post al addr ess’ 1, O,
‘var', "', 01,

[ 'UserComment', ' Comment ', "description', 1, O,
‘var', "', 01,

If additional customer attributes are stored in your LDAP directory, such as a manager's name, a mobile
phone number, or adepartment, and if you want to display thisinformationin OTRS, just expand the MAP
array in Ker nel / Conf i g. pmwith the entries for these attributes, as shown in Script 11.6.

# var, frontend, storage, shown (1=always,2=lite), required,
storage-type, http-link, readonly

[...]
[ ' UserPhone', ' Phone' 'tel ephonenunber’, 1, O,
" 1 O ] 1

var

Script 11.6. Adding new fields to the Kernel/Config.pm file.

Customer with multiple IDs (Company tickets)

It is possible to assign more than one Customer 1D to a customer, when using an LDAP backend. To use
company tickets, a new field has to be added to the LDAP directory that contains the IDs accessible by
the customer.

If the new field in the LDAP directory has been created, the new entry hasto be added to the MAP array
inKer nel / Confi g. pm asshown in Script 11.7.

# var, frontend, storage, shown (1=al ways,2=lite), required,
storage-type, http-link, readonly

[...]

[ "UserCustomerlDs', 'CustonerlDs', 'custoner _ids', 1, 0, 'var',
" y O ] y

Script 11.7. Maping new fields to the Kernel/Config.pm file.

The field for the multiple customer I1Ds has to be edited directly in the LDAP directory. OTRS can only
read from LDAP, not writeto it.
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To ensure access by a customer to the tickets of other customers, add the customer 1Ds of the customers
whose tickets should be accessed to the new field in your LDAP directory. Each ID has to be separated
by a semicolon (see Example 11-4 below).

Example 11.4. Using Company ticketswith an LDAP backend

The customers A, B and C exist in your system and A wants to have access to the tickets of B and C via
the customer panel. B and C should have no access to tickets of other users.

To redlize this setup, change the LDAP directory and the mapping in Ker nel / Conf i g. pmasdescribed
above. Then add into thefield for CustomerlDsthe values"B;C;" for customer A inyour LDAP directory.

Use more than one customer backend with OTRS

If you want to utilize more than one customer data source used with OTRS (e.g. an LDAP and a database
backend), the CustomerUser config parameter should be expanded with anumber, e.g. "CustomerUser1",
"CustomerUser2" (see Example 11-5 below).

Example 11.5. Using mor e than one customer backend with OTRS

The following configuration example shows usage of both an LDAP and a database customer backend
with OTRS.

# 1. Customer user backend: DB
# (custoner dat abase backend and settings)
$Sel f - >{ Cust orer User 1} = {
Nane => ' Custoner Database',
Modul e => ' Kernel :: System : Cust oner User: : DB,
Params => {
# if you want to use an external database, add the
# required settings

# DSN => ' DBI : odbc: yourdsn',
# DSN => ' DBI : nysql : dat abase=cust onmer db; host =cust ormer dbhost ',
# User =>"'",
# Password => "',
Tabl e => ' customer_user',
H
# customer unique id
CustomerKey = 'login',
# custoner #
CustonerI D = 'customer _id',
CustonerValid = 'valid_id',
Customer UserListFields => ['first_nanme', 'last_nanme', 'email’'],
Cust omer User SearchFields => ['login', 'last_nane', 'custoner_id],
Cust oner User Sear chPrefix => "',
Cust oner User Sear chSuffix => "*"
Cust oner User Sear chLi stLimt => 250,
Cust omrer User Post Mast er SearchFields => ['email '],
Cust omer User NaneFields => ['title','first_name','last_nane'],
Cust omrer User Emai | Uni qCheck => 1,
# # show not own tickets in custoner panel, ConpanyTickets

# Cust oner User Excl udePri maryCustonmer I D => 0,
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# generate auto | ogins

Aut oLogi nCreati on => 0,

Aut oLogi nCreati onPrefix => "auto',

# adm n can change custoner preferences

Adm nSet Pref erences => 1,

# cache time to live in sec. - cache any database queries
CacheTTL => 0,

# just a read only source

ReadOnly => 1,

Map => |

# note: Login, Email and CustonerlD needed!
# var, frontend, storage, shown (1=always,2=lite), required,
storage-type, http-link, readonly, http-link-target

[ "UserTitle', "Title', "title', 1, 0, 'var'
P ]i "UserFirstname', 'Firstnane', 'first_nane', 1, 1, 'var'
oh ' User Last nane' , ' Last nane', "l ast _nane', 1, 1, 'var'
O ]i " User Login', " User nane' "login', 1, 1, 'var'
O ]i " User Password' , ' Password', "pwW o, 0, 0, 'var'
' O]i'UserEmail', "Email ', "email ', 1, 1, 'var’
O ]i "UserCustonerl D, 'CustonerlD, 'customer_id, O, 1, 'var’
O ]i " User Phone' , ' Phone' ' phone' 1, 0, 'var'
P ]i " User Fax', ' Fax', "fax', 1, 0, 'var'
O ]i "User Mobil e', ' Mobi | €', "nobi |l e', 1, 0, 'var’
O ]i "User Street', "Street', "street’, 1, 0, 'var'
0 ]i "UserZip', "Zip', 'zip', 1, 0, 'var'
P ]i "UserCity', "Gty', ‘city', 1, 0, 'var'
P ]i "User Country', "Country', ‘country', 1, 0, 'var'
P ]i "User Comment ', " Comment ', ‘comments', 1, 0, 'var'
' O]i'VaIidID’, "Valid', "valid_id, 0, 1, 'int’

", 0],

1.
# default selections
Sel ections => {
UserTitle => {
ML o= "ML,
'"Ms.' = "Ms.",
b
b
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b

# 2. Custoner user backend: LDAP
# (custoner |dap backend and settings)
$Sel f - >{ Cust oner User 2} = {
Name => ' LDAP Dat asource',
Modul e => ' Kernel : : Syst em : Cust omer User : : LDAP'
Params => {
# | dap host
Host => ' bay. csuhayward. edu’' ,
# | dap base dn
BaseDN => ' ou=seas, o=csuh’,
# search scope (one|sub)
SSCOPE => 'sub',

# # The following is valid but would only be necessary if the
# # anonynous user does NOT have permission to read fromthe
LDAP tree
UserDN => "',
UserPw => "',

# in case you want to add always one filter to each |dap
query, use
# this option. e. g. AlwaysFilter => '(mil=*)" or
Al waysFilter => ' (objectclass=user)
Al waysFilter => """,
# if both your frontend and your LDAP are uni code, use this:
# Sour ceCharset => 'utf-8'
# Dest Char set = 'utf-8
# if your frontend is e. g. 1s0-8859-1 and the character set
of your
# ldap server is utf-8, use these options:
# Sour ceCharset => 'utf-8'
# Dest Charset => 'iso0-8859-1",

# Net::LDAP new parans (if needed - for nore info see perldoc
Net : : LDAP)
Params => {
port => 389,
ti meout => 120,
async => 0,
version => 3,
b
}
# custoner unique id
CustomerKey => 'uid',
# custoner #
CustomerI D => "mail ",
Customer UserListFields => ['cn', "mail'],
Cust onmer User SearchFields => ['uid', 'cn', "mail'],
Cust oner User Sear chPrefix => "',
Cust omer User Sear chSuffix => "*"
Cust oner User Sear chLi stLimt => 250,
Cust omrer User Post Mast er SearchFields => ["mail'],
Cust onmer User NaneFi el ds => [' gi vennane', 'sn'],
# show not own tickets in custoner panel, ConpanyTickets
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Cust omrer User Excl udePri maryCust onmer | D => 0,
# add a ldap filter for valid users (expert setting)
# Customer UserVal idFilter => '(!(description=locked))",
# adm n can't change custoner preferences
Adm nSet Pref erences => 0,
Map => |
# note: Login, Email and CustonerlD needed!
# var, frontend, storage, shown (1=always,2=lite), required,
storage-type, http-link, readonly

[ "UserTitle', "Title', "title', 1, O,
‘var', "', 01,

[ "UserFirstnane', 'Firstnane', 'givennane', 1, 1,
‘var', "', 01,

[ ' UserLastnane', ' Last name' , ‘sn', 1, 1,
‘var', "', 01,

[ 'UserLogin', " User nane' "uid, 1, 1,
‘var', "', 01,

[ "UserEmail"', "Email ', "mail", 1, 1,
‘var', "', 01,

[ "UserCustonerl D, 'CustonerlD, "'mail", 0, 1,
‘var', "', 01,
# [ "UserCustonerlDs', 'CustonerlDs', 'second_custoner_ids', 1,
0, 'var', '', 0],

[ ' UserPhone', ' Phone' 'tel ephonenunber’, 1, O,
‘var', "', 01,

[ ' UserAddress', ' Addr ess', ' post al addr ess’ 1, O,
‘var', "', 01,

[ 'UserComment', ' Comment ', "description', 1, O,
‘var', "', 01,

1,
b

It is possible to integrate up to 10 different customer backends. Use the customer management interface
in OTRSto view or edit (assuming write access is enabled) all customer data.

Backends to authenticate Agents and
Customers

OTRS offers the option to authenticate agents and customers against different backends.

Authentication backends for Agents

DB (Default)

The backend to authenticate agents which is used by default is the OTRS database. Agents can be added
and edited via the agent management interface in the Admin page (see Example 11-6 below).

Example 11.6. Authenticate agents against a DB backend

$Sel f->{" Aut hMbdul e'} = 'Kernel::System: Auth:: DB ;
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LDAP

If an LDAP directory has all your agent data stored, you can use the LDAP module to authenticate your
users in OTRS (see Example 11-7 below). This module has only read access to the LDAP tree, which
means that you cannot edit your user data via the agent management interface.

Example 11.7. Authenticate agents against an L DAP backend

# This is an exanple configuration for an LDAP auth. backend.
# (Make sure Net::LDAP is installed!)

$Sel f->{"' Aut hMbdul €'} = 'Kernel :: System : Aut h: : LDAP' ;

$Sel f->{"' Aut hMbdul e: : LDAP: : Host'} = 'I dap. exanpl e. com ;

$Sel f->{"' Aut hMbdul e: : LDAP: : BaseDN' } = ' dc=exanpl e, dc=coni ;
$Sel f->{"' Aut hModul e: : LDAP: : U D} = 'uid';

# Check if the user is allowed to auth in a posixG oup
# (e. g. user needs to be in a group xyz to use otrs)
$Sel f - >{' Aut hModul e: : LDAP: : G oupDN' } =
' cn=ot r sal | ow, ou=posi xG oups, dc=exanpl e, dc=com ;
$Sel f->{"' Aut hMbdul e: : LDAP: : AccessAttr'} = 'menberUid';
# for | dap posi xGoups objectclass (just uid)
# $Sel f->{' Aut hMbdul e: : LDAP: : UserAttr'} = 'U D ;
# for non | dap posi xG oups objectclass (with full user dn)
# $Sel f->{' Aut hModul e: : LDAP: : User Attr'} = 'DN ;

# The following is valid but would only be necessary if the
# anonynous user do NOT have permission to read fromthe LDAP tree
$Sel f->{"' Aut hMbdul e: : LDAP: : Sear chUser DN } "

$Sel f->{"' Aut hMbdul e: : LDAP: : Sear chUser Pw } ;

# in case you want to add always one filter to each |dap query, use
# this option. e. g. AlwaysFilter => '(mail=*)" or A waysFilter =>
' (obj ect cl ass=user)’

$Sel f->{"' Aut hMbdul e: : LDAP: : Al waysFilter'} ="'";

# in case you want to add a suffix to each |ogin name, then

# you can use this option. e. g. user just want to use user but
# in your |ldap directory exists user@onain.

# $Sel f->{"' Aut hMbdul e: : LDAP: : User Suffix'} = ' @omai n. coni;

# Net::LDAP new parans (if needed - for nore info see perldoc
Net : : LDAP)
$Sel f - >{' Aut hMbdul e: : LDAP: : Parans'} = {

port => 389,

ti meout => 120,

async => 0,

version => 3,

b

The configuration parameters shown in Script 11.8 can be used to synchronize the user data from your
LDAP directory into your local OTRS database. This reduces the number of requests to your LDAP
server and speeds up the authentication with OTRS. The data synchronization is done when the agent
authenticatesthefirst time. Although the data can be syncronized into thelocal OTRS database, the LDAP
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directory isthe last instance for the authentication, so an inactive user in the LDAP tree can't authenticate
to OTRS, even when the account datais aready stored in the OTRS database. The agent datain the LDAP
directory can't be edited via the web interface of OTRS, so the data has to be managed directly in the
LDAP tree.

# agent data sync agai nst |dap
$Sel f->{" AuthSynchMbdul e'} = 'Kernel::System : Aut h:: Sync: : LDAP';
$Sel f->{"' Aut hSyncModul e: : LDAP: : Host'} = 'l dap://|dap. exanpl e.conl’;
$Sel f->{"' Aut hSynchMbdul e: : LDAP: : BaseDN' } = 'dc=otrs, dc=org';
$Sel f->{" Aut hSyncModul e: : LDAP: : U D' } = "uid';
$Sel f->{"' Aut hSyncModul e: : LDAP: : SearchUser DN' } = 'ui d=sys, ou=user,
dc=otrs, dc=org';
$Sel f->{"' Aut hSynchMbdul e: : LDAP: : Sear chUser PW } = ' sone_pass';
$Sel f->{"' Aut hSyncModul e: : LDAP: : User SyncMap' } = {
# DB -> LDAP
User Fi rst name => ' gi venNane' ,
User Last nane => 'sn',
User Emai | => "mil’
1
[...]

# Aut hSyncModul e: : LDAP: : User Syncl ni ti al Groups
# (sync followi ng group with rw permission after initial create of
first agent

# 1 0ogin)
$Sel f->{"' Aut hSyncModul e: : LDAP: : User Synclniti al Goups'} = [
"users',

1
Script 11.8. Synchronizing the user data from the LDAP directory into the OTRS database.

HTTPBasicAuth for Agents

If you want to implement a "single sign on" solution for all your agents, you can use HTTP basic
authentication (for all your systems) and the HT TPBasi cAuth modulefor OTRS (see Example 11-8 below).

Example 11.8. Authenticate Agentsusing HTTPBasic

# This is an exanple configuration for an apache ($ENV{ REMOTE_USER})
# auth. backend. Use it if you want to have a singe |ogin through

# apache http-basic-auth

$Sel f->{" Aut hMbdul €'} = 'Kernel :: System : Aut h: : HTTPBasi cAut h' ;

# Not e:

#

# If you use this nodule, you should use as fall back

# the follow ng configuration settings if the user is not authorized
# apache ($ENV{REMOTE_USER})

$Sel f->{Logi nURL} = 'http://host.exanpl e.conf not - aut hori sed-f or -
otrs.htm"';

$Sel f->{Logout URL} = 'http://host.exanpl e.com t hanks-f or-usi ng-
otrs.htm"';
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Radius

The configuration parameters shown in Example 11-9 can be used to authenticate agents against a Radius
server.

Example 11.9. Authenticate Agents against a Radius backend

# This is exanple configuration to auth. agents against a radius
server

$Sel f->{"' Aut hMbdul e'} = ' Kernel :: System : Aut h: : Radi us' ;

$Sel f->{"' Aut hMbdul e: : Radi us: : Host'} = 'radi ushost"';

$Sel f->{"' Aut hMbdul e: : Radi us: : Password'} = 'radiussecret';

Authentication backends for Customers

Database (Default)

LDAP

The default user authentication backend for customersin OTRS isthe OTRS database. With this backend,
all customer data can be edited via the web interface of OTRS (see Example 11-10 below).

Example 11.10. Customer user authentication against a DB backend

# This is the auth. nodul e againt the otrs db
$Sel f->{' Custoner:: Aut hModul e'} = ' Kernel :: System : Cust omer Aut h: : DB' ;
$Sel f->{' Cust oner:: Aut hModul e: : DB: : Tabl e'} = 'customer_user';
$Sel f->{' Cust oner: : Aut hModul e: : DB: : CustomrerKey'} = '"login';
$Sel f->{' Cust oner: : Aut hModul e: : DB: : Cust omer Password'} = ' pw ;
#$Sel f->{' Custoner:: Aut hModul e: : DB: : DSN' } =
"DBI : mysql : dat abase=cust oner db; host =cust oner dbhost " ;
#$Sel f - >{' Cust omer: : Aut hMbdul e: : DB: : User'} = "sone_user";
#$Sel f - >{' Cust omer : : Aut hMbdul e: : DB: : Password'} = "sone_password";

If you have an LDAP directory with all your customer data, you can use the LDAP modul e to authenticate
your customers to OTRS (see Example 11-11 below). Because this module has only read-access to the
LDAP backend, it is not possible to edit the customer data viathe OTRS web interface.

Example 11.11. Customer user authentication against an L DAP backend

# This is an exanple configuration for an LDAP auth. backend.
# (make sure Net::LDAP is installed!)
$Sel f->{"' Cust orer: : Aut hvbdul e’} =

' Kernel :: System : Cust oner Aut h: : LDAP' ;
$Sel f->{' Cust oner: : Aut hModul e: : LDAP: : Host'} = ' dap. exanpl e. coni ;
$Sel f->{' Cust oner: : Aut hModul e: : LDAP: : BaseDN } = ' dc=exanpl e, dc=coni ;
$Sel f->{' Cust oner:: Aut hModul e: : LDAP: : U D'} = 'uid';

# Check if the user is allowed to auth in a posixG oup
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# (e. g. user needs to be in a group xyz to use otrs)
$Sel f - >{' Cust oner:: Aut hModul e: : LDAP: : G oupDN' } =
' cn=ot r sal | ow, ou=posi xG oups, dc=exanpl e, dc=com ;
$Sel f->{' Cust oner: : Aut hModul e: : LDAP: : AccessAttr'} = 'nenberU d';
# for | dap posi xGoups objectclass (just uid)
$Sel f->{' Cust oner:: Aut hModul e: : LDAP; : User Attr'} = 'UD ;
# for non | dap posi x&G oups objectclass (full user dn)
#3$Sel f - >{' Cust omer : : Aut hModul e: : LDAP: : User Attr'} = 'DN ;

# The following is valid but would only be necessary if the
# anonynous user does NOT have permi ssion to read fromthe LDAP tree
$Sel f->{"' Cust oner: : Aut hModul e: : LDAP;: : Sear chUser DN } "

$Sel f->{"' Cust oner: : Aut hModul e: : LDAP;: : Sear chUser Pw } ;

# in case you want to add always one filter to each | dap query, use
# this option. e. g. AlwaysFilter => '(mail=*)" or A waysFilter =>
' (obj ect cl ass=user)’

$Sel f->{' Cust oner: : Aut hModul e: : LDAP: : Al waysFilter'} ="'";

# in case you want to add a suffix to each customer |ogin nane, then
# you can use this option. e. g. user just want to use user but

# in your |ldap directory exists user@onain.

#3$Sel f - >{' Cust omer : : Aut hMbdul e: : LDAP: : User Suffix'} = ' @omai n. coni ;

# Net::LDAP new parans (if needed - for nore info see perldoc
Net : : LDAP)
$Sel f - >{' Cust oner:: Aut hMbdul e: : LDAP: : Parans'} = {

port => 389,

ti meout => 120,

async => 0,

version => 3,

b
HTTPBasicAuth for customers

If you want to implement a"single sign on" solution for all your customer users, you can use HTTPBasic
authentication (for al your systems) and use the HTTPBasicAuth module with OTRS (no login is needed
with OTRS any more). See Example 11-12 below.

Example 11.12. Customer user authentication with HTTPBasic

# This is an exanple configuration for an apache ($ENV{ REMOTE_USER})
# auth. backend. Use it if you want to have a singe |ogin through
# apache http-basic-auth
$Sel f->{' Custoner:: AuthMdule'} =
" Kernel :: System : Cust onmer Aut h: : HTTPBasi cAut h' ;

# Not e:

# If you use this nodule, you should use the follow ng

# config settings as fallback, if user isn't login through

# apache ($ENV{REMOTE_USER})

$Sel f - >{ Cust oner Panel Logi nURL} = 'http://host.exanpl e. con not -
aut hori sed-for-otrs. htm';
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$Sel f - >{ Cust oner Panel Logout URL} = 'http://host.exanpl e.con thanks-for-
using-otrs. htm ' ;

Radius

The settings shown in Example 11-13 can be used to authenticate your customers against a Radius server.

Example 11.13. Customer user authentication against a Radius backend

# This is a exanple configuration to auth. custoner against a radius
server

$Sel f->{' Custoner:: Aut hModul e'} = 'Kernel::System : Aut h:: Radi us';
$Sel f->{' Cust oner: : Aut hModul e: : Radi us: : Host'} = 'radiushost';

$Sel f->{' Cust oner: : Aut hModul e: : Radi us: : Password'} = 'radi ussecret"';

Customize the customer self-registration

It is possible to customize the self-registration for new customers, accessible via the customer.pl panel.
New optional or required fields, like room number, address or state can be added.

The following example shows how you can specify arequired field in the customer database, in this case
to store the room number of a customer.

Customizing the web interface

To display the new field for the room number in the customer.pl web interface, the .dtl file responsible
for the layout in this interface has to be modified. Edit the Ker nel / Qut put / HTML./ St andar d/
Cust omer Logi n. dt | file, adding the new field around line 80 (see Script 11.9 below).

[...]
<di v cl ass="NewLi ne">
<l abel for="Rooni>$Text{" Roon{ Cust oner User}"}</I abel >
<input title="$Text{"Room Nunber"}" nane="Room' type="text"
i d="User Roont naxl engt h="50" />
</ di v>

[...]
Script 11.9. Displaying a new field in the web interface.

Customer mapping

In the next step, the customer mapping has to be expanded with the new entry for the room number. To
ensure that the changes are not lost after an update, put the "CustomerUser" settings from the Ker nel /
Confi g/ Def aul t s. pmintotheKer nel / Conf i g. pm Now change the MAP array and add the new
room number field, as shown in Script 11.10.

# Cust oner User
# (custoner database backend and settings)
$Sel f - >{ Cust omer User} = {
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Nane => ' Dat abase Backend',

Modul e => ' Kernel : : System : Cust oner User: : DB,

Params => {
# if you want to use an external database, add the
# required settings

# DSN => ' DBI : odbc: yourdsn',
# DSN => ' DBI : nysql : dat abase=cust onmer db; host =cust ormer dbhost ',
# User => "',
# Password => '",
Tabl e => ' customer_user',
}
# custoner unique id
Cust omerKey => 'login',
# custoner #
Custoner| D => 'custoner _id',
CustonerValid => 'valid_id',
Customer UserListFields => ['first_nanme', 'last_nane', 'emil’'],
# CustomerUserListFields => ['login', '"first_name', 'last_nane',
"custorer_id, ‘emil'],
Cust omer User SearchFields => ['login', 'last_nane', 'custoner_id],
Cust oner User Sear chPrefix => "',
Cust omer User Sear chSuffix => "*"
Cust oner User Sear chLi stLimt => 250,
Cust omrer User Post Mast er SearchFields => ['email '],
Cust omer User NaneFields => ['title', "first_name', 'last_nane'],
Cust omrer User Emai | Uni qCheck => 1,
# # show not own tickets in custoner panel, ConpanyTickets
# Cust omrer User Excl udePri maryCust omer I D => 0,
# # generate auto | ogins
# Aut oLogi nCreati on => 0,
# Aut oLogi nCreati onPrefix => "auto',
# # adm n can change custoner preferences
# Adm nSet Pref erences => 1,
# # cache time to live in sec. - cache database queries
# CacheTTL => 0,
# # just a read only source
# ReadOnly => 1,

Map => |

# note: Login, Email and CustonerlD needed!
# var, frontend, storage, shown (1=always,2=lite), required,
storage-type, http-link, readonly, http-link-target

[ "UserTitle', "Title', "title', 1, 0, 'var',

' O]i "UserFirstnane', 'Firstname', 'first_nane', 1, 1, 'var',

O ]i ' User Last nane' , ' Last nane', "l ast _nane', 1, 1, 'var',

P ]i "User Login', " User nane', "login', 1, 1, 'var',

O ]i " User Password' , ' Password', "pw 0, 0, 'var',

' O]i'UserEmail', "Emai | ", "email ", 1, 1, 'var',
01,
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User Custonerl D, 'CustonerlD, 'customer_id , 0, 1, 'var',

[
0],

[ ' UserPhone', ' Phone' ' phone' 1, 0, 'var',

P ]i " User Fax', ' Fax', "fax', 1, 0, 'var',

' O]i "User Mobi | e, ' Mobi |l e', "mobi |l e', 1, 0, 'var',

' O]i " User Roont , ' Roon ‘roon , 1, 0, 'var',

' O]i "UserStreet', "Street', 'street’, 1, 0, 'var',

' O]i "UserZip', "Zip', ‘zip', 1, 0, 'var',

' O]i "UserCity', "Gty', ‘city', 1, 0, 'var',

P ]i "User Country', "Country', ‘country', 1, 0, 'var',

P ]i "User Comment ', " Comment ', ‘comments', 1, 0, 'var',

' O]i'VaIidID’, "Valid', "valid_id, 0, 1, 'int",
", 0],

1.
# default selections
Sel ections => {
UserTitle => {
ML o= "ML,
'"Ms.' = "Ms.",
b
b
b

Script 11.10. Changing the map array.

Customize the customer_user table in the OTRS DB

Thelast step isto add the new room number column to the customer_user tablein the OTRS database (see
Script 11.11 below). In this column, the entries for the room numbers will be stored.

i nux: ~# nmysql -p

Ent er password:

Wel cone to the MySQL nonitor. Commands end with ; or \g.

Your MySQL connection id is 6 to server version: 5.0.18-Debian_7-1o0g

Type '"help;' or '"\h' for help. Type '\c' to clear the buffer.
nysqgl > use otrs;
Readi ng table information for conpletion of table and col um names

You can turn off this feature to get a quicker startup with -A

Dat abase changed
nysqgl > ALTER TABLE cust omer _user ADD r oom VARCHAR (200);
Query OK, 3 rows affected (0.01 sec)
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Records: 3 Duplicates: 0 Wrnings: O

nysql > quit
Bye
i nux: ~#

Script 11.11. Adding a new column to the customer _user table.

Now the new field for the room should be displayed in the customer.pl panel. New customers should have
to insert their room number if they register anew account. If you use apache and use mod_perl for OTRS,
you should restart the web server to activate the changes.
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Predefined states

OTRS allows you to change predefined ticket states and their types, or even add new ones. Two attributes
are important for a state: the state name and the state type.

The default states of OTRS are: ‘closed successful’, 'closed unsuccessful’, 'merged’, 'new’, 'open’, ‘pending
auto closet', 'pending auto close-', ‘pending reminder’ and ‘removed'.

New
Tickets are usually in this state when created from incoming e-mails.
Open
Thisisthe default state for tickets assigned to queues and agents.
Pending reminder
After the pending time has expired, the ticket owner will receive areminder email concerning the ticket.
If the ticket is not locked, the reminder will be sent to al agents in the queue. Reminder tickets will only

be sent out during business hours, and are repeatedly sent every 24 hours until the ticket state is changed
by the agent. Time spent by the ticket in this status will still add towards the escalation time calculation.

Pending auto close-

Ticketsin this status will be set to "Closed Unsuccessful” if the pending time has expired. Time spent by
the ticket in this status will till add towards the escalation time calculation.

Pending auto close+

Ticketsin this status will be set to "Closed Successful" if the pending time has expired. Time spent by the
ticket in this status will still add towards the escalation time cal culation.

Merged

Thisisthe state for tickets that have been merged with other tickets.

Closed Successful

This is the end state for tickets that have been successfully resolved. Depending on your configuration,
you may or may not be able to reopen closed tickets.

Closed Unsuccessful

This is the end state for tickets that have NOT been successfully resolved. Depending on your
configuration, you may or may not be able to reopen closed tickets.
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Customizing states

Every state has a name (state-name) and a type (state-type). Click on the States link on the Admin page
and press the button "Add state” to create anew state. Y ou can freely choose the name of anew state. The
state types can not be changed via the web interface. The database hasto be directly modified if you want
to add new types or change existing names. The default state types should typically not be modified as
this can yield unpredictable results. For instance, escalation calculations and the unlock feature are based
on specific state types.

The name of an already existing state can be changed, or new states added through this screen. If the state
"new" has been changed via the web interface, this change aso has to be configured via the config file
Ker nel / Confi g. pmor via the SysConfig interface. The settings specified in Script 12.1 have to be
modified to ensure that OTRS works with the changed state for "new".

[...]
# Post nast er Def aul t St at e

# (The default state of new tickets.) [default: new]
$Sel f->{ Post mast erDef aul t State} = 'new ;

# Custoner Defaul t St ate
# (default state of new custoner tickets)
$Sel f->{CustonerDefaul t State} = 'new ;

[...]
Script 12.1. Modifying the Kernel/Config.pm settings.

If anew state type should be added, theticket_state typetableinthe OTRS database needs to be modified
with a database client program, as shown in Script 12.2.

[inux: ~# mysqgl -p

Ent er password:

Wel cone to the MySQ nonitor. Conmands end with ; or \g.

Your MySQL connection id is 23 to server version: 5.0.16-Debian_1-1o0g

Type '"help;' or '"\h' for help. Type '\c' to clear the buffer
nysqgl > use otrs;
Readi ng table information for conpletion of table and col utm nanes

You can turn off this feature to get a quicker startup with -A

Dat abase changed

nysqgl > insert into ticket state type (nane, conments) val ues
("own',' Omn

state type');

Query OK, 1 row affected (0.00 sec)

nysql > quit
Bye
i nux: ~#

Script 12.2. Modifying the OTRS database.
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Now itispossibleto usethe new statetypeyou just created. After astate has been linked with thisnew state
type, the OTRS configuration also has to be changed to ensure that the new state is usable. Just modify
the following options via SysConfig:

Ticket -> Frontend::Agent::Ticket::ViewPhoneNew > AgentTicketPhonet###StateDefault - to define the
default next state for new phone tickets.

Ticket -> Frontend::Agent:: Ticket::ViewPhoneNew > AgentTicketPhone###StateType - to define the
available next states for new phone tickets.

Ticket -> Frontend::Agent:: Ticket::ViewEmailNew > AgentTicketEmail##StateDefault - to define the
default next state for new email tickets.

Ticket -> Frontend::Agent::Ticket::ViewEmailNew > AgentTicketEmail###StateType - to define the
available next states for new email tickets.

Ticket -> Frontend::Agent::Ticket::ViewPhoneOutbound > AgentTicketPhoneOutbound##State - to
define the default next state for new phone articles.

Ticket -> Frontend::Agent:: Ticket::ViewPhoneOutbound > AgentTicketPhoneOutbound##StateType -
to define the available next states for new phone articles.

Ticket:Frontend::Agent:: Ticket::ViewMove: Ticket::DefaultNextMoveStateType - to define the default
next state after moving aticket.

Ticket -> Frontend::Agent::Ticket::ViewBounce > StateDefault - to define the default next state after
bouncing aticket.

Ticket -> Frontend::Agent::Ticket::ViewBounce > StateType - to define the available next states in the
bounce screen.

Ticket -> Frontend::Agent:: Ticket::ViewBulk > StateDefault - to define the default next state in a bulk
action.

Ticket -> Frontend::Agent:: Ticket::ViewBulk > StateType - to define the available next statesin the bulk
action screen.

Ticket -> Frontend::Agent:: Ticket::ViewClose > StateDefault - to definethe default next state after closing
aticket.

Ticket -> Frontend::Agent::Ticket::ViewClose > StateType - to define the available next states in the
close screen.

Ticket -> Frontend::Agent::Ticket::ViewCompose > StateDefault - to define the default next state in the
Compose (reply) screen.

Ticket -> Frontend::Agent:: Ticket::ViewCompose > StateType - to define the available next statesin the
Compose (reply) screen.

Ticket -> Frontend::Agent:: Ticket::ViewForward > StateDefault - to define the default next state after
forwarding aticket.

Ticket -> Frontend::Agent:: Ticket::ViewForward > StateType - to define the available next statesin the
Forward screen.

Ticket -> Frontend::Agent::Ticket::ViewForward > StateDefault - to define the default next state of a
ticket in the free text screen.
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Ticket -> Frontend::Agent:: Ticket::ViewForward > StateType - to define the available next statesin the
free text screen.

Ticket -> Core::PostMaster > PostmasterDefaultState - to define the state of tickets created from emails.

Ticket -> Core::PostMaster > PostmasterFollowUpState - to define the state of tickets after a follow-up
has been received.

Ticket -> Core::PostMaster > PostmasterFollowUpStateClosed - to define the state of tickets after a
follow-up has been received on an already closed ticket.

Ticket -> Core:: Ticket > ViewableStateType - to define the state typesthat are displayed at various places
in the system, for example in the Queueview.

Ticket -> Core::Ticket > UnlockStateType - to define the state types for unlocked tickets.
Ticket -> Core:: Ticket > PendingReminderStateType - to define the state type for reminder tickets.
Ticket -> Core:: Ticket > PendingAutoStateType - to define the state type for Pending Auto tickets.

Ticket -> Core::Ticket > StateAfterPending - to define the state aticket is set to after the Pending Auto
timer of the configured state has expired.
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Chapter 13. Modifying ticket priorities

OTRS comes with five default priority levels that can be modified viathe "Priorities’ link on the Admin
page. When creating a customized list of priorities, please keep in mind that they are sorted a phabetically
in the priority selection box in the user interface. Also, OTRS orders tickets by internal database IDs in
the QueueView.

Note

Aswith other OTRS entities, priorities may not be deleted, only deactivated by setting the Valid
option to invalid or invalid-temporarily.

| mportant

If anew priority was added or if an existing one was changed, you might also want to modify
some values in SysConfig:

* Ticket:Core::Postmaster::PostmasterDefaultPriority - defines the default priority for all
incoming emails.

 Ticket:Frontend::Agent: Ticket::ViewPhoneNew:Priority - defines the default priority in the
New Phone Ticket screen for agents.

 Ticket:Frontend::Agent: Ticket::ViewEmailNew:Priority - defines the default priority in the
New Email Ticket screen for agents.

* Ticket:Frontend::Customer: Ticket::ViewNew:PriorityDefault - defines the default priority in
the New Ticket screen in the Customer frontend.
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Chapter 14. Creating your own themes

Y ou can create your own themes so asto use the layout you like in the OTRS web frontend. To create own
themes, you should customize the output templates to your needs.

More information on the syntax and structure of output templates can be found in the Developer Manual
at http://doc.otrs.org, especialy in the chapter on templates [http://doc.otrs.org/devel oper/3.0/en/html/
hacking.html#TemplatingM echanism].

As an example, perform the following stepsto create a new theme called "Company™:

1. Create a directory called Ker nel / Qut put / HTM./ Conpany and copy all files that you like to
change, from Ker nel / Qut put / HTM./ St andar d into the new folder.

I mportant

Only copy over the files you actually change. OTRS will automatically get the missing files
from the Standard theme. Thiswill make upgrading at alater stage much easier.

2. Customize the filesin the directory Ker nel / Qut put / HTM./ Conpany, and change the layout to
your needs.

3. To activate the new theme, add them in SysConfig under Frontend:: Themes.
Now the new theme should be useable. Y ou can select it viayour persona preferences page.
Warning

Do not change thethemefiles shipped with OTRS, since these changeswill belost after an update.
Create your own themes only by performing the steps described above.
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Chapter 15. Localization of the OTRS
frontend

OTRS offers multi-language support for its web interface.

Procedures for localization for the OTRS framework, steps to be followed to create a new language
trandation, as well as procedures for trandation customizations, can be found in the "Language
Trandations' [http://doc.otrs.org/devel oper/3.0/en/html/contributing.html#translate] chapter from the
developer manual on http://doc.otrs.org.
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Chapter 16. PGP

OTRS has the capability to sign or encrypt outgoing messages with PGP. Further, encrypted incoming
messages can be decrypted. Encryption and decryption are done with the GPL tool GnuPG. To setup
GnuPG for OTRS, the following steps have to be performed:

1. Install GnuPG, viathe package manager of your operating system.

2. Configure GnuPG for use with OTRS. The necessary directories for GnuPG and a private key have to
be created. The command shown in Script 16.1 has to be executed as user 'otrs from a shell.

[inux:~# su otrs

l'inux:/root$ cd

i nux: ~$ pwd

/opt/otrs

i nux: ~$ gpg --gen-key

gpg (GwuPG 1.4.2; Copyright (C) 2005 Free Software Foundation
I nc.

This program comes wi th ABSOLUTELY NO WARRANTY.

This is free software, and you are welconme to redistribute it

under certain conditions. See the file COPYING for details.

gpg: directory “/opt/otrs/.gnupg' created
gpg: new configuration file “/opt/otrs/.gnupg/ gpg.conf' created
gpg: WARNING options in “/opt/otrs/.gnupg/gpg.conf' are not yet
active during t
his run
gpg: keyring “/opt/otrs/.gnupg/secring.gpg’ created
gpg: keyring “/opt/otrs/.gnupg/ pubring.gpg' created
Pl ease sel ect what kind of key you want:
(1) DSA and El garmal (default)
(2) DSA (sign only)
(5) RSA (sign only)
Your selection? 1
DSA keypair will have 1024 bits.
ELG E keys nay be between 1024 and 4096 bits | ong.
What keysize do you want? (2048)
Request ed keysize is 2048 bits
Pl ease specify how | ong the key should be valid.

0 = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n nonths
<n>y = key expires in n years

Key is valid for? (0)
Key does not expire at al
Is this correct? (y/N vy

You need a user IDto identify your key; the software constructs
the user ID
fromthe Real Nane, Conment and Emmil Address in this form
"Heinrich Heine (Der Dichter) <heinrichh@uessel dorf.de>"
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Real nane: Ticket System

Emai | address: support @xanpl e. com

Comment: Private PGP Key for the ticket systemw th address
support @xanpl e. com

You selected this USER-1D

"Ticket System (Private PGP Key for the ticket systemwth
addr ess support @xanp

| e. con) <support @xanpl e. com"

Change (Nanme, (CQoment, (Eymail or (Okay/(Quit? O
You need a Passphrase to protect your secret key.

Passphrase: secret
Repeat passphrase: secret

W& need to generate a |lot of randombytes. It is a good idea to
perform

some other action (type on the keyboard, nove the nouse, utilize
t he

di sks) during the prime generation; this gives the random numnber

generator a better chance to gai n enough entropy.

++++++++++, ++++++++++++++++H T, A A, A+
+++++++++++++++,

+4++++++++++td bbb, R, R R >
++++++++ >

....... Sttt <Hbdtt L Y

Not enough random bytes available. Please do some other work to
gi ve

the OS a chance to collect nore entropy! (Need 280 nore bytes)

e T I O o o e o o S U SO S T S S A S S
+++++++H+++,

S O L S S o S O S
S o S

R R SO

............. +H++HANA

gpg: /opt/otrs/.gnupg/trustdb.gpg: trustdb created
gpg: key 7245A970 marked as ultimtely trusted
public and secret key created and signed.

gpg: checking the trustdb

gpg: 3 marginal (s) needed, 1 conplete(s) needed, PGP trust nodel

gpg: depth: 0 wvalid: 1 signed: O trust: 0-, O0g, On, Om
of, 1u

pub 1024D/ 7245A970 2006- 02- 03

Key fingerprint = 2ED5 BC36 D2B6 B055 7EE1 5833 1D7B F967
7245 A970
ui d Ti cket System (Private pgp key for ticket

systemw th addre
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SS support @xanpl e. com) <support @xanpl e. con
sub 20489/ 52B97069 2006- 02- 03

linux: ~$

Script 16.1. Configuring GnuPG.

Asshown in Script 16.1, the default settings can be applied for most of the required parameters. Only
thevaluesfor the key owner have to be entered correctly, with a proper password specified for the key.

. Now OTRS has to be made ready to use PGP. From the Admin console, open the SysConfig interface
and search for "PGP". Select the sub group Crypt::PGP from the search resullts.

In the screen for the PGP settings, PGP should be activated for OTRS (first option). Also, the path to
the gpg program should be set and checked.

The next config setting (PGP::Options) may aso require changing. Via this config setting, the
parameters that are used for every execution of gpg by the 'otrs' user can be specified. In particular,
the directory of the config files for GnuPG of the 'otrs' user is important. In the example / opt /
otrs/. gnupg isused. Thisdirectory was created earlier during the PGP configuration.

Via the next config option (PGP::Key::Password) it is possible to specify the pairs of key I1Ds and
their passwords for own private keys. Because communication partners from outside write to the ticket
system with their messages encrypted with your public key, OTRS can decrypt these messages with
the ID/passwords specified here.

How to get the id of your own private key? The ID of your own private key is already shown during
the key generation (see step 1 from above). It is also possible to get the ID if the command specified
in Script 16.2 is executed as user 'otrs”:

li nux: ~# su otrs
linux:/root$ cd

i nux: ~$ pwd
/opt/otrs
[inux:~$ gpg --list-keys

/opt/otrs/.gnupg/ pubring. gpg

pub 10240/ 7245A970 2006- 02- 03

ui d Ti cket System (Private pgp key for ticket
systemwi th

addr ess support @xanpl e. com) <support @xanpl e. conr

sub 20489/ 52B97069 2006- 02- 03

i nux: ~$

Script 16.2. Getting the ID of your own private key.

The ID of the private key can be found in the line that starts with "sub". It is a hexadecimal string that
is eight characterslong, in the example above it is "52B97069". The password you have to specify for
thiskey in the ticket system is the same that was given during key generation.

After thisdataisinserted, the"Update" button can be used to save the settings. OTRS isready to receive
and decrypt encoded messages now.
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4. Finaly, import a customer's public key. This ensures that encrypted messages can be sent out to this
customer. There are two ways to import a public key of a customer.

The first way isto specify the public key of a customer in the customer management interface.

The second way is to specify the key via the PGP settings, reachable from the Admin page. On the
right section of this screen, all already imported public keys of customers are displayed. After PGP has
been activated and configured for OTRS, your own public key should also be listed there. In the | eft
area of the PGP setting screen it is possible to search for keys. Also, anew public key can be uploaded
into the system from afile.

The files with the public key that need to be imported into OTRS have to be GnuPGP compatible key
files. In most cases, the key stored in afileisan "ASCII armored key". OTRS can deal with thisformat.
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Chapter 17. SIMIME

At first glance, encryption with SMIME seems a little more complicated than with PGP. First, you have
to establish a Certification Authority (CA) for the OTRS system, following which the procedures are
very much like those needed with PGP: configure OTRS, install your own certificate, import other public
certificates as needed, etc.

The SIMIME configuration is conducted outside the OTRS web interface for the most part, and should be
carried out in ashell by the 'otrs' user. The MIME configuration under Linux isbased on SSL (OpenSSL).
Therefore, check first of al whether the OpenSSL package is installed on your system. The OpenSSL
package includes a script called CA.pl, with which the most important steps of certificate creation can be
performed. To simplify the procedure, find out wherein the filesystem the CA..pl script is stored and enter
the location temporarily into the PATH variable of the shell (see Script 17.1 below).

otrs@inux:~> rpm-ql openssl | grep CA
/usr/share/ssl/ msc/CA pl

otrs@i nux: ~> export PATH=$PATH:. / usr/share/ssl/m sc
otrs@i nux: ~> whi ch CA pl

/usr/share/ssl/msc/CA pl

otrs@inux:~> nkdir tnmp; cd tnp

otrs@i nux: ~/tnp>

Script 17.1. Configuring SMIME.

Script 17.1 shows that a new temporary directory ~/tmp has been created, in which the certificate is to
be generated.

To create a certificate, perform the following operations in the command line (we assume that the OTRS
administrator has to create a SSL certificate for test and learning purposes. In case you aready have a
certified SSL certificate for the encryption, use it and skip these steps):

1. Establish your own Certification Authority for SSL. You need it to certify the request for your own
SSL certificate (see Script 17.2 below).

otrs@inux: ~/tnp> CA pl -newca
CA certificate filenanme (or enter to create)

Maki ng CA certificate ...

Generating a 1024 bit RSA private key
I o b o ok ok

,,,,,, ++++++

witing new private key to
Ent er PEM pass phrase:
Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be

i ncor por at ed

into your certificate request.

What you are about to enter is what is called a D stingui shed Nane

./ denoCA/ pri vat e/ cakey. peni

or a DN
There are quite a few fields but you can | eave sone bl ank
For sone fields there will be a default val ue,
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SIMIME

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:DE

State or Province Nane (full name) [Sone-State]: OTRS-state
Locality Name (eg, city) []: OTRS-town

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: Your
conpany

Organi zational Unit Nane (eg, section) []:

Common Nane (eg, YOUR nane) []:OIRS Adnmin

Emai | Address []:otrs@our-domain.tld

otrs@inux:~/tnp>|s -la denpCA/

total 8
-rwr--r-- 1 otrs otrs 1330 2006-01-08 17:54 cacert.pem
drwxr-xr-x 2 otrs otrs 48 2006-01-08 17:53 certs
drwxr-xr-x 2 otrs otrs 48 2006-01-08 17:53 crl
-rwr--r-- 1 otrs otrs 0 2006-01-08 17:53 index. txt
drwxr-xr-x 2 otrs otrs 48 2006-01-08 17:53 newcerts
drwxr-xr-x 2 otrs otrs 80 2006-01-08 17:54 private
-rwr--r-- 1 otrs otrs 17 2006-01-08 17:54 seri al
otrs@i nux: ~/tnp>

Script 17.2. Establishing a Certification Authority for SSL.

. Generate a certificate request (see Script 17.3 below).

otrs@i nux: ~/tnp> CA. pl -new eq
Cenerating a 1024 bit RSA private key

.......................................... ++++++
I o o b ok ok
witing new private key to 'new eq. pen
Ent er PEM pass phrase:
Verifying - Enter PEM pass phrase:
You are about to be asked to enter information that will be

i ncor por at ed

into your certificate request.

VWhat you are about to enter is what is called a Distingui shed Nane
or a DN

There are quite a few fields but you can | eave some bl ank

For sonme fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:DE\keyreturn

State or Province Nane (full name) [Sone-State]: OTRS-state
Locality Name (eg, city) []: OTRS-town

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: Your
conmpany

Organi zational Unit Nane (eg, section) []:

Common Nane (eg, YOUR nane) []:OIRS adnin

Emai | Address []:otrs@our-domain.tld

Pl ease enter the following 'extra' attributes
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to be sent with your certificate request

A chal | enge password []:

An optional conmpany name []:

Request (and private key) is in new eq.pem
otrs@inux:~/tnp>1s -la

total 4

drwxr-xr-x 6 otrs otrs 232 2006-01-08 17:54 denmpCA
-rwr--r-- 1 otrs otrs 1708 2006-01-08 18: 04 new eq. pem
otrs@i nux: ~/tnp>

Script 17.3. Creating a certificate request.

. Signing of the certificate request. The certificate request can either be signed and thereby certified by
your own CA, or made more credible by being signed by another external certified CA (see Script 17.4
below).

otrs@inux: ~/tnp> CA pl -signreq
Using configuration from/etc/ssl/openssl.cnf
Enter pass phrase for ./denpCA/ private/cakey. pem
Check that the request matches the signature
Si gnat ure ok
Certificate Details:
Serial Number:
fd:85:f6:9f:14:07: 16: c8
Validity
Not Before: Jan 8 17:04:37 2006 GVI
Not After : Jan 8 17:04:37 2007 GVI
Subj ect :

OTRS admi ni strat or
otrs@our-domain.tld

comonNane
emai | Addr ess
X509v3 ext ensi ons:

X509v3 Basic Constraints:
CA: FALSE

Net scape Conment :
penSSL Cenerated Certificate

X509v3 Subject Key ldentifier:

count r yName = DE

stat eOr Provi nceNane = OIRS-state

| ocal i t yNane = OIRS-t own

or gani zat i onNane = Your Conpany

01: D9: 1E: 58: CO: 6D: BF: 27: ED: 37: 34: 14: D6: 04: AC. C4: 64:98: 7A: 22
X509v3 Authority Key ldentifier:

keyi d: 10: 4D: 8D: 4C: 93: FD: 2C: AA: 9A: B3: 26: 80: 6B: F5: D5: 31: E2: 8E: DB: A8
Di r Nane: / C=DE/ ST=0TRS- st at e/ L=0OTRS- t own/ O=Your
Conmpany/
CN=OTRS admi n/ emai | Addr ess=ot rs@our-domain.tld
serial : FD: 85: F6: 9F: 14: 07: 16: C7

Certificate is to be certified until Jan 8 17:04:37 2007 GMI (365
days)
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Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commt? [y/n]y
Wite out database with 1 new entries

Dat a Base Updated

Signed certificate is in newcert.pem

otrs@i nux: ~/tnp>

Script 17.4. Sgning of the certificate request.

4. Generate your own certificate, and all data going with it, using the signed certificate request (see Script
17.5 below).

otrs@inux: ~/tnp> CA. pl -pkcsl2 "OIRS Certificate"

Enter pass phrase for new eq. pem

Enter Export Password:

Verifying - Enter Export Password:

otrs@inux:~/tnp>1s -la

total 12

drwxr-xr-x 6 otrs otrs 328 2006-01-08 18: 04 denmpCA
-rwr--r-- 1 otrs otrs 3090 2006-01-08 18: 13 newcert.pl2
-rwr--r-- 1 otrs otrs 3791 2006-01-08 18: 04 newcert.pem
-rwr--r-- 1 otrs otrs 1708 2006-01-08 18: 04 new eq. pem
otrs@i nux: ~/tnp>

Script 17.5. Generating a new certificate.
Now that these operations have been performed, the SMIME setup must be completed in OTRS.

This part of the setup is carried out in the Admin page, choosing the link "SMIME". In case the general
S/MIME support in OTRS has not yet been enabled, the mask points this out to the administrator and
provides an appropriate link for enabling it.

With the SysConfig group "Crypt::SMIME", you can also enable and configure the general SIMIME
support.

Hereyou can activate S'MIME support, and define the paths for the OpenSSL command and the directory
for the certificates. The key file created above must be stored in the directory indicated here. Otherwise
OpenSSL cannot use it.

The next step is performed in the SMIME configuration on the OTRS Admin page. Here, you can import
the private key(s) of the OTRS system and the public keys of other communication partners. Enter the
public key that has been created in the beginning of this section and added to OTRS.

Obvioudly, dl public SMIME keys of communication partners can be imported using the customer
administration tool aswell.
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Chapter 18. Access Control Lists
(ACLSs)

From OTRS 2.0 on, Access Control Lists (ACLs) can be used to control accessto tickets, modules, queues,
etc., or to influence actions on tickets (closing, moving, etc.) in certain situations. ACLs can be used to
supplement the exi sting permission system of rolesand groups . Using ACL s, rudimental workflowswithin
the system can be mapped, based on ticket attributes.

As yet, ACLs cannot be created using the SysConfig interface. They must be directly entered into the
Ker nel / Confi g. pmfile. Some ACL examples are listed below (Example 18-1, 18-2 and 18-3):

Example18.1. ACL allowing movement into aqueueof only thoseticketswith ticket
priority 5.

# ticket acl
$Sel f->{Ti cket Acl }->{' ACL-Name-2'} = {
# match properties
Properties => {
# current ticket match properties
Ti cket => {
Queue => ['Raw ],
Priority =>['5 very high'],
}
I
# return possible options (white Iist)
Possi ble => {
# possible ticket options (white Iist)
Ti cket => {
Queue => ["Alert'],
}

b

Example 18.2. ACL disabling the closing of tickets in the raw queue, and hiding
the close button.

$Sel f->{Ti cket Acl }->{' ACL-Nane-1'} = {
# match properties
Properties => {
# current ticket match properties
Ti cket => {
Queue => ['Raw ],
}
I3
# return possible options (white list)
Possi bl e => {
# possible ticket options (white list)
Ti cket => {
State => ['new , 'open', 'pending remni nder'],
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}

# possi bl e action options
Action => {

Agent Ti cket Lock => 1,

Agent Ti cket Zoom => 1,
Agent Ti cket Cl ose => 0,
Agent Ti cket Pendi ng => 1,
Agent Ti cket Note => 1,
Agent Ti cket Hi story => 1,
Agent Ti cketPriority => 1
Agent Ti cket FreeText => 1
Agent Ti cket Hi story => 1,
Agent Ti cket Conpose => 1,
Agent Ti cket Bounce => 1,
Agent Ti cket Ti cket Print => 1
Agent Ti cket Forward => 1,
Agent Ti cket Ti cket Li nk => 1
Agent Ti cket Print => 1,
Agent Ti cket Phone => 1,
Agent Ti cket Custoner => 1
Agent Ti cket Omer => 1,

},
b

Example 18.3. ACL removingthestatusfor all agents, only providingit for agroup.

$Sel f->{Ti cket Acl } ->{' ACL-Name-5'} = {
# match properties
Properties => {
# current ticket match properties (nmatch al ways)
1
# return possible options
Possi bl eNot => {
# possible ticket options
Ti cket => {
State => ['cl osed successful'],
1
1
1

In Script 18.1 thereis alist of al parameters which can be used for ACLs.

# ticket acl
$Sel f->{Ti cket Acl }->{' ACL- Name-Test'} = {
# match properties
Properties => {
# current action match properties
Frontend => {
Action => [' Agent Ti cket Phone', ' AgentTicketEmil'],
H

# current user match properties
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User => {
Goup_rw => |
"hotline",
I
}
# current user match properties
Ti cket => {

Queue => ['Raw ],

State => ['new , 'open'],

Priority => ['sonme priority'],
Lock => ['lock'],

CustonerID => ['sone id'],
CustonerUserI D => ['sone id'],

Ti cket FreekKeyl => ['sone key'],

Ti cket FreekKey2 => ['sone key'],

# ...

Ti cket FreekKey8 => [' sone key'],

Ti cket FreeText1l => ['some value'],
Ti cket FreeText2 => ['sonme value'],
# ...

Ti cket FreeText8 => ['some value'],

}
}
# return possible options (white list)
Possi bl e => {
# possible ticket options (white list)
Ti cket => {
Queue => ["Hotline', 'Koordination'],
State => => ['sone state'],
Priority => ['5 very high'],
Ti cket FreekKeyl => ['sone key'],
Ti cket FreekKey2 => ['sone key'],
# ...
Ti cket FreekKey8 => [' sone key'],
Ti cket FreeText1l => ['some value'],
Ti cket FreeText2 => ['some value'],
# ...
Ti cket FreeText8 => ['some value'],
}
# possible action options (white list)
Action => {
Agent Ti cket Lock => 1,
Agent Ti cket Zoom => 1,
Agent Ti cket Cl ose => 1,
Agent Ti cket Pendi ng => O,
Agent Ti cket Note => 1,
Agent Ti cket Hi story => 0,
Agent Ti cketPriority => 1,
Agent Ti cket FreeText => 0,
Agent Ti cket Hi story => 1,
Agent Ti cket Conpose => 1,
Agent Ti cket Bounce => 1,
Agent Ti cket Ti cket Print => 0,
Agent Ti cket Forward => 1,
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Agent Ti cket Ti cket Li nk => 1,
Agent Ti cket Print => 1,
Agent Ti cket Phone => 1,
Agent Ti cket Cust oner => 1,
Agent Ti cket Omer => 0,
b
}
# renmove options (black Iist)
Possi bl eNot => {
# possible ticket options (black list)

Ti cket => {
Queue => ["Hotline', 'Koordination'],
State => ['closed', 'renopved'],

}l

},
b

Script 18.1. Valid parameters for ACLs.
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Chapter 19. Stats module

The OTRS stats modul e holdsfeaturesto track operational statistics and generate custom reports associated
with OTRS usage. The OTRS system usestheterm "stat" generically to refer to areport presenting various

indicators.

Proper configuration of the OTRS stats module is associated with a multitude of requirements and
considerations. These include the various OTRS modules to be evaluated, user permission settings,
indicators to be calculated and their complexity levels, ease of configuration of the stats module, speed
and efficiency of calculations, and support of arich set of output variants.

Statistical elements, i.e. files which supplement the functionality of the stats module for specific

requirements, can be integrated for calculating complex statistics.

Handling of the module by the agent

When signed on as an agent, the navigation bar displays the link "Statistics'. This has various submenu

options, as shown in Figure 19.1.

2510 2°2'2°0 m @ = 1

DASHBOARD | TICKETS _DUSTOMERS ADMIN @

Dashboard

Reminder Tickets » Settings

Locked Tickets (1) L
- 1 have a problem -146h45m

7 Day Stats

Escalated Tickets

Al (0) L

New Tickets

Al (2) L
= test1 6d6h ™
= Welcome to OTRS! 386d2h

Upcoming Events
Open Tickets / Need to be answered

All (0) 1

ons OTRS News

Figure 19.1. Statistics menu options.

The different options provided in the statistics menu are:

» Overview. Presents alist of different pre-configured reports.
* New. Requires rw rights.

« Import. Requires rw rights.

Overview

in as Miguel Hidalge y Costila m

Selecting the "Statistics' link in the navigation bar, and then the submenu link "Overview", calls up the
Overview screen. The Overview screen presents alist of all pre-configured reports the agent can use (see

Figure 19.2 below).
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Figure 19.2. Overview of the standard reports.

The following information is provided for each of the standard reports listed in the Overview:
» Stat#. Unique report number.

* Title. Title of the report.

» Object. Object used for generating the statistic. In the case of a static statistic, no object is displayed as
no dynamic object is used for its generation.

» Description. A brief description of the report.

When the statsmoduleisinstalled, it comes preloaded with afew sample reportsimported into the system.
These are shown as alist on the Overview page. If the Overview list extends to more than a single page,
the agent can browse through the different pages. The list of reports can be sorted as desired, by clicking

the desired column header in the list. To generate a particular report, click on the stat number associated
with the report in the Overiew list. This brings up the "View" interface for the report.

Generate and view reports

The view user interface provides the stat's configuration settings (see Figure 19.3 below).
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Figure 19.3. Viewing a specific report.

Configuration settings for a particular report can be set within the range of options in the View screen.
Either the report creator or any others with the appropriate permissions can make the settings.

The page shows the following:
* Possible actions:
» Go to overview. Link back to the Overview list of reports.
« Edit. Edit the current report structure (rw rights required).
» Delete. Delete the current report (rw rights required).
« Export config. Export areport configuration, viafile download (rw rights required).

Usage: Export and Import functions allow for the convenient creation and testing of reports on test
systems and subsequent easy integration into the production system.

* Report details:

* Sat#. Number of the report.

Title. Title of the report.

Object. Object used for generating the report.
« Description. Description on the report's purpose.

< Format. Report output format which, depending on the configuration, can be any of the following
output formats:

« CSV.
o Print.
e Graph-lines.
e Graph-bars.
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¢ Graph-hbars.

 Graph-points.

 Graph-lines-points.

e Graph-area.

» Graph-pie.

Graphsize. Size in pixels for the graphic / chart. This option is only given when the report
configuration alows a chart. All generally usable graphic sizes are configured by the OTRS
administrator in SysConfig. The agent can then pre-select all relevant formats, while configuring the

report.

Sum rows. Indicates whether the report is amended by a column, whose cells state the sums of the
respective rows.

Sum columns. Indicates whether the report is amended by a row, whose cells state the sum of the
respective columns.

Cache. Indicates whether the generated report is cached in the filesystem.

Valid. This can be set to "invalid" if areport must not be run temporarily for any reason. The " Start"
button in the bottom of the right panel is then no longer displayed. The report can no longer be
generated.

Created. Creation time of the report.

Created by. Name of the agent who created the report.

Changed. Time when the report was last modified.

Changed by. Name of the agent who altered the report last.

X-axis. Using this function, the agent can switch the x and y axes (only when activated by the OTRS
administrator).

The general information is followed by information about the report itself. There are two different
report (or stat) views:

« Static stat view. Static report generators can be integrated into the stats module (see Figure 19.4
below).

136



Stats module
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Figure 19.4. Viewing a static report.

» Dynamic stat view (see Figure 19.3 above). They can be displayed in two different ways:
» Unchangeable settings. The originator of the report has no permission for modifying thisfields.
» Changeable settings. The configuration settings of such reports can be changed by the agent.

Pressing the "Start" button (at the bottom of the screen) is the last step to generate the report. There are
two possible reasons for this button to not be displayed:

1. Thereport was set to invalid and thus, deactivated.

2. The report was not configured cleanly and is, therefore, not yet executable. In this case, the necessary
information can be found in the OTRS notification section (below the navigation bar).

If the settings on the View page are incorrect, this page is shown again after the " Start” button was pushed,
and information about which input was incorrect is provided in the notification section.

New

Agents with write rights can edit an existing report configuration by calling up the edit user interface of
the stats module. Alternately, they may create a new report. The associated screens can be reached in the
following manner:

1. Edit: Viathe "Edit" button in the stat view.

2. New: Viathe "New" link in the Statistics menu from the navigation bar, or the "Add" button from the
Overview page.

The stats are edited with awizard in four steps:
1. General specifications.

2. Definition of the element for the X-axis.

3. Specification of the value series.

4. Selecting the restrictionsto limit the report.
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Steps 2 through 4 are only needed for the generation of reports with dynamic stats. For a static stat, only
the general information (point 1) is required.

Information about how to handle the page is provided on each of these screens, below the Actions panel
in aHints panel.

If incorrect inputs are entered, the previously processed user interface is displayed again and with
information about the incorrect input. This information can be found in the OTRS notification section.
The next input user interface is only displayed after the current form has been filled out correctly.

1. General specifications. It isthe first page of the Edit wizard (see Figure 19.5 below).

DASHBOARD ADMIN Q

Edit: Stat# 10001

Actions General Specifications (1/4)

Go to overview *Tile: | jst of the most time-cansuming tickets

#Descriplion: | 1355 o= tickets closed last

month which reguired the most

time to ess

NOTE: Please check the sutput ~
» Dynamic-Object Ticketlist

* Permissions: | admin

sssss

*Resultformat [

graph-area
graph-bars
graph-hbars -

1200x800 -
nnnnnnnnn

Figure 19.5. Editing the general specifications of a report.

In the screen showed in Figure 19.5, there are a great number of common specifications and settings
that can be edited:

« Title. Should reflect the stat's purpose in a concise manner.

» Description. More descriptive information about the report definition, type of configuration
parameters, €etc.

» Dynamic object. If the OTRS ingtallation provides various dynamic objects, one of them can be
chosen. The objects meet the requirements of the particular modules.

» Satic file. Usually this selection is not shown, as only static files which are not yet assigned to any
reports are displayed. If "Static file" is displayed, however, it is important to tick the option field
and select a generation mode (dynamic with a dynamic object or static with afile). If agtatic fileis
selected, the input user interfaces 2 through 4 are not shown as the static file contains al required
configuration settings.

» Permission settings. Facilitate a restriction of the groups (and therefore, agents) who can later view
and generate the preconfigured reports. Thus the various reports can be alocated to the different
departments and work groups who need them. It is possible to alocate one report to various groups.

Example 1: The "stats" group was selected. The report is viewable for all users having at least ro
rights for the "stats" group. This accessis available by default.
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Example 2: A group named "sales' was selected. All users with ro rights for the "sales’ group can
see the stat in the view mode and generate it. However, the report will not be available for viewing
by other users.

» Format. Output format of the stat: Depending on the configuration, one or more of the following
formats can be chosen:

* CSV.
* Print.
 graph-lines.
 graph-bars.
 graph-hbars.
« graph-points.
 graph-lines-points.
e graph-area.
» graph-pie.
e Graphsize. Select the chart sizein pixels. Thisselection isonly necessary if agraphical output format
has been chosen under "Format”. All graphic sizes that can generally be used are defined by the
OTRS administrator in SysConfig. When configuring the report, the agent can pre-select al relevant

formats.

e Sumrows. Indicates whether the report is amended by a column, whose cells contain the sum of the
respective row.

* Sum columns. Indicates whether the report is amended by arow, whose cells contain the sum of the
respective column.

» Cache. Specifies if the generated report should be cached in the filesystem. This saves computing
power and time if the report is called up again, but it should only be used if the report's content is
no longer changing.

Caching is automatically prevented if the report contains no time designation values, or if atime
designation value points to the future.

If acached report is edited, all cached datais deleted.
 Valid. This can be set to "invalid" if a pre-configured report must not be run temporarily for any
reason. The "Start" button in the bottom of the right panel is then no longer displayed. The report

can no longer be generated.

. Definition of the element for the X-axis. It is the configuration of the element used for the depiction of
the X-axis or, if tables are used, of the column name applied to the X-axis (see Figure 19.6).
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Figure 19.6. Definition of the element for the X-axis.

First of al, an element is selected using the option field. Then two or more attributes of the element
must be selected. If no attributes are selected, al attributes are used including those added after the
configuration of the report.

If the "Fixed" setting is disabled, the agent generating the report can change the attributes of the
respective element in the "View" user interface.

Time elements are different as time period and scale have to be stated. Type and number of elements
result from the used dynamic object and vary depending on it.

If al input is correct, the "Next" button leads to the "Value series’ form. It is also possible to go back
to editing earlier sections.

. Specification of the value series.

In the third step of the report configuration, the value series are defined (see Figure 19.7 below). They
will later form the individual graphs or the various series within a tabular view.
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Figure 19.7. Definition of the value series.

If an element is selected, each chosen attribute will correspond to a value series (see the Example 19-1
below).

Example 19.1. Definition of a value series - one element
Element Queue:
* Vaueseries1=Raw

» Vaueseries 2 = Junk

If two elements are selected, each selected attribute of the first element is combined with an attribute
of the second element to form a value series (see Example 19-2 below).

Example 19.2. Definition of a value series - two elements
Element 1 queue, Element 2 status:

* Vauechain 1= Raw - open

e Value series 2 = Raw - successfully closed

e Value series 3 = Junk - open

e Value series 4 = Junk - successfully closed

Selection of three or more elementsis not allowed.

Additionally the same conditions apply to the selection of the attributes and the "Fixed" checkbox as
to the "X-axis" selection:

« If no attributes of the element are selected, all attributes are used, including those added after the
configuration of the report.

« If the "Fixed" setting is disabled, the agent generating the report can change the attributes of the
respective element.

. Setting restrictions to the report. Thisisthe fourth and final step of the configuration (see Figure 19.8
below). Therestrictions serve to limit the results to the selected criteria. In many cases, no restrictions
at all may be set up.
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Figure 19.8. Definition of restrictions.

After all therestrictions are set up, the configuration of the report is completed by pressing the "Finish"
button.

Import

The Import user interface (see Figure 19.9 bel ow) can be accessed by choosing from the navigation bar, the
link "Statistics", then "Import". Alternately, pressing the Import button on the Overview screen achieves
the same result. "rw" rights to the report are required.

DASHBOARD ADMIN Q

TICKETS STATISTICS CUSTOMERS

Import Stat

Browse_

Top of page Y

Figure 19.9. The Import user interface.

Facilitates the import of reports and is, when combined with the export function of the module, a very
handy functionality. Stats can be created and tested conveniently on test systems, then imported into the
production system.

Theimport is effected by an easy file upload. The "View" user interface of the imported report is opened
automatically afterwards.
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Administration of the stats module by the
OTRS administrator

This section provides information about the tasks and responsibilities of the OTRS administrator dealing
with the statistics module.

Permission settings, Groups and Queues

No new queues and/or groups are created when the stats module is installed.

The default configuration of the modul e registration gives all agentswith "stats' group permissions access
to the stats module.

Access according to permission settings:

* rw. Allows configuring statistics and reports.

* ro. Permits generating pre-configured statistics and reports.

The OTRS administrator decides whether agents with the permission to generate pre-configured reports

areallocated rorightsin the "stats' group, or if their respective groups are added in the modul e registration
in SysConfig.

SysConfig
The SysConfig groups Framework:Core:: Stats, Framework:Core:: Stats::Graph and
Framework:Frontend:: Agent:: Statscontain all configuration parametersfor the basi ¢ set-up of the statistics

module. Moreover, the configuration parameter $Self->{ 'Frontend::Module’} ->{'AgentStats} controlsthe
arrangement and registration of the modules and icons within the statistics module.

Administration of the stats module by the
system administrator

Generally, no system administrator is needed for the operation, configuration and maintenance of the
statistics module. However, a little background information for the system administrator is given at this
point.

Note

File paths refer to subdirectories of the OTRS home directory (in most cases/ opt / ot r s).

Data base table

All report configurations are implemented and administrated in XML, and therefore stored in the database
table "xml_storage”. Other modules whose content is presented in xml format use this table as well.

List of all files

The following files are necessary for the stats module to work accurately:
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e Kernel /System Stats. pm

» Kernel / Modul es/ Agent St ats. pm

» Kernel / System CSV. pm

» Kernel / Qut put/ HTM./ St andar d/ Agent St at sOver vi ew. dt |

* Kernel / Qut put/ HTM_/ St andar d/ Agent St at sDel et e. dt |

e Kernel / Qut put/ HTM./ St andar d/ Agent St at sEdi t Speci fi cati on. dtl
» Kernel / Qut put/ HTM./ St andar d/ Agent St at sEdi t Restri cti ons. dt|
» Kernel / Qut put/ HTM./ St andar d/ Agent St at sEdi t Xaxi s. dt |

* Kernel / Qut put/ HTM./ St andar d/ Agent St at sEdi t Val ueSeri es. dt |
* Kernel / Qut put/ HTM./ St andar d/ Agent St at sl nport . dt|

e Kernel / Qut put/ HTM./ St andar d/ Agent St at sPri nt. dt |

» Kernel / Qut put/ HTM./ St andar d/ Agent St at sVi ew. dt |

» Kernel / System St ats/Dynami c/ Ti cket. pm

* bin/otrs. GenerateStats. pl

Caching

Whether the results of a statistic are to be cached or not can be setup in the configuration. Cached report
resultsare stored asfilesinthevar / t npdirectory of the OTRS installation (in most cases/ opt / ot r s/
var/ t np).

Cached stats can be recognized by the " Stats" prefix.

If the datais lost, no major damage is caused. The next time the report is called up, the stats module will
not find the file any more and so will generate a new report. Of course this will probably take a little
longer to run.

otrs.GenerateStats.pl

Thisfileissaved in the bi ndirectory. It facilitates the generation of report in the command line.

As an example, see the command line call in Script 19.1.

bi n> perl otrs.GenerateStats.pl -n 10004 -o /output/dir
Script 19.1. Generating a report from the command line.

A report from the stat configuration " Stat# 10004" is generated and saved as csv in the/ out put / di r
directory.

The generated report can also be sent as an e-mail. More information can be called up with the command
in Script 19.2.
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bi n> perl otrs.CGenerateStats.pl --help

Script 19.2. Getting information about the otrs.GenerateStats.pl file.

Automated stat generation - Cronjob

It usually does not make sense to generate reports manually via the command line, as the stats module
has a convenient graphical user interface. However, generating reports manually does make sense when
combined with a Cronjob.

Imagine the following scenario: On the first day of every month, the heads of department want to receive
areport for the past month. By combining a cronjob and command line call the reports can be sent to them
automatically by e-mail.

Static stats

The stats module facilitates the generation of static statistics. For every static stat a file exists in which
its content is precisely defined.

Thisway, very complex stats can be generated. The disadvantage isthat they are not particularly flexible.

Thefiles are saved in the directory Ker nel / Syst em Stats/ Static/.

Using old static stats

Prior OTRS versions 1.3 and 2.0 already facilitated the generation of stats/ reports. Various reports for
OTRS versions 1.3 and 2.0 which have been specially developed to meet customers' requirements can be
used in recent OTRS versions too.

The files must merely be moved from the Ker nel / Syst en1 St at s/ path to Ker nel / Syst em
St at s/ St ati ¢/ . Additionally the package name of the respective script must be amended by "::Static".

The following example shows how the first path is amended.
package Kernel::System: Stats::Account edTi ne;

package Kernel::System:Stats::Static::Account edTi ne;

Default stats

"It is not always necessary to reinvent the whedl..."

The stats module provides various default reports. Reports which are of interest for all OTRS users will
in future be added to the default reports set of the stats module package. Default reports are saved in the
stats module xml format inthescri pt s/ t est / sanpl e/ directory.
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Chapter 20. Additional applications

Y ou can install additional application packages to extend the functionality of the OTRS framework. This can be done
via the package manager from the Admin page, which downloads the applications from an online repository and
manages package dependencies. It is also possibleto install packages from local files.

FAQ

The FAQ is the Knowledge Base component. It supports editing and viewing of FAQ articles. Articles
can be viewed and restricted to agents, customer users or anonymous users. They can also be structured
in groups, and be in different languages.
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Chapter 21. Performance Tuning

Presented below is a list of performance enhancing techniques for your OTRS installation, covering configuration,
coding, memory use and more.

OTRS

There are several options to improve OTRS performance.

TicketindexModule

There are two backend modules for the ticket index:

Using Kernel::System:: Ticket::IndexAccelerator::RuntimeDB (default), generate each queue view on
the fly from the ticket table. Y ou will not have performance trouble until you have about 60,000 open
ticketsin your system.

Kernel::System:: Ticket::IndexAccelerator:: StaticDB, the most powerful module, should be used when
you have above 80,000 open tickets. It uses an extra ticket _index table, which works like a view.
Use bi n/ ot rs. Rebui | dTi cket | ndex. pl for generating an initial index build after switching
backends.

Y ou can change the IndexAccelerator via SysConfig.

TicketStorageModule

There are two different backend modules for the ticket/article storage:

Configure Kernel::System::Ticket:: ArticleStorageDB (default) to store attachments, etc. in the database.
Note: Don't use it with large set ups.

Pro: If your webserver user isn't the 'otrs' user, use this module to avoid file permission problems.

Con: It is not advisable to store attachments in your database. Take care that your database is able to
store large objects. E.g. Configure MySQL with "set-variable = max_allowed_packet=8M" to store 8
MB objects (the default is 2M).

Configure Kernel::System:: Ticket::ArticleStorageFsS to store attachments etc. on the local file system.
Note: Recommended for large setups.

Pro: Itisfast!

Con: Y our web server user should be the 'otrs' user. Also, if you have multiple front-end servers, you
should make sure thefilesystem is shared between the servers. So placeit on an NFS share or preferably
aSAN or similar solution.

Note: you can switch from one back-end to the other on the fly. You can switch the backend in the
SysConfig, and then run the command line utility ot rs. Arti cl eSt orageSwi t ch. pl to put the
articles from the database onto the filesystem or the other way around. Y ou can use the -s and -d options

to

specify the source and destination back-ends. Please note that the whole process can take considerable

time to run, depending on the number of articles you have and the available CPU power and/or network
capacity.
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shel Il > bin/otrs. ArticleStorageSwitch.pl -s ArticleStorageDB -d
Articl eSt orageFS

Script 21.1 Switching storage back-ends from database to filesystem.

Archiving Tickets

As OTRS can be used as an audit-proof system, deleting closed tickets may not be agood idea. Therefore
we implemented a feature that allows you to archive tickets.

Tickets that match certain criteria can be marked as "archived" These tickets are not accessed if you do
aregular ticket search or run a Generic Agent job. The system itself does not have to deal with a huge
amount of tickets any longer as only the "latest" tickets are taken into consideration when using OTRS.
This can mean a huge performance gain on large systems.

To use the archive feature simply follow these steps:
1. Activate the archive system in SysConfig

In the Admin page, go to SysConfig and select the group Ti cket . In Cor e: : Ti cket you find the
option Ti cket : : Archi veSyst emwhichisset to "no" by default. Change this setting to "yes" and
save this change.

2. Define a GenericAgent job
On the Admin page, select GenericAgent and add a new job there.
a. Job Settings
Provide a name for the archiving job, and select proper options to schedule this job.
b. Ticket Filter

Theticket filter is searchesfor tickets that match the selected criteria. It might be agood ideato only
archive those tickets in a closed state that have been closed afew months before.

c. Ticket Action
In this section, set the field labeled "Archive selected tickets® to "archive tickets'.
d. Savethejob
At the end of the page you will find an option to save the job.
e. Affected tickets
The system will display all tickets which will be archived when executing the Generic Agent job.
3. Ticket Search

When you search for tickets, the system default isto search tickets which are not archived. If you want
to search through archived tickets also, simply add "archive search" while defining search criteria.

Database

DB issues vary by the database being used. Study the documentation for your database or check with your
database administrator.
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MySQL

If you usethe MySQL tabletype MylSAM (whichisthe default), and have deleted alarge part of atable or
if you have made many changesto atable with variable-length rows (tables that have VARCHAR, BLOB
or TEXT columns), you need to defragment the datafile (tables) with the "optimize" command.

You should try this if the mysgld daemon needs a lot of your CPU time. Optimize the tables - ticket,
ticket_history and article (see Script 21.2 below).

shelI'$ nmysql -u user -p database
nysql $ optim ze table ticket;

nysql $ optim ze table ticket_history;
nysql $ optim ze table article;

Script 21.2. Optimizing data base tables.

PostgreSQL

PostgreSQL is best tuned by modifying the postgresgl.conf file in your PostgreSQL data directory. For
advice on how to do this, see these articles:

* http://www.revsys.com/writings/postgresqgl-performance.html [http://www.revsys.com/writings/
postgresqgl-performance.html]

* http://varlena.conVGeneral Bits/Tidbits/perf.html [http://varlena.com/General Bits/ Tidbits/perf.html]

« http://varlena.com/General Bits/Tidbits/annotated conf_e.html [http://varlena.com/General Bity/
Tidbits/annotated_conf_e.html]

If performanceis still not satisfactory, we suggest that you join the PostgreSQL Performance mailing list
( http://www.postgresqgl.org/community/lists ), and ask questions there. The folks on the PostgreSQL list
are very friendly and can probably help.

Webserver

Of course you should use mod_perl 2.0 ( http://perl.apache.org/ ). It's much faster (~ * 100) than pure
cgi. But it needs more RAM.

Pre-established database connections

Y ou can have the database connections pre-established on startup of the web server. This savestime (see
README.webserver).

Preloaded modules - startup.pl
Use the startup script scri pt s/ apache2-perl -startup. pl for preloaded/precompiled Perl

modules on your mod_perl webserver to be faster, with a smaller memory footprint (see
README.webserver).

Reload Perl modules when updated on disk

By default Apachee::Reload is used in scripts/apache2-httpd.include.conf. Disable it and you will get 8%
more speed. But remember to restart the web server if you install any modules via the OTRS Package
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Performance Tuning

Manager, or any values in your SysConfig or in Kernel/Config.pm. Important: this would also mean you
can't use the OTRS Package Manager via the web interface, you need to use the command line variant -
bi n/ ot rs. PackageManager . pl .

Choosing the Right Strategy

If you have aredly large installation, say over 1,000 new tickets per day and over 40 agents, it is agood
ideato read "Choosing the Right Strategy" ( http://perl.apache.org/docs/1.0/guide/strategy.html ).

mod_gzip/mod_deflate

If your bandwidth is small, use mod_deflate for Apache2. If you have an html page with 45k, mod_gzip/
mod_deflate compresses it to about 7k. The drawback is that this increases the load on the server side.
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Chapter 22. Backing up the system

This chapter describes the backup and restore of the OTRS data.

Backup

There aretwo types of datato backup: application files (e.g. thefilesin/ opt / ot r s), and the data stored
in the database.

To simplify backups, the script scri pt s/ backup. pl isincluded with every OTRS installation. It can
be run to backup all important data (see Script 22.1 below).

linux:/opt/otrs# cd scripts/

linux:/opt/otrs/scripts# ./backup.pl --help

backup. pl <Revision 1.1> - backup script

Copyright (c) 2001-2005 Martin Edenhofer <martin@trs. org>
usage: backup.pl -d /data_backup/ [-c bzip2|gzip] [-r 30] [-t
nof ul | backup]

I inux:/opt/otrs/scripts#

Script 22.1. Getting help about the OTRS backup mechanism.

Execute the command specified in Script 22.2 to create a backup:

linux:/opt/otrs/scripts# ./backup.pl -d /backup/

Backup /backup//2010-09-07_14-28/ Config.tar.gz ... done
Backup /backup//2010-09-07_14-28/ Application.tar.gz ... done
Dunp MySQ. rdbns ... done

Conpress SQ-file... done
i nux:/opt/otrs/scripts#

Script 22.2. Creating a backup.
All data was stored in the directory / backup/ 2010- 09- 07_14- 28/ (see Script 22.3 below).
Additionally, the data was saved into a .tar.gz file.

linux:/opt/otrs/scripts# |s /backup/2010-09-07_14-28/
Application.tar.gz Config.tar.gz DatabaseBackup.sql.gz
linux:/opt/otrs/scripts#

Script 22.3. Checking the backup files.

Restore

To restore a backup, the saved application data has to be written back into the installation directory, e.g.
/ opt / ot r s. Also the database has to be restored.

A script scripts/restore. pl (see Script 22.4 below), which simplifies the restore process, is
shipped with every OTRS installation. It supports MySQL and PostgreSQL .
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linux:/opt/otrs/scripts# ./restore.pl --help

restore.pl <Revision 1.1> - restore script

Copyright (c) 2001-2005 Martin Edenhofer <martin@trs. org>
usage: restore.pl -b /data_backup/<TIM=>/ -d /opt/otrs/
linux:/opt/otrs/scripts#

Script 22.4. Getting help about the restore mechanism.

Data that is stored, for example, in the directory / backup/ 2010- 09- 07_14- 28/, can be restored
with the command specified in Script 22.5, assuming the OTRS installationisat / opt / ot r s.

linux:/opt/otrs/scripts# ./restore.pl -b /backup/2010-09-07_14-28 -d /
opt/otrs/

Rest ore /backup/2010-09-07_14-28//Config.tar.gz ...

Rest ore /backup/2010-09-07_14-28// Application.tar.gz ...

create MySQL

deconpresses SQ.-file ...

cat SQ-file into MySQL dat abase

conpress SQ.-file...

linux:/opt/otrs/scripts#

Script 22.5. Restoring OTRS data.
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Appendix A. Additional Resources

We try to support you with the very latest information about OTRS. We also give you a good way to
provide us with your feedback.

Homepage OTRS.org

Y ou can find our project homepage at http://mmww.otrs.org/ (see Figure A-1 below).

Get involved

What is OTRS?

OTRS is an Open source Ticket Request System (also well known as trouble ticket system) with many features to
manage customer telephone calls and e-mails. The system is builtto allow your support, sales, pre-sales, billing,
intemal IT, helpdesk, etc. department to react quickly to inbound inquiries. Do you receive many e-mails and want
to answer them with a team of agents? You're going to love the OTRS!

Itis distributed under the GNU Affero OTRS 3 - A First Look -t

General Public License (AGPL) and tested e
on Linux, Solaris, AlX, FreeBSD,
OpenBSD, Mac 0% 10.x and Windows.

The ((atrs)) company provides : p
commertial senices (2.9 support,
consutting, training, prebuitt-systems, etc.}
forthe OTRS (Enalish and German)

Try our demo system to get an impression
of this kind of magic.

P | otti] 0:00/215 @

Services / About

m

News DEE0O

2010-07-27, OTRS User WMeetup
2010/08 will take place! Instead of
Release party!

OTRS 3.0 Beta Release parly canceled!
Now OTRS User Meetup 2010/08 will
take place in Germany. [z]

2010-07-25 OTRS 3.0 Beta Release
party canceled!

OTRS 3.0 Beta Release party cancelzd!
J£3)

2010-07-13, OTRS iPhone App udpate
OTRS AG has postponed the release of
the iPhone App. [2]

2010-07-09, OTRS invites all interested
fo & beta release part!

OTRS is hosting an intemational
release party, and you are invited. [»]

2010-06-28, OTRE AG to release

iPhone App. (Sneak Developer Preview’

The OTRS AG was please to announce

Figure A-1. OTRS Homepage.

Mailing lists

N - - . |

The Table A-1 shows you our different community mailing lists.

Table A.1. Mailinglists

Name

Description

Homepage

announce@otrs.org

Low traffic list, in English, for
announcements of new OTRS
releases and security issues.

http://lists.otrs.org/cgi-bin/
listinfo/announce [http://
lists.otrs.org/cgi-bin/listinfo/
announce]

otrs@otrs.org

Medium to high traffic list, in
English, where you can find al
sorts of questions on, and support
for the product.

http://lists.otrs.org/cgi-bin/
listinfo/otrs  [http://lists.otrs.org/
cgi-bin/listinfo/otrs]

otrs-de@otrs.org

Medium to high traffic list, in
German, where you can find all
sorts of questions on, and support
for, the product.

http://lists.otrs.org/cgi-bin/
listinfo/otrs-de [http://
lists.otrs.org/cgi-bin/listinfo/otrs-
de]

dev@otrs.org

Medium traffic list, in English,
where the OTRS developers

http://lists.otrs.org/cgi-bin/
listinfo/dev  [http://lists.otrs.org/
cgi-bin/listinfo/dev]
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Additional Resources

Name Description Homepage
discuss various design and
implementation issues.
doc-de@otrs.org Low traffic list, in German, with| http://lists.otrs.org/cgi-bin/
al sorts of questions on the|listinfo/doc-de [http://
documentation of the product. lists.otrs.org/cgi-bin/listinfo/doc-
de]
i18n@otrs.org Low traffic list, in English,|http://lists.otrs.org/cgi-bin/
for internationalization  and|listinfo/i18n [http://lists.otrs.org/

localization questions. If you are
or want to become a trandlator
of the OTRS project or have
any problems with one of our
applications in an international
environment, this is where you
should connect.

cgi-binlistinfo/i18n]

cvs-log@otrs.org

Very high traffic list of CVS
commit notifications.

http://lists.otrs.org/cgi-bin/
listinfo/cvs-log [http://
lists.otrs.org/cgi-bin/listinfo/cvs-

log]

To subscribe to any of thislists, visit the following link: http://lists.otrs.org/.

Bug tracking

To submit bugs visit http://bugs.otrs.org/ (see Figure A-2 below). Please take note of the difference
between a bug and a configuration issue. Configuration issues are problems that you encounter when
setting asystem, or general questions on the use of OTRS. Bug reports should only be used for issueswith
the source code of OTRS itself, or to file enhancements for OTRS. All your bug reports and enhancement
requests are very welcome in the bug tracker.

Eile Edit ¥iew History Bookmarks Iools Help

ﬁ ‘I_A http://bugs. otrs. orgfindex. cgi

[~[>] @]

OTRS. open Tokst Request System

otrs.org | bugs.otrs.org | lists.oirs.org | fag.otrs org | doc.otrs.org]

Bugzilla Main Page

Butit all boils down to a choice of:

Login

[Forgot my Password |
Open oz

w Bugzilla account

Enter a bug # or some search terms:

ep d cha
Login:
Password:

Add to Sidebar (requires a Mozilla browser like Mozilla Firefox)

Find | Helpl

Actions: Home | New | Search | Find || Beports | Requests | New Account | Log In

This is where we putin lots of nify words explaining all about Bugzilla

Copyright ®2001-2005 OTRS Team. All Rights Reserve, d

Bugzilla
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Additional Resources

Figure A-2. Bug tracker.

For configuration issues, you should either use the commercial support, available from OTRS.com [http://
www.otrs.com/en/support/], or the public mailing lists.

Y ou help usimprove the product by reporting bugs. We appreciate your input!

Commercial Support

For services (support, consulting, development, and training) you can contact the company behind OTRS,
OTRS AG. They have offices in Germany, USA, Mexico, the Netherlands and other countries. Look at
their website for contact information: http://www.otrs.com/en/cor por ate-navigation/contact/
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Appendix B. Configuration Options

Reference

Framework
Core
SecureMode
Description Value
Description: Disables the web installer (http://yourhost.example.com/otrg/installer.pl), to
prevent the system from being hijacked. If set to "No", the system can be
reinstalled and the current basic configuration will be used to pre-populate
the questions within the installer script. If not active, it also disables the
GenericAgent, PackageManager and SQL Box (to avoid the use of destructive
queries, such as DROP DATABASE, and also to steal user passwords).
Group: Framework
SubGroup: Core
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' SecureMode'} = '0';

Frontend::DebugMode

Description Value

Description: Enables or disable the debug mode over frontend interface.

Group: Framework

SubGroup: Core

Valid: 1

Required: 0

Config-Setting:

$Sel f->{' Frontend: : Debughbde'} = '0';

ConfigLevel

Description Value

Description: Sets the configuration level of the administrator. Depending on the config

level, some sysconfig options will be not shown. The config levels arein in
ascending order: Expert, Advanced, Beginner. The higher the config level is
(e.g. Beginner isthe highest), the lesslikely isit that the user can accidentally
configure the system in away that it is not usable any more.
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Description Value
Group: Framework
SubGroup: Core
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' ConfigLevel'} = '100";
ProductName
Description Value
Description: Defines the name of the application, shown in the web interface, tabs and title
bar of the web browser.
Group: Framework
SubGroup: Core
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' ProductNane'} = 'OIRS ;
SystemID
Description Value
Description: Defines the system identifier. Every ticket number and http session string
contain this ID. This ensures that only tickets which belong to your system
will be processed as follow-ups (useful when communicating between two
instances of OTRS).
Group: Framework
SubGroup: Core
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' System D} = '10';
FQDN
Description Value
Description: Definesthe fully qualified domain name of the system. This setting is used as
avariable, OTRS_CONFIG_FQDN which isfound in all forms of messaging
used by the application, to build links to the tickets within your system.
Group: Framework
SubGroup: Core
Valid: 1
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HttpType

ScriptAlias

AdminEmall

Description Value
Required: 1
Config-Setting:
$Sel f->{" FQDN'} = 'vyourhost.exanple.con;
Description Value
Description: Defines the type of protocol, used by ther web server, to serve the application.
If https protocol will be used instead of plain http, it must be specified it here.
Since this has no affect on the web server's settings or behavior, it will not
change the method of access to the application and, if it is wrong, it will not
prevent you from logging into the application. Thissetting isused asavariable,
OTRS_CONFIG_HttpTypewhichisfound in al forms of messaging used by
the application, to build links to the tickets within your system.
Group: Framework
SubGroup: Core
valid: 1
Required: 1
Config-Setting:
$Sel f->{' HtpType'} = 'http';
Description Value
Description: Sets the prefix to the scripts folder on the server, as configured on the web
server. This setting is used as a variable, OTRS_CONFIG_ScriptAlias which
isfound in all forms of messaging used by the application, to build linksto the
tickets within the system.
Group: Framework
SubGroup: Core
valid: 1
Required: 1
Config-Setting:
$Sel f->{"ScriptAlias'} = ‘'otrs/';
Description Value
Description: Defines the system administrator's email address. It will be displayed in the
error screens of the application.
Group: Framework
SubGroup: Core
Valid: 1
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Organization

DefaultCharset

DefaultLanguage

Description Value
Required: 1
Config-Setting:
$Sel f->{" Admi nEmai | '} = ' admi n@xanpl e. con ;
Description Value
Description: If configured, all emails sent by the application will contain an X-Header with
this organization or company name.
Group: Framework
SubGroup: Core
valid: 1
Required: 1
Config-Setting:
$Sel f->{' Organi zation'} = 'Exanple Conpany';
Description Value
Description: Sets the default charset for the web interface to use (should represent the
charset used to create the database or, in some cases, the database management
system being used). "utf-8" isagood choice for environments expecting many
charsets. You can specify another charset here (i.e. "is0-8859-1"). Please be
sure that you will not be receiving foreign emails, or text, otherwise this could
lead to problems.
Group: Framework
SubGroup: Core
valid: 1
Required: 1
Config-Setting:
$Sel f->{' Defaul tCharset'} = ‘'utf-8';
Description Value
Description: Defines the default front-end language. All the possible values are determined
by the available language files on the system (see the next setting).
Group: Framework
SubGroup: Core
Valid: 1
Required: 1
Config-Setting:
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Description

Value

$Sel f->{" Def aul t Language'} = ‘'en';

DefaultUsedLanguages

Description Value

Description: Definesall thelanguagesthat are availableto the application. The Key/Content
pair links the front-end display name to the appropriate language PM file. The
"Key" value should be the base-name of the PM file (i.e. de.pm is the file,
then de is the "Key" value). The "Content" value should be the display name
for the front-end. Specify any own-defined language here (see the developer
documentation http://doc.otrs.org/ for more infomation). Please remember to
usethe HTML equivalentsfor non-ASCII characters (i.e. for the German oe =
o umlaut, it is necessary to use the & ouml; symboal).

Group: Framework

SubGroup: Core

valid: 1

Required: 1

Config-Setting:

$Sel f - >{' Def aul t UsedLanguages'} = {
"ar _SA" => 'Arabic (Saudi Arabia)’,
"bg'" => 'Bulgarian
(&#x0411; &#x044a; &#x043b; &#x0433; &#x0430; &#x0440; &#
'cs' => ' Czech (&#x010c; esky)',
‘ct' =>"'Catal &grave; ",
'da' => 'Dansk',
'de' => 'Deutsch',
‘el' =>'Geek
( &#x0395; &#x03bb; &#x03bb; &#x03b7; &#x03bd; &#x03b9; &#
"en' => "English (United States)',
"en_CA => 'English (Canada)"',
"en_@B => "English (United Ki ngdom",
'es' => 'Espa&ntilde;ol",
'"es_MX' => 'Espa&ntilde;ol (Meacute;xico)',
"et' => '"Eesti',
"fa' => 'Persian
(&#x0641; &#x0627; &#x0631; &#x0633; &#x0649; )",

"fi' =>"'Suom',
"fr' => 'Fran&ccedil;ais',
"hi' => "Hindi',

"hr' => '"Hrvatski',

"hu' => 'Magyar',

"it' =>"lItaliano',

"ja' => 'Japanese (&#x65eb5; &#x672c; &#x8a9%e) ",
"I't" =>"Lietuvi? kal ba',

"lv' =>"'Latvijas',

"nb_NO => "Norsk bokm&aring;!|",

"nl'" => " Nederl ands',

"pl' => "Polski',

pt' => 'Portugué&ecirc;s',

"pt_BR => 'Portugué&ecirc;s Brasileiro',

X0441; &#x043

x03ba; &#x03a
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Description

Value

‘ru' => 'Russian

(&#x0420 &#x0443; &#x0441; &#x0441; &#x043a; &#x0438; &#
'sk_SK' => 'Sl ovak (Sloven&#x010d;ina)"

"sr_Cyrl' =>"Serbian Cyrillic (??????

"sr_Latn' => 'Serbian Latin (Srpski)'

"sv' =>'Svenska',

"tr' => '"T&uumnl ; rké&ccedil ;e

"uk' => 'Krainian

(&#x0423; &#x043a; &#x0440; &#x0430; &#x0457; &#x043d; &#
"vi_VN =>"Vietnam (Vi &#x0246;t Nam',

'zh CN => 'Chinese (Sim)

( &#x7h80; &#x4f 53; &#x4e2d; &#x6587;) ",

'zh TW => 'Chinese (Tradi.)

( &#x6b63; &#x9ad4; &#x4e2d; &#x6587;)

x0439;)",

Xx0441; &#x044

b
DefaultTheme

Description Value

Description: Defines the default front-end (HTML) theme to be used by the agents and
customers. The default themes are Standard and Lite. If you like, you can
add your own theme. Please refer the administrator manual located at http://
doc.otrs.org/.

Group: Framework

SubGroup: Core

valid: 1

Required: 1

Config-Setting:

$Sel f->{' Defaul t Theme'} = ' Standard';

DefaultTheme::HostBased

Description Value
Description: It ispossibleto configure different themes, for example to distinguish between
agents and customers, to be used on a per-domain basi s within the application.
Using a regular expression (regex), you can configure a Key/Content pair to
match a domain. The value in "Key" should match the domain, and the value
in "Content" should be a valid theme on your system. Please see the example
entries for the proper form of the regex.
Group: Framework
SubGroup: Core
valid: 0
Required: 0
Config-Setting:
$Sel f->{' Def aul t Thene: : Host Based'} = {
"host 1\\ . exanpl e\\.com => ' SoneThenel',
"host 2\\ . exanpl e\\.com => ' SoneThene2'
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Description Value
b
CheckMXRecord
Description Value
Description: Makes the application check the M X record of email addresses before sending
an email or submitting atelephone or email ticket.
Group: Framework
SubGroup: Core
valid: 1
Required: 1
Config-Setting:
$Sel f->{' CheckMXRecord'} = '1';

CheckMXRecord::Nameserver

Description Value
Description: Defines the address of a dedicated DNS server, if necessary, for the

"CheckM X Record" look-ups.
Group: Framework
SubGroup: Core
Valid: 0
Required: 0
Config-Setting:

$Sel f->{"' CheckMXRecord: : Nameserver'} =

'ns. exanpl e. com ;

CheckEmailAddresses

Description Value
Description: M akes the application check the syntax of email addresses.
Group: Framework
SubGroup: Core
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' CheckEmai | Addresses'} = '1';

CheckEmailValidAddress

Description Value
Description: Defines a regular expression that excludes some addresses from the syntax
check (if "CheckEmail Addresses" isset to "Yes"). Please enter aregex in this
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Description Value
field for email addresses, that aren't syntactically valid, but are necessary for
the system (i.e. "root@localhost").
Group: Framework
SubGroup: Core
valid: 1
Required: 1
Config-Setting:
$Sel f->{' CheckEmai | Val i dAddress'} =
"A(root @ocal host| adm n@ ocal host) $' ;

CheckEmaillnvalidAddress

Description Value
Description: Defines aregular expression that filters all email addresses that should not be
used in the application.
Group: Framework
SubGroup: Core
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' CheckEmai | | nval i dAddress'} =
"@example)\\ . (..]...)$;
CGlLogPrefix
Description Value
Description: Specifiesthetext that should appear inthelog fileto denote a CGlI script entry.
Group: Framework
SubGroup: Core
valid: 1
Required: 1
Config-Setting:
$Sel f->{' Cd LogPrefix'} = 'OTRS-C4d"';
DemoSystem
Description Value
Description: Runs the system in "Demo" mode. If set to "Yes', agents can change
preferences, such as selection of language and theme via the agent web
interface. These changes are only valid for the current session. It will not be
possible for agents to change their passwords.
Group: Framework
SubGroup: Core
Valid: 1
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Description Value
Required: 1
Config-Setting:
$Sel f->{' DempSystem} = '0';
SwitchToUser
Description Value
Description: Allows the administrators to login as other users, via the users administration
panel.
Group: Framework
SubGroup: Core
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"'SwitchToUser'} = '0';

NotificationSenderName

Description Value

Description: Specifies the name that should be used by the application when
sending notifications. The sender name is used to build the complete
display name for the notification master (i.e. "OTRS Notification
Master" otrs@your.example.com). Notifications are messages such as
en::Customer::QueueUpdate or en::Agent::Move.

Group: Framework

SubGroup: Core

valid: 1

Required: 1

Config-Setting:
$Sel f->{" Notificati onSenderNane'} = ' OIRS
Notification Master';

NotificationSenderEmail

Description Value

Description: Specifies the email address that should be used by the application when
sending notifications. The email address is used to build the complete
display name for the notification master (i.e. "OTRS Notification Master"
otrs@your.example.com). You can use the OTRS CONFIG_FQDN variable
as set in your configuation, or choose another email address. Notifications are
messages such as en::Customer::QueueUpdate or en::Agent::Move.

Group: Framework

SubGroup: Core

Valid: 1

Required: 1
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Description

Value

Config-Setting:

$Sel f->{" NotificationSenderEmail'} =
' ot r S@&OTRS_CONFI G_FQDN>' ;

System::Customer::Permission

Description Value
Description: Defines the standard permissions available for customers within the
application. If more permissions are needed, you can enter them here.
Permissions must be hard coded to be effective. Please ensure, when adding
any of the afore mentioned permissions, that the "rw" permission remains the
last entry.
Group: Framework
SubGroup: Core
valid: 1
Required: 1
Config-Setting:
$Sel f->{' System : Customer::Permssion'} = |
"ro',
rw
1
LanguageDebug
Description Value
Description: Debugs the trandation set. If this is set to "Yes"' al strings (text) without
trandlations are written to STDERR. This can be hel pful when you are creating
anew trandation file. Otherwise, this option should remain set to "No".
Group: Framework
SubGroup: Core
valid: 0
Required: 0
Config-Setting:
$Sel f->{' LanguageDebug'} = '0';

Secure::DisableBanner

Description Value

Description: If enabled, the OTRS version tag will be removed from the HTTP headers.
Group: Framework

SubGroup: Core

Valid: 0

Required: 0

Config-Setting:
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Description

Value

$Sel f->{"' Secure:: Di sabl eBanner'} = '0';

Core::LinkObject

LinkObject::ViewMode

Description Value
Description: Determines the way the linked objects are displayed in each zoom mask.
Group: Framework
SubGroup: Core::LinkObject
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Li nkObj ect::Viewbde'} = 'Sinple';

LinkObject:: Type###Normal

Description Value
Description: Definesthe link type 'Normal'. If the source name and the target name contain
the same value, the resulting link isanon-directional one; otherwise, the result
isadirectional link.
Group: Framework
SubGroup: Core::LinkObject
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Li nkoj ect:: Type'}->{"Normal'} = {
" Sour ceNanme' => ' Nornmal ',
' Target Nane' => ' Nornal'
b

LinkObject:: Type###ParentChild

Description Value
Description: Defines the link type 'ParentChild'. If the source name and the target name
contain the same value, the resulting link is a non-directional one; otherwise,
the result isadirectional link.
Group: Framework
SubGroup: Core::LinkObject
valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Li nkObj ect:: Type'}->{'ParentChild} = {
' Sour ceNane' => 'Parent',
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Description

Value

' Target Nanme' => 'Child'
b

LinkObject:: TypeGroup###0001

Description Value
Description: Defines the link type groups. The link types of the same group cancel one
another. Example: If ticket A is linked per a 'Normal' link with ticket B,
then these tickets could not be additionally linked with link of a'ParentChild'
relationship.
Group: Framework
SubGroup: Core::LinkObject
Valid: 1
Required: 0
Config-Setting:
$Sel f->{"' Li nkoj ect:: TypeGroup'}->{'0001'} = |
" Nor mal ',
" Par ent Chi | d'
l;
Core::Log
LogModule
Description Value
Description: Defines the log module for the system. "File" writes all messages in a given
logfile, "SysLog" uses the syslog daemon of the system, e.g. syslogd.
Group: Framework
SubGroup: Core::Log
valid: 1
Required: 1
Config-Setting:
$Sel f->{' Loghbdul e'} =
"Kernel :: System: Log: : SysLog';

LogModule::SysLog::Facility
Description Value
Description: If "SysLog" wasselected for LogModule, aspecial log facility can be specified.
Group: Framework
SubGroup: Core::Log
Valid: 1
Required: 1
Config-Setting:
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Description

Value

$Sel f->{" LogMbdul e: : SysLog: : Facility'} = ‘user';

LogModule::SysLog::LogSock

Description Value
Description: If "SysLog" was selected for LogModule, a special log sock can be specified
(on solaris you may need to use 'stream’).
Group: Framework
SubGroup: Core::Log
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Loghbdul e: : SysLog: : LogSock'} = 'unix';

LogModule::SysLog::Charset

Description Value
Description: If "SysLog" was selected for LogModule, the charset that should be used for
logging can be specified.

Group: Framework

SubGroup: Core::Log

Valid: 1

Required: 1

Config-Setting:
$Sel f->{' Loghbdul e: : SysLog: : Charset'} =
'is0-8859-1";

LogModule::LogFile
Description Value
Description: If "file" was selected for LogModule, a logfile must be specified. If the file
doesn't exigt, it will be created by the system.

Group: Framework

SubGroup: Core::Log

Valid: 1

Required: 1

Config-Setting:
$Sel f->{' Loghbdul e: : LogFile'} = ‘'/tnp/otrs.log';

LogModule::LogFile::Date

Description

Value

Description:

Adds a suffix with the actual year and month to the OTRS log file. A logfile
for every month will be created.
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Description Value
Group: Framework
SubGroup: Core::Log
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Loghbdul e: : LogFil e::Date'} = '0';

Core::MIME-Viewer
MIME-Viewer###application/excel

Description Value

Description: Specifiesthe path to the converter that allowsthe view of Microsoft Excel files,
in the web interface.

Group: Framework

SubGroup: Core::MIME-Viewer

Valid: 0

Required: 0

Config-Setting:

$Sel f->{'M ME-Viewer'}->{"application/excel'} =
"xlhtm*;

MIME-Viewer###application/msword

Description Value

Description: Specifiesthe path to the converter that allowsthe view of Microsoft Word files,
in the web interface.

Group: Framework

SubGroup: Core::MIME-Viewer

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' M ME-Viewer' }->{"application/nmsword'} =
"wWar e' ;

MIME-Viewer###application/pdf

Description Value

Description: Specifies the path to the converter that allows the view of PDF documents, in
the web interface.

Group: Framework

SubGroup: Core::MIME-Viewer

Valid: 0
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Description Value
Required: 0
Config-Setting:

$Sel f->{" M ME-Viewer'}->{"application/pdf'} =
"pdftohtm -stdout -i';

MIME-Viewer###text/xml

Description Value

Description: Specifies the path to the converter that allows the view of XML files, in the
web interface.

Group: Framework

SubGroup: Core::MIME-Viewer

Valid: 0

Required: 0

Config-Setting:

$Sel f->{" M ME-Viewer'}->{"text/xm'} =
' <OTRS_CONFI G_Home>/ scri pts/tool s/ xm 2htm . pl ' ;

Core::MirrorDB
Core::MirrorDB::DSN

Description Value

Description: If you want to use a mirror database for agent ticket fulltext search or to
generate stats, specify the DSN to this database.

Group: Framework

SubGroup: Core::MirrorDB

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' Core::MrrorDB::DSN } =
" DBl : nysql : dat abase=ni rror db; host =ni rr or dbhost ' ;

Core::MirrorDB::User

Description Value

Description: If you want to use a mirror database for agent ticket fulltext search or to
generate stats, the user to authenticate to this database can be specified.

Group: Framework

SubGroup: Core::MirrorDB

Valid: 0

Required: 0

Config-Setting:

$Sel f->{"'Core::MrrorDB::User'} = 'some_user';
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Core::MirrorDB::Password

Description Value
Description: If you want to use a mirror database for agent ticket fulltext search or to
generate stats, the password to authenticate to this database can be specified.
Group: Framework
SubGroup: Core::MirrorDB
valid: 0
Required: 0
Config-Setting:
$Sel f->{" Core::MrrorDB::Password'} =
'sonme_password';
Core::PDF
PDF
Description Value
Description: Enables PDF output. The CPAN module PDF::API2 is required, if not
installed, PDF output will be disabled.
Group: Framework
SubGroup: Core::PDF
valid: 1
Required: 1
Config-Setting:
$Sel f->{"PDF'} = '1';
PDF::LogoFile
Description Value
Description: Specifies the path of the file for the logo in the page header (gif]jpglpng, 700
x 100 pixel).
Group: Framework
SubGroup: Core::PDF
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' PDF: : LogoFile'} = '<OTIRS_CONFI G_Hone>/
var/| ogo-otrs. png';

PDF::PageSize

Description

Value

Description:

Defines the standard size of PDF pages.
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Description Value
Group: Framework
SubGroup: Core::PDF
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' PDF: : PageSi ze'} = 'a4';

PDF::MaxPages

Description Value
Description: Defines the maximum number of pages per PDF file.
Group: Framework
SubGroup: Core::PDF
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' PDF: : MaxPages'} = '100';

PDF:: TTFontFile###Proportional

Description Value
Description: Defines the path and TTF-File to handle proportional font in PDF documents.
Group: Framework
SubGroup: Core::PDF
Valid: 1
Required: 1
Config-Setting:
$Sel f->{" PDF:: TTFontFile'}->{" Proportional '} =
'Dej aVuSans. ttf';

PDF:.:TTFontFile####ProportionalBold

Description Value
Description: Defines the path and TTF-File to handle bold proportional font in PDF
documents.
Group: Framework
SubGroup: Core::PDF
valid: 1
Required: 1
Config-Setting:
$Sel f->{' PDF: : TTFontFil e' }->{"' Proportional Bold'} =
' Dej aVuSans-Bol d. ttf";

172



Configuration Options Reference

PDF:.:TTFontFile###Proportionalltalic

Description Value
Description: Defines the path and TTF-File to handle italic proportional font in PDF
documents.

Group: Framework

SubGroup: Core::PDF

valid: 0

Required: 0

Config-Setting:
$Sel f->{' PDF: : TTFontFil e'}->{"' Proportionalltalic'}
= 'DejaVuSans- Oolique.ttf';

PDF:. TTFontFile###ProportionalBoldlItalic

Description Value

Description: Defines the path and TTF-File to handle bold italic proportional font in PDF
documents.

Group: Framework

SubGroup: Core::PDF

Valid: 1

Required: 1

Config-Setting:

$Sel f->{' PDF:: TTFontFile'}-

>{'Proportional Boldltalic'} = 'DejaVuSans-
Bol dObl i que. ttf"';

PDF:.:TTFontFile###Monospaced

Description Value
Description: Defines the path and TTF-File to handle monospaced font in PDF documents.
Group: Framework
SubGroup: Core::PDF
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' PDF:: TTFont Fi |l e' }->{"' Monospaced'} =
' Dej aVuSanshono. ttf"';

PDF.:TTFontFile###MonospacedBold

Description Value

Description: Defines the path and TTF-File to handle bold monospaced font in PDF
documents.

Group: Framework
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Description Value
SubGroup: Core::PDF
Valid: 0
Required: 0
Config-Setting:

$Sel f->{' PDF: : TTFontFil €' }->{' MonospacedBol d' } =
' Dej aVuSansMono-Bol d. ttf';

PDF.:TTFontFile####MonospacedItalic

Description Value

Description: Defines the path and TTF-File to handle italic monospaced font in PDF
documents.

Group: Framework

SubGroup: Core::PDF

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' PDF: : TTFont Fi |l e' }->{' Monospacedltalic'} =
' Dej aVuSanshMono- bl i que. ttf';

PDF:.:TTFontFile####MonospacedBoldItalic

Description Value

Description: Defines the path and TTF-File to handle bold italic monospaced font in PDF
documents.

Group: Framework

SubGroup: Core::PDF

valid: 0

Required: 0

Config-Setting:

$Sel f->{' PDF:: TTFontFile'}-
>{' MonospacedBol dltalic'} =
Bol dObl i que.ttf"';

' Dej aVuSansMono-

Core::Package

Package::FileUpload

Description Value

Description: Enables file upload in the package manager frontend.
Group: Framework

SubGroup: Core::Package

Valid: 1
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Description Value
Required: 1
Config-Setting:
$Sel f->{' Package: :FileUpload'} = '1';

Package::RepositoryRoot

Description Value

Description: Defines the location to get online repository list for additional packages. The
first available result will be used.

Group: Framework

SubGroup: Core::Package

Valid: 1

Required: 0

Config-Setting:

$Sel f - >{' Package: : Reposi toryRoot'} = |
"http://ftp.otrs. org/pub/otrs/ m sc/packages/
repository.xm',
"http://otrs.org/repository.xm'

|

Package::RepositoryList

Description Value

Description: Defines the list of online repositories. Another installations can be
used as repository, for example: Key="http://example.com/otrs/public.pl?
Action=PublicRepository;File=" and Content="Some Name".

Group: Framework

SubGroup: Core::Package

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' Package: : RepositoryList'} = {
"ftp://ftp. exanpl e. conf pub/otrs/ m sc/ packages/'
=> '[ Exanple] ftp://ftp.exanple.com'

}s

Package::RepositoryAccessRegExp

Description Value

Description: Defines the IP regular expression for accessing the local repository. You
need to enable this to have access to your local repository and the
package::RepositoryList is required on the remote host.

Group: Framework

SubGroup: Core::Package
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Description Value
Valid: 0
Required: 0
Config-Setting:

$Sel f - >{' Package: : Reposi t oryAccessRegExp'} =
"127\\ .0\ .0V L T

Package::Timeout

Package::Proxy

Description Value
Description: Sets the timeout (in seconds) for package downloads. Overwrites
"WebUserAgent:: Timeout".
Group: Framework
SubGroup: Core::Package
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Package: : Timeout'} = '15';
Description Value
Description: Fetches packages via proxy. Overwrites "WebUserAgent::Proxy".
Group: Framework
SubGroup: Core::Package
valid: 0
Required: 0
Config-Setting:
$Sel f->{' Package: : Proxy'} = ‘'http://

proxy.sn. no: 8001/ " ;

PerformancelLog

Core::PerformancelLog

Description Value

Description: Enables performance log (to log the page response time). It will affect the
system performance. Frontend::Modul e###AdminPerformanceLog must be
enabled.

Group: Framework

SubGroup: Core::Performancelog

valid: 1

Required: 0

Config-Setting:
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Description Value
$Sel f->{" PerformanceLog'} = '0';

PerformancelLog::File

Description Value

Description: Specifies the path of the file for the performance log.

Group: Framework

SubGroup: Core::Performancelog

Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' PerformancelLog::File'} =
' <OTRS_CONFI G _Hone>/ var /| og/ Per f or mance. | og' ;

PerformancelLog::FileMax

Description Value

Description: Defines the maximum size (in MB) of thelog file.

Group: Framework

SubGroup: Core::Performancelog

Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' PerformancelLog: : FileMax'} = '25";

Core::SOAP
SOAP::User

Description Value

Description: Defines the username to access the SOAP handle (bin/cgi-bin/rpc.pl).

Group: Framework

SubGroup: Core::SOAP

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' SOAP. : User'} = 'sonme_user';

SOAP::Password

Description Value

Description: Defines the password to access the SOAP handle (bin/cgi-bin/rpc.pl).

Group: Framework
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Core::

Description Value
SubGroup: Core::SOAP
Valid: 0
Required: 0
Config-Setting:
$Sel f->{' SOAP: : Password'} = 'sone_pass';
Sendmail

SendmailModule

Description Value

Description: Defines the module to send emails. "Sendmail” directly uses the sendmail
binary of your operating system. Any of the "SMTP" mechanisms use a
specified (external) mailserver. "DoNotSendEmail" doesn't send emailsand it
isuseful for test systems.

Group: Framework

SubGroup: Core::Sendmail

Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Sendmai | Modul e'} =
"Kernel ::System : Email :: Sendmai | ' ;
SendmailModule::CMD

Description Value

Description: If "Sendmail" was selected as SendmailModule, the location of the sendmail
binary and the needed options must be specified.

Group: Framework

SubGroup: Core::Sendmail

Valid: 1

Required: 1

Config-Setting:

$Sel f->{' Sendmai | Modul e: : CMD' } =
sendmai |l -i -f";

"/ usr/sbin/

SendmailModule::Host

Description Value

Description: If any of the "SMTP" mechanisms was selected as SendmailModule, the
mailhost that sends out the mails must be specified.

Group: Framework

SubGroup: Core::Sendmail
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Description Value
Valid: 1
Required: 1
Config-Setting:

$Sel f->{"' Sendmai | Modul e: : Host'} =
"mai | . exanpl e. con ;

SendmailModule::Port

Description Value

Description: If any of the "SMTP" mechanisms was selected as SendmailModule, the port
whereyour mailserver islistening for incoming connections must be specified.

Group: Framework

SubGroup: Core::Sendmail

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' Sendmai | Modul e: : Port'} = '25';

SendmailModule::AuthUser

Description Value

Description: If any of the "SMTP" mechanisms was selected as SendmailModule, and
authentication to the mail server is needed, an username must be specified.

Group: Framework

SubGroup: Core::Sendmail

Valid: 0

Required: 0

Config-Setting:

$Sel f ->{' Sendnai | Modul e: : Aut hUser' }
" Mai | serverLogin';

SendmailModule::AuthPassword

Description Value

Description: If any of the "SMTP" mechanisms was selected as SendmailModule, and
authentication to the mail server is needed, a password must be specified.

Group: Framework

SubGroup: Core::Sendmail

Valid: 0

Required: 0

Config-Setting:

$Sel f->{"' Sendnmai | Modul e: : Aut hPassword'} =
" Mai | server Password' ;
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SendmailBcc

Description Value
Description: Sends all outgoing email via bcc to the specified address. Please use this only
for backup reasons.
Group: Framework
SubGroup: Core::Sendmail
Valid: 1
Required: 0
Config-Setting:
$Sel f->{' Sendmai | Bcc'} = '';

SendmailNotificationEnvelopeFrom

Description Value
Description: If set, this address is used as envelope from header in outgoing notifications.
If no address is specified, the envelope from header is empty.
Group: Framework
SubGroup: Core::Sendmail
Valid: 0
Required: 0
Config-Setting:
$Sel f->{"' Sendnai | Noti fi cati onEnvel opeFromi} =

SendmailEncodingForce

Description Value

Description: Forces encoding of outgoing emails (7bit|8bit|quoted-printablelbase64).

Group: Framework

SubGroup: Core::Sendmail

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' Sendmai | Encodi ngForce'} = 'base64';

Core::Session
SessionModule

Description Value

Description: Defines the module used to store the session data. With "DB" the frontend

server can be splitted from the db server. "FS" is faster.
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Description Value
Group: Framework
SubGroup: Core::Session
Valid: 1

Required: 1
Config-Setting:

$Sel f->{' Sessi onMbdul e'} =
' Kernel :: System : Aut hSessi on: : DB ;

SessionName

Description Value
Description: Defines the name of the session key. E.g. Session, SessionlD or OTRS.
Group: Framework
SubGroup: Core::Session
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Sessi onNanme'} = ' Session';

SessionCheckRemotelP

Description Value

Description: Turnson theremoteip address check. It should be set to "No" if the application
is used, for example, via a proxy farm or a dialup connection, because the
remote ip addressis mostly different for the requests.

Group: Framework

SubGroup: Core::Session

valid: 1

Required: 1

Config-Setting:

$Sel f - >{' Sessi onCheckRemotel P’} = '1';

SessionDeletelfNotRemotelD

Description Value

Description: Deletes asession if the session id is used with an invalid remote I P address.
Group: Framework

SubGroup: Core::Session

Valid: 1

Required: 1

Config-Setting:
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SessionMaxTime

Description Value
$Sel f->{" Sessi onDel etel fNot RemotelD'} = '1';
Description Value
Description: Defines the maximal valid time (in seconds) for a session id.
Group: Framework
SubGroup: Core::Session
Valid: 1
Required: 1
Config-Setting:

$Sel f->{' Sessi onMaxTinme'} = '57600';

SessionMaxldleTime

Description Value
Description: Sets the inactivity time (in seconds) to pass before a session is killed and a
user isloged out.

Group: Framework

SubGroup: Core::Session

Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Sessi onMaxldl eTinme'} = '21600';

SessionDeletelfTimeToOld

Description Value

Description: Deletes requested sessions if they have timed out.

Group: Framework

SubGroup: Core::Session

valid: 1

Required: 1

Config-Setting:

$Sel f->{"' SessionDel etel fTimeToA d'} = '1';

SessionUseCookie

Description Value

Description: M akes the session management use html cookies. If html cookies are disabled

or if the client browser disabled html cookies, then the system will work as
usual and append the session id to the links.
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Description Value
Group: Framework
SubGroup: Core::Session
Valid: 1
Required: 1
Config-Setting:
$Sel f - >{"' Sessi onUseCookie'} = '1';

SessionUseCookieAfterBrowserClose

Description Value

Description: Stores cookies after the browser has been closed.
Group: Framework

SubGroup: Core::Session

Valid: 1

Required: 1

Config-Setting:

$Sel f - >{"' Sessi onUseCooki eAft er Browserd ose'} =
IOI ;

SessionCSRFProtection

SessionDir

Description Value

Description: Protection against CSRF (Cross Site Request Forgery) exploits (for more info
see http://en.wikipedia.org/wiki/Cross-site_request_forgery).

Group: Framework

SubGroup: Core::Session

Valid: 1

Required: 1

Config-Setting:

$Sel f - >{' Sessi onCSRFProtection'} = '1';

Description Value

Description: If "FS" was selected for SessionM odul e, adirectory wherethe session datawill
be stored must be specified.

Group: Framework

SubGroup: Core::Session

Valid: 1

Required: 1

Config-Setting:
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Description Value
$Sel f->{"SessionDir'} = '<OIRS_CONFI G Home>/ var/
sessi ons';
SessionTable
Description Value
Description: If "DB" was selected for SessionModule, atablein database where session data
will be stored must be specified.
Group: Framework
SubGroup: Core::Session
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' SessionTable'} = 'sessions';
SessionTablelD
Description Value
Description: If "DB" was selected for SessionModule, acolumn for theidentifiersin session
table must be specified.
Group: Framework
SubGroup: Core::Session
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' SessionTablelD} = 'session_id';
SessionTableValue
Description Value
Description: If "DB" was selected for SessionMaodule, a column for the values in session
table must be specified.
Group: Framework
SubGroup: Core::Session
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Sessi onTabl evalue'} = 'session_value';

SessionSavelLoginPasswd

Description

Value

Description:

Savesthelogin and password on the session tablein the database, if "DB" was
selected for SessionModule.
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Description Value
Group: Framework
SubGroup: Core::Session
Valid: 1
Required: 1
Config-Setting:
$Sel f - >{' Sessi onSavelLogi nPasswd'} = '0';

CustomerPanelSessionName

Description Value

Description: Defines the name of the key for customer sessions.
Group: Framework

SubGroup: Core::Session

Valid: 1

Required: 1

Config-Setting:

$Sel f - >{' Cust oner Panel Sessi onNane'} = 'CSID ;

Core::

SpellChecker
SpellChecker

SpellCheckerBin

Description Value
Description: Enables spell checker support.
Group: Framework
SubGroup: Core::SpellChecker
Valid: 1
Required: 1
Config-Setting:
$Sel f->{" Spel | Checker'} = '0';
Description Value
Description: Install ispell or aspell on the system, if you want to use aspell checker. Please
specify the path to the aspell or ispell binary on your operating system.
Group: Framework
SubGroup: Core::Spell Checker
Valid: 1
Required: 1
Config-Setting:
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Description

Value

$Sel f->{"' Spel | CheckerBin'} = '/usr/bin/ispell";

SpellCheckerDictDefault

Description Value
Description: Defines the default spell checker dictionary.
Group: Framework
SubGroup: Core::SpellChecker
valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Spel | CheckerDi ctDefault'} = 'english';
SpellCheckerlgnore
Description Value
Description: Defines adefault list of words, that are ignored by the spell checker.
Group: Framework
SubGroup: Core::SpellChecker
valid: 1
Required: 1
Config-Setting:
$Sel f->{" Spel | Checkerlgnore'} = |
ww
"webmai | ',
"https',
"http',
"htm ',
"rfc'
1
Core::Stats
Stats::StatsHook
Description Value
Description: Sets the stats hook.
Group: Framework
SubGroup: Core::Stats
valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats::StatsHook'} = 'Stat#';
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Stats::StatsStartNumber

Description Value
Description: Start number for statistics counting. Every new stat increments this number.
Group: Framework
SubGroup: Core::Stats
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats:: StatsStart Nunber'} = '10000';

Stats::MaxXaxisAttributes

Description Value
Description: Defines the default maximum number of X-axis attributes for the time scale.
Group: Framework
SubGroup: Core::Stats
Valid: 0
Required: 0
Config-Setting:
$Sel f->{' Stats:: MaxXaxi sAttributes'} = '1000';

Core::Stats::Graph

Stats::Graph::t_margin

Description Value
Description: Specifies the top margin of the chart.
Group: Framework
SubGroup: Core::Stats::Graph
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats:: Gaph::t_margin'} = '10';

Stats::Graph::l_margin

Description Value

Description: Specifies the left margin of the chart.
Group: Framework

SubGroup: Core::Stats::Graph

Valid: 1

Required: 1
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Description

Value

Config-Setting:

$Sel f->{' Stats:: Gaph::l_nmargin'} = '10";

Stats::Graph::b_margin

Description Value
Description: Specifies the bottom margin of the chart.
Group: Framework
SubGroup: Core::Stats::Graph
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats:: Gaph::b_margin'} = '10';
Stats::Graph::r_margin
Description Value
Description: Specifies the right margin of the chart.
Group: Framework
SubGroup: Core::Stats::Graph
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats::Gaph::r_margin'} = '20';
Stats::Graph::bgclr
Description Value
Description: Specifies the background color of the picture.
Group: Framework
SubGroup: Core::Stats::Graph
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats:: Gaph::bgclr'} = '"white';

Stats::Graph::transparent

Description Value

Description: Makes the picture transparent.
Group: Framework

SubGroup: Core::Stats::Graph
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Description Value
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats:: Gaph::transparent'} = '0';
Stats::Graph::fgclr
Description Value
Description: Specifies the border color of the chart.
Group: Framework
SubGroup: Core::Stats::Graph
Valid: 1
Required: 1
Config-Setting:
$Sel f->{" Stats::Gaph::fgclr'} = 'black';
Stats::Graph::boxclr
Description Value
Description: Specifies the background color of the chart.
Group: Framework
SubGroup: Core::Stats::Graph
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats:: Gaph::boxclr'} = 'white';
Stats::Graph::accentclr
Description Value
Description: Specifies the border color of the legend.
Group: Framework
SubGroup: Core::Stats::Graph
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats:: Gaph::accentclr'} = 'black';

Stats::Graph::legendclr

Description

Value

Description:

Specifies the text color of the legend.
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Description Value
Group: Framework
SubGroup: Core::Stats::Graph
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats:: Gaph::legendclr'} = 'black';
Stats::Graph::textclr
Description Value
Description: Specifies the text color of the chart (e. g. caption).
Group: Framework
SubGroup: Core::Stats::Graph
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats:: Gaph::textclr'} = 'black';

Stats::Graph::dclrs

Description Value

Description: Defines the colors for the graphs.
Group: Framework

SubGroup: Core::Stats::Graph

Valid: 1

Required: 1

Config-Setting:

$Sel f->{" Stats::Gaph::dclrs'} = |
"red',
'green',

" bl ue',
"yel |l ow ,
" bl ack',

" purple',
' orange',
' pi nk',
"marine',
'cyan',
"lgray',
"I blue',
"lyell ow ,
"l green',
"lred',

"l purple',
"l orange',
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Description

Value

"I br own’

1;

Stats::Graph::line_width

Description Value
Description: Defines the boldness of the line drawed by the graph.
Group: Framework
SubGroup: Core::Stats::Graph
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats:: Gaph::line_width'} = '1';

Stats::Graph::legend_placement

Description Value

Description: Definesthe placement of thelegend. Thisshould beatwo letter key of theform:
'B[LCR]|R[TCB]". The first letter indicates the placement (Bottom or Right),
and the second |l etter the alignment (L eft, Right, Center, Top, or Bottom).

Group: Framework

SubGroup: Core::Stats::Graph

valid: 1

Required: 1

Config-Setting:

$Sel f->{' Stats:: Gaph::legend_placenent'} = 'BC;

Stats::Graph::legend_spacing

Description Value
Description: Defines the spacing of the legends.
Group: Framework
SubGroup: Core::Stats::Graph
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats:: Gaph::legend_spacing'} = '4';

Stats::Graph::legend_marker_width

Description Value
Description: Defines the width of the legend.
Group: Framework
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Description Value

SubGroup: Core::Stats::Graph
Valid: 1

Required: 1

Config-Setting:

$Sel f->{' Stats:: Gaph::legend nmarker_ width'} =
|12|;

Stats::Graph::legend_marker_height

Description Value

Description: Defines the height of the legend.

Group: Framework

SubGroup: Core::Stats::Graph

valid: 1

Required: 1

Config-Setting:
$Sel f->{' Stats:: Graph:: |1 egend_marker_height'} =
g

Core::Time

TimelnputFormat

Description Value
Description: Defines the date input format used in forms (option or input fields).
Group: Framework
SubGroup: Core::Time
Valid: 1
Required: 1
Config-Setting:
$Sel f->{'Tinel nputFormat'} = 'Option';

TimeShowAlwaysLong

Description Value
Description: Shows time in long format (days, hours, minutes), if set to "Yes"; or in short
format (days, hours), if set to "No".
Group: Framework
SubGroup: Core::Time
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Ti meShowAl waysLong'} = '0';
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TimeZone
Description Value
Description: Sets the system time zone (required a system with UTC as system time).
Otherwise thisisadiff timeto thelocal time.
Group: Framework
SubGroup: Core::Time
Valid: 0
Required: 0
Config-Setting:
$Sel f->{' Ti meZone'} = '+0';
TimeZoneUser
Description Value
Description: Sets the user time zone per user (required a system with UTC as system time
and UTC under TimeZone). Otherwise thisis a diff timeto the local time.
Group: Framework
SubGroup: Core::Time
Valid: 1
Required: 0
Config-Setting:
$Sel f->{" Ti meZoneUser'} = '0';

TimeZoneUserBrowserAutoOffset

Description Value
Description: Setsthe user time zone per user based on java script / browser time zone offset
feature at login time.

Group: Framework

SubGroup: Core::Time

Valid: 1

Required: 0

Config-Setting:

$Sel f->{"' Ti meZoneUser Browser AutoOffset'} = '1';

CalendarWeekDayStart

Description Value

Description: Define the start day of the week for the date picker.

Group: Framework

SubGroup: Core::Time

Valid: 1
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Description Value
Required: 1
Config-Setting:
$Sel f - >{' Cal endar WeekDayStart'} = '1';
TimeVacationDays
Description Value
Description: Adds the permanent vacation days. Please use single digit pattern for numbers
from 1to 9 (instead of 01 - 09).
Group: Framework
SubGroup: Core::Time
Valid: 1
Required: 1
Config-Setting:

$Sel f->{"' Ti mneVacati onDays'} = {
] 1! :> {
"1'" => 'New Year\'s Day'

b
] 2! :> {
'24' => 'Christmas Eve',
'25' => "First Christnmas Day',
'26' => 'Second Christmas Day',
'31'" => 'New Year\'s Eve'
b
] 5! :> {
"1 =>"lInternational Workers\' Day'
}

b

TimeVacationDaysOneTime

Description Value

Description: Adds the one time vacation days. Please use single digit pattern for numbers
from 1to 9 (instead of 01 - 09).

Group: Framework

SubGroup: Core::Time

Valid: 1

Required: 1

Config-Setting:

$Sel f->{' Ti neVacati onDaysOneTi me'} = {
'2004' => {
] 1! :> {
"1 => 'test'
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TimeWorkingHours

Description Value

Description: Defines the hours and week days to count the working time.
Group: Framework

SubGroup: Core::Time

Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Ti meWor ki ngHours'} = {
CFrit o=

‘g

gt

'10',

11,

12",

'13',

'14'

'15',

'16',

17,

'18',

'19',

' 20!
]

n' =>|
'g
‘g
'10',
11",
12",
'13',
'14",
'15',
'16',
'17",
‘18",
'19',
' 20"
1,
"Sat' => [],
"Sun' => [],
"Thu' => |

‘g
‘g
'10',
11",
12",
'13',
'14",
'15',
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Description

Value

1

'Tue' => [

wed = |

]
}s

TimeShowCompleteDescription

Description Value
Description: Shows time use complete description (days, hours, minutes), if set to "Yes';
or just first letter (d, h, m), if set to "No".
Group: Framework
SubGroup: Core::Time
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Ti meShowConpl et eDescription'} = '0';
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Core::Time::Calendarl

TimeZone::CalendarlName

Description Value

Description: Defines the name of the calendar number 1.

Group: Framework

SubGroup: Core::Time::Calendarl

Valid: 1

Required: 1

Config-Setting:
$Sel f->{"' Ti meZone: : Cal endar 1Name'} = ' Cal endar
Name 1';

TimeZone::Calendarl
Description Value
Description: Defines the time zone of the calendar number 1, which can be assigned later
to a specific queue.

Group: Framework

SubGroup: Core::Time::Calendarl

Valid: 1

Required: 1

Config-Setting:

$Sel f->{' Ti neZone: : Calendar1'} = '0';

TimeVacationDays::Calendarl

Description Value

Description: Addsthe permanent vacation daysfor the calendar number 1. Please usesingle
digit pattern for numbers from 1 to 9 (instead of 01 - 09).

Group: Framework

SubGroup: Core::Time::Calendarl

Valid: 1

Required: 1

Config-Setting:

$Sel f->{' Ti neVacati onDays:: Calendarl'} = {
1} 1! :> {
1" => 'New Year\'s Day'

}l

1} 2! :> {
'24'" => "' Christms Eve',
'25'" => "First Christmas Day',
'26' => 'Second Christmas Day',
"31' =>"'New Year\'s Eve'

}l

1} 5! :> {
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Description

Value

T
}

=> '"International Wrkers\' Day'

}s

TimeVacationDaysOneTime::Calendarl

TimeW

Description Value
Description: Adds the one time vacation days for the calendar number 1. Please use single
digit pattern for numbers from 1 to 9 (instead of 01 - 09).
Group: Framework
SubGroup: Core::Time::Calendarl
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Ti mreVacat i onDaysOneTi ne: : Cal endar1'} = {
'2004' => {
] 1! :> {
"1' => 'test'
}
}
b
orkingHours::Calendarl
Description Value
Description: Defines the hours and week days of the calendar number 1, to count the
working time.
Group: Framework
SubGroup: Core::Time::Calendarl
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Ti meWor ki ngHours:: Calendar1'} = {
"Fri' => ]
‘g
g
‘10,
'11',
‘12",
'13',
‘14",
'15',
'16',
'17,
'18',
'19',
' 20"
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Description

Value

VBT
g
o
10
11
1o
‘13"
14
' 15
' 16"
17
‘18"
‘19"
L 50"
]

' Sat
' Sun'
" Thu'
‘g
‘9
‘10"
C11
F1or
F13r
140
15
‘16"
C17
18"
‘19

' 20"

' Tue'
‘g

10"
D11
1o
‘13
F 140
15
16
17
‘18
‘19
L 20"

Ved'
] 8! ,

1 10'
1 11|

=>[],
=> [],

:>[
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Description

Value
12",
'13',
14",
'15',
'16',
17",
'18',
'19',
' 20"

]

b

Core::Time::Calendar2

TimeZone::Calendar2Name

Description Value

Description: Defines the name of the calendar number 2.

Group: Framework

SubGroup: Core::Time::Calendar2

Valid: 1

Required: 1

Config-Setting:
$Sel f->{' Ti neZone: : Cal endar 2Nane'} = ' Cal endar
Name 2';

TimeZone::Calendar2
Description Value
Description: Defines the time zone of the calendar number 2, which can be assigned later
to a specific queue.

Group: Framework

SubGroup: Core::Time::Calendar2

Valid: 1

Required: 1

Config-Setting:
$Sel f->{" Ti meZone: : Cal endar2'} = '0';

TimeVacationDays::Calendar2

Description Value

Description: Adds the permanent vacation daysfor the calendar number 2. Please use single
digit pattern for numbers from 1 to 9 (instead of O1 - 09).

Group: Framework

SubGroup: Core::Time::Calendar2

Valid: 1
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Description Value
Required: 1
Config-Setting:

$Sel f->{" Ti mneVacati onDays:: Calendar2'} = {
] 1! :> {
"1'" => 'New Year\'s Day'

},
1 2! => {
'24'" =>"'Christmas Eve',
"25' =>"First Christmas Day',
'26' => '"Second Christmas Day',
"31' =>"New Year\'s Eve'
},
1 5! => {
"1 =>"lInternational Workers\' Day'
}

b

TimeVacationDaysOneTime::Calendar?2

Description Value

Description: Adds the one time vacation days for the calendar number 2. Please use single
digit pattern for numbersfrom 1 to 9 (instead of O1 - 09).

Group: Framework

SubGroup: Core::Time::Calendar2

valid: 1

Required: 1

Config-Setting:

$Sel f - >{' Ti meVacat i onDaysOneTi ne: : Cal endar2'} = {
'2004' => {
] ll :> {
"1' => "test'

}
}
H
TimeWorkingHours::Calendar2
Description Value
Description: Defines the hours and week days of the calendar number 2, to count the
working time.
Group: Framework
SubGroup: Core::Time::Calendar2
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Ti meWor ki ngHours: : Cal endar2'} = {
"Fri' => ]
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Description Value
1 8! ,

'10',
11",
12",
'13",
'14',
'15',
'16',
17",
‘18",
'19',
' 20

Mon' => |
l8l,

'10',
11",
12",
'13",
'14',
'15',
'16',
17",
‘18",
'19',
' 20

sat' => [],
"Sun' => [],
CThu' =>

'Tue' => [

-
'10',
11",
12",

202




Configuration Options Reference

Description

Value

'13',
'14',
'15',
'16',
"7,
'18',
'19',
' 20"

wed = |

]
}s

Core::Time::Calendar3

TimeZone::Calendar3Name

Description Value

Description: Defines the name of the calendar number 3.

Group: Framework

SubGroup: Core::Time::Caendar3

Valid: 1

Required: 1

Config-Setting:
$Sel f->{' Ti neZone: : Cal endar 3Nane'} = ' Cal endar
Nanme 3';

TimeZone::Calendar3
Description Value
Description: Defines the time zone of the calendar number 3, which can be assigned later
to a specific queue.

Group: Framework

SubGroup: Core::Time::Calendar3

Valid: 1

203




Configuration Options Reference

Description Value
Required: 1
Config-Setting:
$Sel f->{" Ti meZone: : Calendar3'} = '0';

TimeVacationDays::Calendar3

Description Value

Description: Addsthe permanent vacation daysfor the calendar number 3. Please use single
digit pattern for numbers from 1 to 9 (instead of 01 - 09).

Group: Framework

SubGroup: Core::Time::Calendar3

Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Ti neVacati onDays:: Calendar3'} = {
] 1! :> {
"1'" => 'New Year\'s Day'

b
] 2! :> {
'24'" => 'Christmas Eve',
'25' => "First Christnmas Day',
'26' => 'Second Christmas Day',
"31' => '"New Year\'s Eve'
b
] 5! :> {
1" => 'International Wrkers\' Day'
}

b

TimeVacationDaysOneTime::Calendar3

Description Value

Description: Adds the one time vacation days for the calendar number 3. Please use single
digit pattern for numbers from 1 to 9 (instead of 01 - 09).

Group: Framework

SubGroup: Core::Time::Calendar3

Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Ti meVacat i onDaysOneTi nme: : Cal endar3'} = {
'2004" => {
] 1! :> {
"1 => 'test'
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TimeWorkingHours::Calendar3

Description Value

Description: Defines the hours and week days of the calendar number 3, to count the
working time.

Group: Framework

SubGroup: Core::Time::Calendar3

Valid: 1

Required: 1

Config-Setting:
$Sel f->{" Ti meWor ki ngHours: : Calendar3'} = {
CRrit o= [
‘g
‘g
'10',
11,
12",
'13',
'14'
'15',
'16',
17,
'18',
'19',
' 20!
1.
"Mon' => [

1,
"Sat' => [],
'sun' => [],
"Thu' => |
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Description

Value

'15',
'16',
"7,
'18',
'19',
' 20"

'Tue' => [

-
'10',
11",
12",
'13",
'14',
'15',
'16',
17",
‘18",
'19',
' 20

wed = |

Lo
'10',
t11',
t12',
113",
'14",
115",
16",
t17,
118",
119",
e

]

}s

Core::Time::Calendar4

TimeZone::Calendar4Name

Description Value

Description: Defines the name of the calendar number 4.
Group: Framework

SubGroup: Core::Time::Calendar4

Valid: 1

Required: 1

Config-Setting:

206




Configuration Options Reference

Description Value
$Sel f->{"' Ti meZone: : Cal endar4Nanme'} = ' Cal endar
Nane 4';

TimeZone::Calendar4
Description Value
Description: Defines the time zone of the calendar number 4, which can be assigned later
to a specific queue.

Group: Framework

SubGroup: Core::Time::Calendar4

Valid: 1

Required: 1

Config-Setting:
$Sel f->{"' Ti meZone: : Cal endar4'} = '0';

TimeVacationDays::Calendar4

Description Value

Description: Addsthe permanent vacation daysfor the calendar number 4. Please use single
digit pattern for numbers from 1 to 9 (instead of 01 - 09).

Group: Framework

SubGroup: Core::Time::Calendar4

Valid: 1

Required: 1

Config-Setting:

$Sel f->{" Ti mneVacati onDays:: Cal endar4'} = {
] 1! :> {
"1'" => 'New Year\'s Day'

} )
] 2! :> {
'24'" =>"'Christmas Eve',
'25' => "First Christnmas Day',
'26' => '"Second Christmas Day',
31" => 'New Year\'s Eve'
} )
] 5! :> {
1" => 'International Wrkers\' Day'
}
b
TimeVacationDaysOneTime::Calendar4
Description Value
Description: Adds the one time vacation days for the calendar number 4. Please use single
digit pattern for numbers from 1 to 9 (instead of 01 - 09).
Group: Framework
SubGroup: Core::Time::Calendar4
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Description Value
Valid: 1
Required: 1
Config-Setting:

$Sel f->{"' Ti meVacat i onDaysOneTi nme: : Cal endar4'} = {
'2004" => {
lll :>{
"1' => 'test'
}
}
b

TimeWorkingHours::Calendar4

Description Value

Description: Defines the hours and week days of the calendar number 4, to count the
working time.

Group: Framework

SubGroup: Core::Time::Calendar4

Valid: 1

Required: 1

Config-Setting:

$Sel f->{" Ti meWor ki ngHours: : Cal endar4'} = {

CFrit => |
‘g
g
'10',
11,
12",
'13',
'14'
'15',
'16',
17,
'18',
'19',
' 20!

Mon' => [
‘g
g
‘10,
'11',
‘12,
'13',
'14',
'15',
'16',
"17,
'18',
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Description

Value

'19',
' 20
1.
‘sat =[],
“sun =[],
"Thu' => |
g
-
'10',
11,
12",
'13',
'14',
"15',
'16',
17,
'18',
'19',
' 20

"Tue' => |
g

'10',
11",
12",
'13",
'14',
'15',
'16',
17",
‘18",
'19',
' 20

wed' => |
] 8l ,

'10',
11",
12",
'13",
'14',
'15',
'16',
17",
‘18",
'19',
' 20
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Core::Time::Calendar5

TimeZone::Calendar5Name

Description Value

Description: Defines the name of the calendar number 5.

Group: Framework

SubGroup: Core::Time::Calendar5

Valid: 1

Required: 1

Config-Setting:
$Sel f->{"' Ti meZone: : Cal endar5Nanme'} = ' Cal endar
Name 5';

TimeZone::Calendar5
Description Value
Description: Defines the time zone of the calendar number 5, which can be assigned later
to a specific queue.

Group: Framework

SubGroup: Core::Time::Calendar5

Valid: 1

Required: 1

Config-Setting:

$Sel f->{' Ti neZone: : Cal endar5'} = '0';

TimeVacationDays::Calendar5

Description Value

Description: Addsthe permanent vacation daysfor the calendar number 5. Please use single
digit pattern for numbers from 1 to 9 (instead of 01 - 09).

Group: Framework

SubGroup: Core::Time::Calendar5

Valid: 1

Required: 1

Config-Setting:

$Sel f->{' Ti neVacati onDays:: Cal endar5'} = {
1} 1! :> {
1" => 'New Year\'s Day'

}l

1} 2! :> {
'24'" => "' Christms Eve',
'25'" => "First Christmas Day',
'26' => 'Second Christmas Day',
"31' =>"'New Year\'s Eve'

}l

1} 5! :> {
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Description

Value

T
}

=> '"International Wrkers\' Day'

}s

TimeVacationDaysOneTime::Calendar5

TimeW

Description Value
Description: Adds the one time vacation days for the calendar number 5. Please use single
digit pattern for numbers from 1 to 9 (instead of 01 - 09).
Group: Framework
SubGroup: Core::Time::Calendarb
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Ti mreVacat i onDaysOneTi ne: : Cal endar5'} = {
'2004' => {
] 1! :> {
"1' => 'test'
}
}
b
orkingHours::Calendar5
Description Value
Description: Defines the hours and week days of the calendar number 5, to count the
working time.
Group: Framework
SubGroup: Core::Time::Calendarb
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Ti meWor ki ngHour s: : Cal endar5'} = {
"Fri' => ]
‘g
g
‘10,
'11',
‘12",
'13',
‘14",
'15',
'16',
'17,
'18',
'19',
' 20"
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Description

Value

VBT
g
o
10
11
1o
‘13"
14
' 15
' 16"
17
‘18"
‘19"
L 50"
]

' Sat
' Sun'
" Thu'
‘g
‘9
‘10"
C11
F1or
F13r
140
15
‘16"
C17
18"
‘19

' 20"

' Tue'
‘g

10"
D11
1o
‘13
F 140
15
16
17
‘18
‘19
L 20"

Ved'
] 8! ,

1 10'
1 11|

=>[],
=> [],

:>[
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Description

Value
12",
'13',
14",
'15',
'16',
17",
'18',
'19',
' 20"

]

b

Core::Time::Calendar6

TimeZone::Calendar6Name

Description Value

Description: Defines the name of the calendar number 6.

Group: Framework

SubGroup: Core::Time::Calendar6

Valid: 1

Required: 1

Config-Setting:
$Sel f->{' Ti neZone: : Cal endar 6Nane' } = ' Cal endar
Nanme 6';

TimeZone::Calendar6
Description Value
Description: Defines the time zone of the calendar number 6, which can be assigned later
to a specific queue.

Group: Framework

SubGroup: Core::Time::Calendar6é

Valid: 1

Required: 1

Config-Setting:
$Sel f->{"' Ti meZone: : Cal endar6'} = '0';

TimeVacationDays::Calendar6

Description Value

Description: Adds the permanent vacation daysfor the calendar number 6. Please use single
digit pattern for numbers from 1 to 9 (instead of O1 - 09).

Group: Framework

SubGroup: Core::Time::Calendar6

Valid: 1
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Description Value
Required: 1
Config-Setting:

$Sel f->{" Ti mneVacati onDays:: Calendar6'} = {
] 1! :> {
"1'" => 'New Year\'s Day'

},
1 2! => {
'24'" =>"'Christmas Eve',
"25' =>"First Christmas Day',
'26' => '"Second Christmas Day',
"31' =>"New Year\'s Eve'
},
1 5! => {
"1 =>"lInternational Workers\' Day'
}

b

TimeVacationDaysOneTime::Calendar6

Description Value

Description: Adds the one time vacation days for the calendar number 6. Please use single
digit pattern for numbersfrom 1 to 9 (instead of O1 - 09).

Group: Framework

SubGroup: Core::Time::Calendar6

valid: 1

Required: 1

Config-Setting:

$Sel f->{' Ti meVacati onDaysOneTi ne: : Cal endar6'} = {
'2004" => {
] 1! :> {
"1' => "test'

}
}
H
TimeWorkingHours::Calendar6
Description Value
Description: Defines the hours and week days of the calendar number 6, to count the
working time.
Group: Framework
SubGroup: Core::Time::Calendar6
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Ti meWor ki ngHours: : Cal endar6'} = {
"Fri' => ]
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Description Value
1 8! ,

'10',
11",
12",
'13",
'14',
'15',
'16',
17",
‘18",
'19',
' 20

Mon' => |
l8l,

'10',
11",
12",
'13",
'14',
'15',
'16',
17",
‘18",
'19',
' 20

sat' => [],
"Sun' => [],
CThu' =>

'Tue' => [

-
'10',
11",
12",
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Description

Value

'13',
'14',
'15',
'16',
"7,
'18',
'19',
' 20"

wed = |

]
}s

Core::Time::Calendar7

TimeZone::Calendar7Name

Description Value

Description: Defines the name of the calendar number 7.

Group: Framework

SubGroup: Core::Time::Caendar7

Valid: 1

Required: 1

Config-Setting:
$Sel f->{' Ti neZone: : Cal endar 7Nane' } = ' Cal endar
Name 7';

TimeZone::Calendar7
Description Value
Description: Defines the time zone of the calendar number 7, which can be assigned later
to a specific queue.

Group: Framework

SubGroup: Core::Time::Calendar7

Valid: 1
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Description Value
Required: 1
Config-Setting:
$Sel f->{" Ti meZone: : Calendar7'} = '0';

TimeVacationDays::Calendar?7

Description Value

Description: Addsthe permanent vacation days for the calendar number 7. Please use single
digit pattern for numbers from 1 to 9 (instead of 01 - 09).

Group: Framework

SubGroup: Core::Time::Calendar7

Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Ti neVacati onDays:: Calendar7'} = {
] 1! :> {
"1'" => 'New Year\'s Day'

b
] 2! :> {
'24' => 'Christmas Eve',
'25' => "First Christnmas Day',
'26' => 'Second Christmas Day',
'31'" => 'New Year\'s Eve'
b
] 5! :> {
"1 =>"lInternational Workers\' Day'
}

b

TimeVacationDaysOneTime::Calendar?

Description Value

Description: Adds the one time vacation days for the calendar number 7. Please use single
digit pattern for numbers from 1 to 9 (instead of 01 - 09).

Group: Framework

SubGroup: Core::Time::Calendar7

Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Ti meVacat i onDaysOneTi nme: : Cal endar 7'} = {
'2004" => {
] 1! :> {
"1 => 'test'
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TimeWorkingHours::Calendar7
Description Value
Description: Defines the hours and week days of the calendar number 7, to count the
working time.
Group: Framework
SubGroup: Core::Time::Calendar7
Valid: 1
Required: 1
Config-Setting:

$Sel f->{" Ti meWor ki ngHours:: Calendar7'} = {
CFrit = |

‘g

gt

'10',

11,

12",

'13',

'14'

'15',

'16',

17,

'18',

'19',

' 20!
]

n' =>[
'g
‘g
110",
t11,
t12',
113",
114",
115",
'16',
AR
118",
119,

' 20"

1,
"Sat' =>[],
"Sun' => [],
"Thu' => [
‘g

‘g
110",
t11,
t12',
113",
114",
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Description

Value

'15',
'16',
"7,
'18',
'19',
' 20"

'Tue' => [

-
'10',
11",
12",
'13",
'14',
'15',
'16',
17",
‘18",
'19',
' 20

wed = |

Lo
'10',
t11',
t12',
113",
'14",
115",
16",
t17,
118",
119",
e

]

}s

Core::Time::Calendar8

TimeZone::Calendar8Name

Description Value

Description: Defines the name of the calendar number 8.
Group: Framework

SubGroup: Core::Time::Calendar8

Valid: 1

Required: 1

Config-Setting:
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Description Value
$Sel f->{"' Ti meZone: : Cal endar 8Nanme'} = ' Cal endar
Nane 8';

TimeZone::Calendar8
Description Value
Description: Defines the time zone of the calendar number 8, which can be assigned later
to a specific queue.

Group: Framework

SubGroup: Core::Time::Calendar8

Valid: 1

Required: 1

Config-Setting:
$Sel f->{" Ti meZone: : Cal endar8'} = '0';

TimeVacationDays::Calendar8

Description Value

Description: Addsthe permanent vacation daysfor the calendar number 8. Please use single
digit pattern for numbers from 1 to 9 (instead of 01 - 09).

Group: Framework

SubGroup: Core::Time::Calendar8

Valid: 1

Required: 1

Config-Setting:

$Sel f->{" Ti mneVacati onDays:: Calendar8} = {
] 1! :> {
"1'" => 'New Year\'s Day'

} )
] 2! :> {
'24'" =>"'Christmas Eve',
'25' => "First Christnmas Day',
'26' => '"Second Christmas Day',
31" => 'New Year\'s Eve'
} )
] 5! :> {
1" => 'International Wrkers\' Day'
}
b
TimeVacationDaysOneTime::Calendar8
Description Value
Description: Adds the one time vacation days for the calendar number 8. Please use single
digit pattern for numbers from 1 to 9 (instead of 01 - 09).
Group: Framework
SubGroup: Core::Time::Calendar8
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Description Value
Valid: 1
Required: 1
Config-Setting:

$Sel f->{"' Ti meVacat i onDaysOneTi nme: : Cal endar8'} = {
'2004" => {
lll :>{
"1' => 'test'
}
}
b

TimeWorkingHours::Calendar8

Description Value

Description: Defines the hours and week days of the calendar number 8, to count the
working time.

Group: Framework

SubGroup: Core::Time::Calendar8

Valid: 1

Required: 1

Config-Setting:

$Sel f->{" Ti meWor ki ngHours: : Cal endar8'} = {

CFrit => |
‘g
g
'10',
11,
12",
'13',
'14'
'15',
'16',
17,
'18',
'19',
' 20!

Mon' => [
‘g
g
‘10,
'11',
‘12,
'13',
'14',
'15',
'16',
"17,
'18',
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Description

Value

'19',
' 20
1.
‘sat =[],
“sun =[],
"Thu' => |
g
-
'10',
11,
12",
'13',
'14',
"15',
'16',
17,
'18',
'19',
' 20

"Tue' => |
g

'10',
11",
12",
'13",
'14',
'15',
'16',
17",
‘18",
'19',
' 20

wed' => |
] 8l ,

'10',
11",
12",
'13",
'14',
'15',
'16',
17",
‘18",
'19',
' 20
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Core::Time::Calendar9

TimeZone::Calendar9Name

Description Value

Description: Defines the name of the calendar number 9.

Group: Framework

SubGroup: Core::Time::Calendar9

Valid: 1

Required: 1

Config-Setting:
$Sel f->{"' Ti meZone: : Cal endar 9Nanme'} = ' Cal endar
Nanme 9';

TimeZone::Calendar9
Description Value
Description: Defines the time zone of the calendar number 9, which can be assigned later
to a specific queue.

Group: Framework

SubGroup: Core::Time::Calendar9

Valid: 1

Required: 1

Config-Setting:

$Sel f->{' Ti neZone: : Cal endar9'} = '0';

TimeVacationDays::Calendar9

Description Value

Description: Addsthe permanent vacation daysfor the calendar number 9. Please use single
digit pattern for numbers from 1 to 9 (instead of 01 - 09).

Group: Framework

SubGroup: Core::Time::Calendar9

Valid: 1

Required: 1

Config-Setting:

$Sel f->{' Ti neVacati onDays:: Calendar9'} = {
1} 1! :> {
1" => 'New Year\'s Day'

}l

1} 2! :> {
'24'" => "' Christms Eve',
'25'" => "First Christmas Day',
'26' => 'Second Christmas Day',
"31' =>"'New Year\'s Eve'

}l

1} 5! :> {
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Description

Value

T
}

=> '"International Wrkers\' Day'

}s

TimeVacationDaysOneTime::Calendar9

TimeW

Description Value
Description: Adds the one time vacation days for the calendar number 9. Please use single
digit pattern for numbers from 1 to 9 (instead of 01 - 09).
Group: Framework
SubGroup: Core::Time::Calendar9
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Ti mreVacat i onDaysOneTi ne: : Cal endar9'} = {
'2004" => {
] 1! :> {
"1' => 'test'
}
}
b
orkingHours::Calendar9
Description Value
Description: Defines the hours and week days of the calendar number 9, to count the
working time.
Group: Framework
SubGroup: Core::Time::Calendar9
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Ti meWor ki ngHours: : Calendar9'} = {
"Fri' => ]
‘g
g
'10',
11",
12",
'13',
'14",
'15',
‘16",
"7,
‘18",
'19',
' 20"
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Description

Value

VBT
g
o
10
11
1o
‘13"
14
' 15
' 16"
17
‘18"
‘19"
L 50"
]

' Sat
' Sun'
" Thu'
‘g
‘9
‘10"
C11
F1or
F13r
140
15
‘16"
C17
18"
‘19

' 20"

' Tue'
‘g

10"
D11
1o
‘13
F 140
15
16
17
‘18
‘19
L 20"

Ved'
] 8! ,

1 10'
1 11|

=>[],
=> [],

:>[
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Description Value
'12',
'13',
'14',
'15',
'16',
17,
'18',
'19',
1 20!
]
b
Core::Web
Frontend::WebPath
Description Value
Description: Defines the URL base path of icons, CSS and Java Script.
Group: Framework
SubGroup: Core::Web
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Frontend: : WbPath'} = '/otrs-web/';
Frontend::ImagePath
Description Value
Description: Defines the URL image path of icons for navigation.
Group: Framework
SubGroup: Core::Web
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Frontend: : I magePath'} =
' <OTRS_CONFI G_Fr ont end: : WebPat h>ski ns/ Agent /
defaul t/ing/';

Frontend::CSSPath

Description Value

Description: Defines the URL CSS path.
Group: Framework

SubGroup: Core::Web
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Description Value
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Frontend: : CSSPat h'} =
' <OTRS_CONFI G_Front end: : WebPat h>css/ ' ;

Frontend::JavaScriptPath

Description Value

Description: Defines the URL java script path.

Group: Framework

SubGroup: Core::Web

Valid: 1

Required: 1

Config-Setting:
$Sel f->{"' Frontend: : JavaScri ptPath'} =
' <OTRS_CONFI G_Front end: : WbPat h>j s/ ;

Frontend::RichText

Description Value
Description: Usesrichtext for viewing and editing: articles, salutations, signatures, standard
responses, auto responses and notifications.
Group: Framework
SubGroup: Core::Web
valid: 1
Required: 1
Config-Setting:
$Sel f->{' Frontend: : RichText'} = '1';

Frontend::RichTextPath

Description Value
Description: Definesthe URL rich text editor path.
Group: Framework
SubGroup: Core::Web
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Frontend: : Ri chTextPath'} =
' <OTRS_CONFI G_Front end: : WebPat h>j s/t hi rdparty/
ckeditor-3.4.2/";
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Frontend::RichTextWidth

Description Value

Description: Defines the width for the rich text editor component. Enter number (pixels) or
percent value (relative).

Group: Framework

SubGroup: Core::Web

valid: 1

Required: 1

Config-Setting:

$Sel f->{' Frontend: : R chTextWdth'} = '620";

Frontend::RichTextHeight

Description Value

Description: Definesthe=hHeight for the rich text editor component. Enter number (pixels)
or percent value (relative).

Group: Framework

SubGroup: Core::Web

valid: 1

Required: 1

Config-Setting:

$Sel f->{' Frontend: : Ri chTextHeight'} = '320';

Frontend::RichText::DefaultCSS

Description Value

Description: Defines the default CSS used in rich text editors.
Group: Framework

SubGroup: Core::Web

Valid: 1

Required: 1

Config-Setting:

$Sel f->{' Frontend: : Ri chText::Defaul tCSS'} =
"font-famly: Geneva, Hel veti ca, Ari al , sans-serif;
font-size: 12px;";

DefaultViewNewLine

Description Value

Description: Automated line break in text messages after x number of chars.
Group: Framework

SubGroup: Core::Web

Valid: 1

Required: 1
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Description Value

Config-Setting:

$Sel f->{"' Def aul t Vi ewNewLi ne'} = '90';

DefaultPreViewLines

Description Value
Description: Setsthe number of linesthat are displayed in the preview of messages (e.g. for
tickets in the QueueView).
Group: Framework
SubGroup: Core::Web
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Defaul tPreViewLines'} = '18';

DefaultViewLines

Description Value
Description: Sets the number of lines that are displayed in text messages (e.g. ticket lines
in the QueueZoom).
Group: Framework
SubGroup: Core::Web
valid: 1
Required: 1
Config-Setting:
$Sel f->{' DefaultViewLines'} = '6000";

Frontend::AnimationEnabled

Description Value
Description: Turns on the animations used in the GUI. If you have problems with these
animations (e.g. performance issues), you can turn them off here.
Group: Framework
SubGroup: Core::Web
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Frontend: : Ani mati onEnabled'} = '1';

AttachmentDownloadType

Description Value

Description: Allows choosing between showing the attachments of aticket in the browser
(inline) or just make them downloadable (attachment).
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Description Value
Group: Framework
SubGroup: Core::Web
Valid: 1

Required: 1
Config-Setting:

$Sel f->{"' Att achnment Downl oadType'} = "'attachnent';

WebMaxFileUpload

Description Value

Description: Defines the maximal size (in bytes) for file uploads via the browser.
Group: Framework

SubGroup: Core::Web

valid: 1

Required: 1

Config-Setting:

$Sel f->{' WebMaxFi |l eUpl oad'} = '16777216';

WebUploadCacheModule

Description Value

Description: Selects the module to handle uploads via the web interface. "DB" stores all
uploadsin the database, "FS" uses the file system.

Group: Framework

SubGroup: Core::Web

valid: 1

Required: 1

Config-Setting:

$Sel f - >{" WebUpl oadCacheModul e'} =
" Kernel :: System : Wb: : Upl oadCache: : DB' ;

Frontend::Output::FilterText###AAAURL

Description Value

Description: Defines the filter that processes the text in the articles, in order to highlight
URLs.

Group: Framework

SubGroup: Core::Web

Valid: 1

Required: 0

Config-Setting:

$Sel f->{' Frontend: : Qutput::FilterText'}-
>{" AMAURL'} = {
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Description

Value

"Modul e' =>
"Kernel ::Qutput::HTM.:: Qutput Fi | ter Text URL'
b

Frontend::Themes

Description Value
Description: Activates the available themes on the system. Value 1 means active, 0 means
inactive.
Group: Framework
SubGroup: Core::Web
Valid: 1
Required: 0
Config-Setting:
$Sel f->{' Frontend: : Themes'} = {
"Lite' =>"'0",
'Standard' => '1'
b

Frontend::Output::FilterText###OutputFilterTextAutoLink

Description Value
Description: Definesafilter to processthetext inthearticles, in order to highlight predefined
keywords.
Group: Framework
SubGroup: Core::Web
Valid: 0
Required: 0
Config-Setting:
$Sel f->{' Frontend:: Qutput::FilterText'}-
>{"QutputFilterTextAutoLink'} = {
" Modul e’ =>
"Kernel :: Qutput::HTM: : Qut put Fi | t er Text Aut oLi nk'
H

Frontend::Output::OutputFilterTextAutoLink###CVE

Description Value

Description: Definesafilter for html output to add links behind CV E numbers. The element
Image allows two input kinds. At once the name of animage (e.g. fag.png). In
this case the OTRS image path will be used. The second possiblity isto insert
the link to the image.

Group: Framework

SubGroup: Core::Web

valid: 0
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Description Value
Required: 0
Config-Setting:

$Sel f -

>{' Front end: : Qut put: : Qut put Fi | t er Text Aut oLi nk' } -
>{"CVE'} = |
"RegExp’ => |
"(CVE| CAN)\\ - (\\d{3,4})\\-(\\d{2,6})"
]

"URLL => {

"Description' => "Mtre',

"Image' => 'http://cve.mtre.org/favicon.ico',

"Target' =>"'_blank',

"URL' => "http://cve.mtre.org/cgi-bin/
cvenane. cgi ?name=<MATCH1>- <MATCH2>- <MATCH3>"

1
"URL2' => {

"Description' => "'Google',

"Image'’ => 'http://ww. google.de/favicon.ico',

"Target' =>"'_blank',

"URL' => '"http://google.conl sear ch?q=<MATCH1>-
<MATCH2>- <MATCH3>'

1
"URL3' => {

"Description' =>"US CERT NVD ,

"I'mage' => 'http://nvd.nist.gov/favicon.ico',

"Target' =>"_blank',

"URL' => "http://nvd. nist.gov/nvd. cf n®?
cvename=<MATCH1>- <MATCH2>- <MATCH3>'

}
b

Frontend::Output::OutputFilterTextAutoLink###Bugtraq

Description Value

Description: Defines a filter for html output to add links behind bugtraq numbers. The
element Image alows two input kinds. At once the name of an image (e.g.
fag.png). In this case the OTRS image path will be used. The second possiblity
istoinsert the link to the image.

Group: Framework

SubGroup: Core::Web

valid: 0

Required: 0

Config-Setting:

$Sel f -
>{" Front end: : Qut put : : Qut put Fi | t er Text Aut oLi nk' } -
>{"Bugtrag'} = {
"RegExp' => [
"Bugtrag[\\s\\wWANt]*2I D[\ VsV A wA Nt ] *2: [V s\l wA

\Vt]1*?(\\d{2,8})",
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Description

Value

"Bugtrag[\\s\\wA\t]*2ID[\\s\\w\t]*?(\
\d{2,8})",
"Bugtrag[\\s\\w\t]*2: [\\s\\w\t]*?(\\d{2,8})",
"Bugtrag[\\s\\w\t]*?(\\d{2,8})",
"BIDIVVS\ AWV E]*2: [\ VsV AwA Nt ] *?2(\\d{2,8})",
"BID[\\s\\wVt]*?(\\d{2,8})"
1.
"URLL => {
"Description' => 'Security Focus',
"Image' => 'http://ww. securityfocus.cont
favicon.ico',
"Target' =>"'_blank',
"URL' => "http://ww.securityfocus. cont bid/
<MATCH1>/ i nf o'

1
"URL2 =>
"Description' => "'Google',
"Image’ => 'http://ww. google.de/favicon.ico',
"Target' =>"'_blank',
"URL' => "http://google.conf sear ch?q=<MATCH>'
}

s

Frontend::Output::OutputFilterTextAutoLink###MSBulletins

Description Value

Description: Defines afilter for html output to add links behind M SBulletin numbers. The
element Image alows two input kinds. At once the name of an image (e.g.
fag.png). In this case the OTRS image path will be used. The second possiblity
istoinsert the link to the image.

Group: Framework

SubGroup: Core::Web

valid: 0

Required: 0

Config-Setting:

$Sel f -

>{' Frontend: : Qut put:: Qut put Fi | t er Text Aut oLi nk' } -
>{"MsBulletins'} = {
"RegExp' => [
" MS[MA-Za-z] {0, 5} (\\d\\d).?2(\\d{2, 4})"’
1.
"URLL => {
"Description' =>'Mcrosoft Technet',
"Image’ => 'http://ww. m crosoft.com
favicon.ico',
"Target' =>"'_blank',
"URL' => "http://ww. mcrosoft.conitechnet/
security/bull eti n/ M5S<MATCH1>- <MATCH2>. nspx’

b
"URL2" => {
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Description

Value

"Description' => "'Google',
"Image’ => 'http://ww. google.de/favicon.ico',
"Target' =>"'_blank',
"URL' => '"http://google.conm search?
g=MS<MATCH1>- <MATCH2>'
}
b

Frontend::Output::OutputFilterTextAutoLink###Setting1

Description Value

Description: Definealfilter for html output to add links behind adefined string. The element
Image allowstwo input kinds. At once the name of an image (e.g. fag.png). In
this case the OTRS image path will be used. The second possiblity isto insert
the link to the image.

Group: Framework

SubGroup: Core::Web

valid: 0

Required: 0

Config-Setting:

$Sel f -

>{' Front end: : Qut put: : Qut put Fi | t er Text Aut oLi nk' } -
>{"Settingl'} = {

"RegExp’ => |
' RegExp’

1,

"URLL => {
"Description' => 'Description',
"Image’ => 'right-small.png',
"Target' =>"'_blank',
"URL'" => 'URL'

1

"URL2' => {
"Description' => 'Description',
"lImage’ => 'lnage',
"Target' =>"_blank',
"URL'" => "'URL'

}

s

Frontend::Output::OutputFilterTextAutoLink###Setting2

Description Value

Description: Definesafilter for html output to add links behind adefined string. The element
Image alowstwo input kinds. At once the name of an image (e.g. fag.png). In
this case the OTRS image path will be used. The second possiblity isto insert
the link to the image.

Group: Framework
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Description Value
SubGroup: Core::Web
Valid: 0
Required: 0
Config-Setting:

$Sel f -

>{"' Front end: : Qut put : : Qut put Fi | t er Text Aut oLi nk' } -
>{"Setting2'} = {

' RegExp" => [

' RegExp'

1,
"URLL => {

"Description' => 'Description',

"I mage' => 'right-small.png',

"Target' =>"'_blank',

L} URLI :> L} URLI
} L
"URL2' =>{
"Description' => 'Description',
"l mage’ => 'Ilnmage',
'Target' =>"'_blank',
L} URLI :> L} URLI
} L
"URL3' => {
"Description' => 'Description',
"l mage’ => 'Ilnmage',
'Target' =>"'_blank',
L} URLI :> L} URLI
}
H
Loader::Enabled::CSS
Description Value
Description: If enabled, OTRS will deliver all CSS filesin minified form. WARNING: If
you turn this off, there will likely be problemsin |E 7, because it cannot load
more than 32 CSSfiles.
Group: Framework
SubGroup: Core::Web
valid: 1
Required: 1
Config-Setting:
$Sel f->{' Loader::Enabled::CSS'} = '1';
Loader::Enabled::JS
Description Value
Description: If enabled, OTRS will deliver all JavaScript filesin minified form.
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Description Value
Group: Framework
SubGroup: Core::Web
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Loader:: Enabled::JS'} = '1';

Loader::Agent::CommonCSS###000-Framework

Description Value

Description: List of CSSfilesto always be loaded for the agent interface.
Group: Framework

SubGroup: Core::Web

valid: 1

Required: 1

Config-Setting:

$Sel f - >{' Loader : : Agent : : ConmonCSS' } - >{' 000-
Framework'} = [

Cor e.
' Core.
' Core.
' Core.
' Core.
' Core.
' Core.
' Core.
' Core.
' Core.
' Core.
' Core.
' Core.
' Core.
' Core.
' Core.
' Core.

1;

Reset . css',

Defaul t.css',

Header. css',

Overvi ewControl . css',
Overvi ewsnal | . css',
Overvi ewvedi um css',
Overvi ewLar ge. css',
Foot er. css',
PagelLayout . css',
Form css',

Tabl e. css',

W dget . css',

W dget Menu. css',

Ti cketDetail.css',
Tool tip.css',

Di al og. css',
Print.css'

Loader::Agent::CommonCSS:: IE7###000-Framework

Description Value

Description: List of IE7-specific CSSfiles to aways be loaded for the agent interface.
Group: Framework

SubGroup: Core::Web

Valid: 1

Required: 1
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Description Value

Config-Setting:
$Sel f->{"' Loader: : Agent: : CommonCSS: : | E7' } - >{' 000-

Framework'} = |

'Core.Default.lE7.css',

' Cor e. Header . | E7. css',

' Core. OverviewControl . I E7. css',

' Core. OverviewsSmal | . 1 E7. css',

' Core. Overvi ewMedi um | E7. css',

' Core. OverviewLarge. | E7. css',

' Cor e. PagelLayout . | E7. css',

'Core.Form | E7. css',

' Core. Wdget .| E7. css',

' Core. Wdget Menu. | E7. css',

"Core.Tool tip.lE7.css',

' Core.Dial og.lE7.css',

"Core.TicketDetail .l E7.css',

' Core. Tabl e. | E7. css'

1;

Loader::Agent::CommonCSS::IE8###000-Framework

Description Value
Description: List of IE8-specific CSSfilesto aways be loaded for the agent interface.
Group: Framework
SubGroup: Core::Web
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Loader: : Agent: : CommonCSS: : | E8' } - >{' 000-
Framework'} = |
' Core. Overviewsnal | . | E8. css'
l;

Loader::Agent::CommonJS###000-Framework

Description Value

Description: List of JSfilesto always be loaded for the agent interface.

Group: Framework

SubGroup: Core::Web

valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Loader: : Agent:: CommonJS' }->{"' 000-
Framework'} = |

"thirdparty/json/json2.js",
"thirdparty/jquery-1.4.4/jquery.js',
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Description

Value
"thirdparty/jquery-ui-1.8.7/jquery-ui.js',
"thirdparty/jquery-validate-1.7/

jquery.validate.js',

"thirdparty/stacktrace/stacktrace.js',
' Cor e. JavaScri pt Enhancenents.js',
' Core.Debug.js',

'"Core.Data.js',

'Core.Config.js',

' Core. Exception.js',
'Core.JSON.js',

"Core. AJAX.js',

"Core. Ul .js',

"Core. U .| E7Fi xes.js'",

"Core. U .Accordion.js',

"Core. U .Datepicker.js',

"Core. U .Resizable.js',

"Core. U .Table.js',

"Core. U .Accessibility.js",
"Core.U .RichTextEditor.js',
"Core.U .Dialog.js',

"Core. U .ActionRow.js',

' Core. U . Popup.js',
'"Core.Formjs',

"Core.Form ErrorTooltips.js',
'"Core.Form Validate.js',

"Core. App.js',

'Core.Agent.js',

' Core. Agent. Search.js'
1

Loader::Customer::CommonCSS###000-Framework

Description Value

Description: List of CSSfilesto always be loaded for the customer interface.
Group: Framework

SubGroup: Core::Web

Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Loader: : Cust oner: : CommonCSS' } - >{' 000-
Framework'} = |

' Core. Reset.css',
"Core.Default.css',
' Core. Formcss',
' Core. Di al 0og. css',
"Core.Tooltip.css',
' Core. Logi n. css',
'Core.Control.css',
' Core. Tabl e. css',
" Core. Ticket Zoom css'
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Description

Value

"Core.Print.css'

1;

Loader::Customer::CommonCSS:: IE6###000-Framework

Description Value

Description: List of IE6-specific CSSfilesto aways be loaded for the customer interface.
Group: Framework

SubGroup: Core::Web

Valid: 1

Required: 1

Config-Setting:

$Sel f - >{' Loader: : Cust oner: : CormonCSS: : | E6' } -
>{' 000- Framework'} = |
'Core. | E6.css',
"Core.Tool tip.|E6.css'

|

Loader::Customer::CommonCSS:: IE7###000-Framework

Description Value

Description: List of IE7-specific CSSfilesto aways be loaded for the customer interface.
Group: Framework

SubGroup: Core::Web

Valid: 1

Required: 1

Config-Setting:

$Sel f - >{' Loader: : Cust oner: : CormonCSS: : | E7' } -
>{" 000- Framework'} = [
'"Core.l E7.css',
"Core. Tool tip.lE7.css',
'Core.Dial og.lE7. css'

1

Loader::Customer::CommonCSS:: IE8###000-Framework

Description Value

Description: List of IE8-specific CSSfilesto aways be loaded for the customer interface.
Group: Framework

SubGroup: Core::Web

Valid: 1

Required: 1

Config-Setting:
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Description Value

$Sel f->{"' Loader: : Cust oner:: ConrmonCSS: : | E8' } -
>{' 000- Framework'} = [];

Loader::Customer::CommonJS###000-Framework

Description Value

Description: List of JSfilesto always be loaded for the customer interface.
Group: Framework

SubGroup: Core::Web

valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Loader: : Cust oner:: ConmonJS' }->{"' 000-
Framework'} = |
"thirdparty/jquery-1.4.4/jquery.js',
"thirdparty/jquery-validate-1.7/
jquery.validate.js',
"thirdparty/jquery-ui-1.8.7/jquery-ui.js',
"thirdparty/stacktrace/ stacktrace.js',
' Core. Debug.js',
'Core.Data.js',
' Core. Exception.js',
"Core. App.js',
' Core. JavaScri pt Enhancenents.js',
"Core.Config.js',
"Core. Ul .js',
"Core. U .| E7Fixes.js'",
"Core. U .Accessibility.js",
"Core.U .Dialog.js',
"Core.U .RichTextEditor.js',
' Core. Ul . Datepicker.js',
' Core. U . Popup.js',
'"Core.Formjs',
"Core. Form ErrorTooltips.js',
'"Core.Form Validate.js',
' Core. Customer.js'

1

Loader::Agent::DefaultSelected Skin

Description Value

Description: The agent skin's InternalName which should be used in the agent interface.
Please check the available skinsin Frontend::Agent::Skins.

Group: Framework

SubGroup: Core::Web

Valid: 1

Required: 1
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Description

Value

Config-Setting:

$Sel f->{"' Loader:: Agent:: Defaul t Sel ectedSkin'} =
"defaul t';

Loader::Customer::SelectedSkin::HostBased

Description Value

Description: It is possible to configure different skins, for example to distinguish between
diferent customers, to be used on a per-domain basis within the application.
Using aregular expression (regex), you can configure a Key/Content pair to
match a domain. The value in "Key" should match the domain, and the value
in "Content" should be a valid skin on your system. Please see the example
entries for the proper form of the regex.

Group: Framework

SubGroup: Core::Web

valid: 0

Required: 0

Config-Setting:

$Sel f -

>{' Loader:: Customer:: Sel ect edSki n: : Host Based' } =
"host 1\ \. exanpl e\\.com => ' Soneskinl',
"host 2\\ . exanpl e\\. conm => ' Soneski n2'

b

{

Core::WebUserAgent
WebUserAgent::Timeout

Description Value

Description: Sets the timeout (in seconds) for http/ftp downloads.
Group: Framework

SubGroup: Core::WebUserAgent

valid: 1

Required: 1

Config-Setting:

$Sel f->{' WebUser Agent : : Ti neout ' } '15';

WebUserAgent::Proxy

Description Value

Description: Defines the connections for http/ftp, via a proxy.
Group: Framework

SubGroup: Core::WebUserAgent

Valid: 0
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Description Value
Required: 0
Config-Setting:
$Sel f->{' WebUser Agent:: Proxy'} = ‘'http://
pr oxy. sn. no: 8001/ "' ;
Crypt::PGP
PGP
Description Value
Description: Enables PGP support. When PGP support is enabled for signing and securing
mail, itisHIGHLY recommended that the web server berun asthe OTRS user.
Otherwise, there will be problems with the privileges when accessing .gnupg
folder.
Group: Framework
SubGroup: Crypt::PGP
valid: 1
Required: 1
Config-Setting:
$Sel f->{'"PG} = '0';
PGP::Bin
Description Value
Description: Defines the path to PGP binary.
Group: Framework
SubGroup: Crypt::PGP
Valid: 1
Required: 1
Config-Setting:
$Sel f->{'"PG: :Bin"} = '/usr/bin/gpg;
PGP::Options
Description Value
Description: Sets the options for PGP binary.
Group: Framework
SubGroup: Crypt::PGP
valid: 1
Required: 1
Config-Setting:
$Sel f->{"'PGP:: Options'} = '--homedir /opt/
otrs/.gnupg/ --batch --no-tty --yes';
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PGP::Key::Password

Description Value
Description: Sets the password for private PGP key.
Group: Framework
SubGroup: Crypt::PGP
valid: 1
Required: 1
Config-Setting:
$Sel f->{' PGP: : Key: : Password'} = {
' 488A0BBF' => ' SonmePassword',
' D2DF79FA" => ' SonmePasswor d'
b
PGP:: TrustedNetwork

Description Value
Description: Set thisto yesif you trust in all your public and private pgp keys, even if they

are not certified with atrusted signature.
Group: Framework
SubGroup: Crypt::PGP
Valid: 1
Required: 0
Config-Setting:

$Sel f->{' PGP: : Trust edNetwork'} = '0';
PGP::Log

Description Value
Description: Configure your own log text for PGP.
Group: Framework
SubGroup: Crypt::PGP
Valid: 1
Required: 1
Config-Setting:

$Sel f->{"PG::Log'} = {

"BADSI G => 'The PGP signature with the keyid has
not been verified successfully.",

"ERRSIG => 'It was not possible to check the PGP
signature, this may be caused by a mi ssing public
key or an unsupported algorithm"',

"EXPKEYSI G => ' The PGP signature was nade by an
expired key.',

"GOODSI G => ' Good PGP signature.’,
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Description Value
"KEYREVOKED => 'The PGP signature was nmade by a
revoked key, this could nmean that the signature is
forged. ',
' NODATA' => 'No valid OpenPGP data found."',
" NO_PUBKEY' => 'No public key found.",
"REVKEYSI G => 'The PGP signature was nade by a
revoked key, this could nmean that the signature is
forged. ',
"SI GEXPI RED => 'The PGP signature is expired."',
"SIGID =>"'Signature data."',
"TRUST _UNDEFI NED => 'This key is not certified
with a trusted signature!.",
"VALIDSIG => 'The PGP signature with the keyid
is good.'
b
Crypt::SMIME
SMIME
Description Value
Description: Enables SMIME support.
Group: Framework
SubGroup: Crypt::SMIME
valid: 1
Required: 1
Config-Setting:
$Self->{"SMME'} = '0';
SMIME::Bin
Description Value
Description: Definesthe path to open sdl binary. It may needaHOME env ($ENV{HOME}
="Ivar/lib/wwwrun';).
Group: Framework
SubGroup: Crypt::SMIME
valid: 1
Required: 1
Config-Setting:
$Sel f->{' SMME::Bin'} = '/usr/bin/openssl';
SMIME::CertPath
Description Value
Description: Specifies the directory where SSL certificates are stored.
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Description Value
Group: Framework
SubGroup: Crypt::SMIME
Valid: 1
Required: 1
Config-Setting:
$Sel f->{'SM ME: : CertPath'} = '/etc/ssl/certs';
SMIME::PrivatePath
Description Value
Description: Specifies the directory where private SSL certificates are stored.
Group: Framework
SubGroup: Crypt::SMIME
Valid: 1
Required: 1
Config-Setting:
$Sel f->{'SM ME: : PrivatePath'} = '/etc/ssl/
private';

Frontend::Admin::AdminCustomerUser

AdminCustomerUser::

RuninitialWildcardSearch

Description Value
Description: Runs an initial wildcard search of the existing customer users when accessing
the AdminCustomerUser module.
Group: Framework
SubGroup: Frontend:: Admin;:AdminCustomerUser
Valid: 1
Required: 1
Config-Setting:
$Sel f -
>{" Admi nCust oner User:: Runlnitial W| dcardSearch'} =
T

Frontend::Admin::ModuleRegistration

Frontend::Module###Admin

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend::Admin::ModuleRegistration
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Description Value
Valid: 1
Required: 0
Config-Setting:

$Sel f->{' Frontend: : Mbdul €' }->{' Admi n'} =
"Description' => 'Adm n-Area',
"Group' = |
"adnmin'
1,
'Loader' => {
'CSS => [
' Cor e. Agent . Admi n. css'
1,
"CSS_IE7" =>]
' Core. Agent . Admi nl E7. css'
]

avaScript' => |
' Core. Agent . Adm n. SysConfig.js'
]

|
"NavBar' => [
{
' AccessKey' => "a',
"Bl ock' =>"'ltenmArea',
"Description' =>"'",
"Link' =>"'Action=Admin",
"LinkOption' =>"",
"Nanme' => 'Adnin',
"NavBar' => 'Adnin',
"Prio’ => '10000'",
'Type' => 'Menu'
}
1,
' NavBar Modul e' => {
"Modul e' =>

" Ker nel :: Qut put:: HTM.: : NavBar Modul eAdni n'
}1

' NavBar Nane' => 'Adnin',
"Title' => "'

g

{

Frontend::Module###Adminlinit

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend::Admin::Modul eRegistration

Valid: 1

Required: 0

Config-Setting:
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" Description'
"Goup’ = |

=> "Admin',

Description Value
$Sel f->{' Frontend:: Module'}->{" Adminlnit'} = {
"Description' =>'Admn',
"Group' = |
"admin'
] H
' NavBar Name' => "'",
"Title' =>"lnit'
b
Frontend::Module###AdminUser
Description Value
Description: Frontend module registration for the agent interface.
Group: Framework
SubGroup: Frontend::Admin::ModuleRegistration
Valid: 1
Required: 0
Config-Setting:
$Sel f->{"' Frontend: : Modul e' }->{' Admi nUser'} = {
"Description' => 'Create and nanage agents.',
"Group' => |
"adm n'
] )
' NavBar Modul e' => {
"Bl ock' =>"'Agent',
"Description' => 'Create and nanage agents.',
" Modul ' =>
" Ker nel :: Qut put : : HTM.: : NavBar Modul eAdm n' ,
"Nanme' => 'Agents’,
"Prio'" =>"'100'
}1
' NavBar Name' => 'Admin',
"Title' =>"'Agents'
b
Frontend::Module###AdminGroup
Description Value
Description: Frontend module registration for the agent interface.
Group: Framework
SubGroup: Frontend:: Admin::Modul eRegistration
Valid: 1
Required: 0
Config-Setting:
$Sel f->{' Frontend: : Modul e' }->{' Adnmi nGoup'} = {
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Description

Value

"admin'
1,
' NavBar Modul e' => {

"Bl ock' =>"'Agent',

"Description' => 'Create and nmnage groups.',

" Modul ' =>
" Ker nel :: Qut put:: HTM.: : NavBar Modul eAdmi n' ,

"Nane' => 'Goups',
"Prio' =>"'150
}

vBar Nane' => 'Adm n',
"Title' =>"'G oups'
}s

Frontend::Module###AdminUserGroup

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend::Admin::ModuleRegistration

Valid: 1

Required: 0

Config-Setting:

$Sel f->{" Frontend: : Modul €' } ->{' Adm nUser G oup'} =
{
"Description' =>"'Admn',
"Goup’ = |
"admi n'
1.
' NavBar Modul e' => {
"Bl ock' => "Agent',
"Description' => 'Link agents to groups.',
" Modul ' =>
" Ker nel : : Qut put : : HTM.: : NavBar Modul eAdmi n'
"Name' => 'Agents <-> G oups',
"Prio’ =>"'200
}

vBar Name' => 'Admin',
"Title' =>"'Agents <-> G oups’

b

Frontend::Module###AdminCustomerUser

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend:: Admin::Modul eRegistration

valid: 1
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Description Value
Required: 0
Config-Setting:

$Sel f->{"' Front end: : Modul e' } - >{"' Adm nCust oner User ' }
= {
"Description' => 'Edit Custoners',
"Group' => |
"adm n',
‘users'

]

oupRo' => |

]

oader' => {
"JavaScript' => |
' Core. Agent. Ti cket Action.js'
]
}

vBar' => |
{
" AccessKey' => 'c¢c',
"Bl ock' =>"'ltenmArea',
"Description' =>"'",
"Link' =>
" Acti on=Adm nCust omer User ; Nav=Agent ' ,
"LinkOption' =>"",
'Nanme' => 'Custoners',
"NavBar' => 'Custoners',
"Prio" => '9000',
'Type' => ' Menu'
}
1.
' NavBar Modul ' => {
"Bl ock' => 'Custoner',
"Description' => 'Create and manage
custoners. ',
" Modul ' =>
" Ker nel :: Qut put : : HTM.: : NavBar Modul eAdmi n' ,
'Nanme' => 'Custoners',
"Prio' =>"'300

}1
' NavBar Name' => ' Custoners',
"Title' => 'Custoners'

s

Frontend::Module###AdminCustomerCompany

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend::Admin::ModuleRegistration
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Description Value
Valid: 1
Required: 0
Config-Setting:

$Sel f->{"' Front end: : Modul e' } -
>{" Adm nCust onmer Conpany'} = {
"Description' =>"'Admn',
"Group' = |
"admn',
'users'

]

oupRo' => |

1,
"NavBar' => [
{
" AccessKey' => 'c',
"Bl ock' =>"'ltenmArea',
"Description' =>"'",
"Link' =>
" Acti on=Adm nCust onmer Conpany; Nav=Agent ',
"LinkOption' =>"",
'"Nane' => ' Conpanies',
"NavBar' => ' Conpanies',
"Prio’ => '9100",
' Type' =>"'Menu'
}
1,
' NavBar Modul e' => {
"Bl ock' => 'Custoner',
"Description' => 'Create and manage
conpani es. ',
"Modul e' =>
" Ker nel :: Qut put:: HTM.: : NavBar Modul eAdmi n' ,
'"Nane' => 'Custoner Conpanies',
"Prio" =>"'310
b
' NavBar Nane' => 'Adnin',
"Title' =>"'Custoner Conpanies'

g

Frontend::Module###AdminCustomerUserGroup

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend::Admin::Modul eRegistration

Valid: 1

Required: 0

Config-Setting:
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Description

Value

$Sel f->{" Frontend: : Modul e' } -
>{" Adm nCust onmer UserGroup'} = {
"Description' =>'Admn',
"Group' = |
"admin'
]

' NavBar Modul e' => {
"Bl ock' => 'Custoner',
"Description' => 'Link custoners to groups.',
" Modul ' =>
" Ker nel :: Qut put:: HTM.: : NavBar Modul eAdmi n' ,
"Nane' => 'Custoners <-> G oups',
"Prio' =>"'400
1
' NavBar Name' => 'Adnmin',
"Title' =>'Custoners <-> Goups'

};

Frontend::Module###AdminCustomerUserService

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend:: Admin::Modul eRegistration

Valid: 1

Required: 0

Config-Setting:

$Sel f->{' Frontend: : Modul e' } -

>{" Adm nCust omrer User Service'} = {
"Description' =>"'Admn',
"Goup' = |
"admin'

]1
' NavBar Modul e' => {

"Bl ock' => ' Custoner',
"Description' => 'Link custoners to services.',
" Modul ' =>
" Ker nel : : Qut put : : HTM.: : NavBar Modul eAdmi n'
"Nane' => 'Custoners <-> Services',
"Prio'" => "'500
1
' NavBar Name' => ' Adnmin',
"Title' => '"Customers <-> Services'

b

Frontend::Module###AdminRole

Description

Value

Description:

Frontend module registration for the agent interface.
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Description Value

Group: Framework

SubGroup: Frontend::Admin::Modul eRegistration
Valid: 1

Required: 0

Config-Setting:

$Sel f->{' Frontend: : Modul e' }->{' AdninRole'} = {
"Description' =>'Admn',
"Goup’ = |
"admin'
1.
' NavBar Modul e' => {
"Bl ock' => 'Agent',
"Description' => 'Create and manage roles.',
"Modul e’ =>
" Ker nel : : Qut put :: HTM.: : NavBar Modul eAdmi n'
"Name' => 'Roles',
"Prio' => "'600
b
' NavBar Nane' => 'Admin',
"Title' => 'Role'

b

Frontend::Module###AdminRoleUser

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend::Admin::ModuleRegistration

valid: 1

Required: 0

Config-Setting:

$Sel f->{"' Frontend: : Modul €' }->{"' Adm nRol eUser'} =
{
"Description' =>'"Admn',
"Group' = |
"adm n'
]

' NavBar Modul e' => {
"Bl ock' =>"Agent',
"Description' => 'Link agents to roles.',
"Modul e' =>
" Ker nel :: Qut put:: HTM.: : NavBar Modul eAdmi n' ,
"Nanme' => 'Agents <-> Roles',
"Prio' =>"'700
H
' NavBar Nane' => 'Adnin',
"Title' => 'Roles <-> Agents'

b
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Frontend::Module###AdminRoleGroup

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend::Admin::ModuleRegistration

valid: 1

Required: 0

Config-Setting:

$Sel f->{' Front end: : Modul €' }->{' Adni nRol eG oup'} =
{
"Description' =>'Admn',
"Group' => |
"admin’'
]

' NavBar Modul e' => {
"Bl ock' => 'Agent',
"Description' => 'Link roles to groups.',
" Modul ' =>
" Kernel :: Qut put:: HTM.: : NavBar Modul eAdmi n'
'Nanme' => 'Roles <-> Groups',
"Prio" => "800
b
" NavBar Nane' => 'Adnmin',
"Title' => "'Roles <-> Goups'

};

Frontend::Module###AdminSMIME

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend:: Admin::Modul eRegistration

Valid: 1

Required: 0

Config-Setting:

$Sel f->{' Frontend:: Module'}->{' AdninSM ME } = {
"Description' =>'Admn',
"Goup' = |
"adm n'
I
' NavBar Modul e' => {
"Block' => "Emil",
"Description' => 'Manage S/M ME certificates
for email encryption.',
" Modul e' =>
" Ker nel : : Qut put : : HTM.: : NavBar Modul eAdmi n' ,
"Nanme' =>"S/MME Certificates',
"Prio' =>"'1100
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Description

Value

}1

" NavBar Nane' => 'Admin',

"Title' => 'S/ M M Managenent'
b

Frontend::Module###AdminPGP

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend::Admin::ModuleRegistration

Valid: 1

Required: 0

Config-Setting:

$Sel f->{" Frontend: : Modul e' }->{' Admi nPGP'} = {
"Description' =>'Admn',
"Group' => |
"adm n'
]

' NavBar Modul e' => {
"Bl ock' => 'Emil',
"Description' => 'Manage PGP keys for email
encryption.',
' Modul ' =>
" Ker nel :: Qut put : : HTM.: : NavBar Modul eAdm n' ,
'Nanme' => ' PGP Keys',
"Prio" =>"'1200
}

vBar Name' => 'Admin',
"Title' =>'PGP Key Managenent'

b

Frontend::Module###AdminMailAccount

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend:: Admin::Modul eRegistration

Valid: 1

Required: 0

Config-Setting:

$Sel f->{" Front end: : Modul e' } - >{"' Adni nMai | Account '}

= {
"Description' =>'Admn',
"Goup' = |

"adm n'

1.
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Description

Value

' NavBar Modul e’

:>{

"Block' => "Emmil",

' Description'
to fetch emil

' Modul e

=>

=> ' Manage POP3 or
from',

| MAP accounts

" Ker nel :: Qut put:: HTM.: : NavBar Modul eAdmi n' ,
"Name' => 'PostMaster Mail Accounts',
"Prio' =>"'100'

}1

" NavBar Name' => ' Adnmin',
"Title'" => "Mil Account'’

}s

Frontend::Module###AdminPostMasterFilter

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend::Admin::ModuleRegistration

valid: 1

Required: 0

Config-Setting:

$Sel f->{"' Frontend: : Modul e' } -
>{' Adm nPost MasterFilter'} =
"Description' =>"'Admn',
"Group' => |
"adnin'
]

' NavBar Modul e' => {
"Block' => "Emmil",
"Description' => '"Filter incomng emails.",
' Modul ' =>
" Ker nel :: Qut put:: HTM.: : NavBar Modul eAdmi n' ,
"Nane' => 'PostMaster Filters',
"Prio'" =>"'200

{

}1

" NavBar Nane' => 'Adm n',
"Title' => 'PostMster Filters'

b

Frontend::Module###AdminEmail

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend:: Admin::Modul eRegistration

valid: 1

Required: 0
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Description Value
Config-Setting:
$Sel f->{' Frontend: : Modul e' }->{' Admi nEmai | '} = {
"Description' =>'Admn',
"Goup’ = |
"admin’'
] 1
' NavBar Modul e' => {
"Bl ock' => 'System,
"Description' => 'Send notifications to
users. ',
' Modul ' =>
" Ker nel : : Qut put : : HTM.: : NavBar Modul eAdmi n' |
"Nanme' => "Admin Notification',
"Prio'" =>"'400
}1
" NavBar Nane' => 'Admin',
"Title' =>"'Adm n-Email’
1
Frontend::Module###AdminSession
Description Value
Description: Frontend module registration for the agent interface.
Group: Framework
SubGroup: Frontend::Admin::Modul eRegistration
valid: 1
Required: 0
Config-Setting:
$Sel f->{' Frontend: : Modul e' }->{" Adm nSession'} = {

"Description' =>"'Admn",
"Group' = |

"adnmin'
]

" NavBar Modul e' => {
"Bl ock' => 'Systeni,
"Description' => 'Manage existing sessions.'
" Modul e' =>
' Kernel :: Qut put:: HTM.: : NavBar Modul eAdni n',
"Nanme' => ' Session Managenent',
"Prio" =>'500
}

vBar Name' => 'Admin',
"Title' =>'Session Managenent'

b

Frontend::Module###AdminPerformancelLog

Description

Value

Description:

Frontend module registration for the agent interface.
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Description Value

Group: Framework

SubGroup: Frontend::Admin::Modul eRegistration
Valid: 1

Required: 0

Config-Setting:

$Sel f->{' Front end: : Modul e' } -

>{" Adm nPer f ormancelLog'} = {
"Description' =>'Admn',
"Goup’ = |
"admin'

1.
' Loader' => {
'CSS => |
' Cor e. Agent . Admi n. Perf or mancelLog. css'
]
b
' NavBar Modul e' => {
"Bl ock' => 'System,
"Description' =>"'View performance benchmark
results.’',
"Modul e’ =>
" Ker nel : : Qut put : : HTM.: : NavBar Modul eAdmi n'
"Nanme' => 'Perfornmance Log',
"Prio' => '550
}

vBar Nane' => 'Adm n',
"Title' =>"'Performance Log'

H

Frontend::Module###AdminLog

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend:: Admin::Modul eRegistration

Valid: 1

Required: 0

Config-Setting:

$Sel f->{' Frontend: : Modul e' }->{' AdnminLog'} = {
"Description' =>"'Admn',
"Goup’ = |
"adm n'
I
' NavBar Modul e' => {
"Bl ock' => 'Systen,
"Description' => "'View system| og nmessages. ',
" Modul e' =>
" Ker nel : : Qut put : : HTM.: : NavBar Modul eAdmi n'
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Description Value

"Nane' => 'System Log',
"Prio' => "'600

}1

' NavBar Name' => 'Adnmin',
"Title' =>"'System Log'

b

Frontend::Module###AdminSelectBox

Description Value
Description: Frontend module registration for the agent interface.
Group: Framework
SubGroup: Frontend::Admin::ModuleRegistration
Valid: 1
Required: 0
Config-Setting:
$Sel f->{" Front end: : Modul e' }->{" Admi nSel ect Box'} =
{
"Description' =>'Admn',
"Group' => |
"adm n'

]1
' NavBar Modul e' => {

"Bl ock' => 'Systeni,
"Description' => 'Execute SQL statenents.',
' Modul ' =>
" Ker nel :: Qut put : : HTM.: : NavBar Modul eAdm n' ,
"Nanme' => 'SQ Box',
"Prio' =>"'700
}

vBar Nane' => 'Adm n',
"Title' =>"'SQ Box'

b

Frontend::Module###AdminPackageManager

Description Value
Description: Frontend module registration for the agent interface.
Group: Framework
SubGroup: Frontend:: Admin::Modul eRegistration
valid: 1
Required: 0
Config-Setting:
$Sel f->{' Front end: : Modul e' } -
>{" Adm nPackageManager'} = {
"Description' =>"'Software Package Manager',
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Description

Value

"Group' = |
"adm n'
]

' NavBar Modul e' => {
"Bl ock' => 'Systeni,
"Description' => 'Update and extend your system
wi th software packages.',
" Modul ' =>
" Ker nel :: Qut put:: HTM.: : NavBar Modul eAdmi n' ,
'Nane' => 'Package Manager',
"Prio" =>"'1000
H
' NavBar Name' => 'Adnmin',
"Title' =>'Package Manager'

AgentLogo

b
Frontend::Agent

Description Value

Description: The logo shown in the header of the agent interface. The URL to the image
must be arelative URL to the skin image directory.

Group: Framework

SubGroup: Frontend::Agent

Valid: 1

Required: 0

Config-Setting:

$Sel f->{' AgentLogo'} = {
"Styl eHei ght' => '67px’,
"StyleRight' =>"38px',
'Styl eTop' => '-4px',
"StyleWdth' =>"'244px’,
"URL' => 'skins/Agent/default/imnmg/logo_bg. png'

AgentLoginLogo

}

Description Value

Description: The logo shown on top of the login box of the agent interface. The URL to the
image must be relative URL to the skin image directory.

Group: Framework

SubGroup: Frontend::Agent

Valid: 0

Required: 0

259




Configuration Options Reference

LoginURL

LogoutURL

Description Value
Config-Setting:
$Sel f->{' Agent Logi nLogo'} = {
"Styl eHei ght' => '100px',
"URL'" => 'skins/Agent/default/ing/
| ogi nl ogo_defaul t. png’
3
Description Value
Description: Defines an alternate URL, where the login link refersto.
Group: Framework
SubGroup: Frontend::Agent
Valid: 0
Required: 0
Config-Setting:
$Sel f->{' LoginURL'} = 'http://host.exanple.cont
login.htm";
Description Value
Description: Defines an aternate URL, where the logout link refers to.
Group: Framework
SubGroup: Frontend::Agent
valid: 0
Required: 0
Config-Setting:
$Sel f->{' Logout URL'} = 'http://host.exanple.cont

t hanks-for-using-otrs. htm"';

PreApplicationModule###Agentinfo

Description Value

Description: Defines auseful module to load specific user options or to display news.
Group: Framework

SubGroup: Frontend::Agent

Valid: 0

Required: 0

Config-Setting:

$Sel f->{"' PreApplicationhdul e'}->{"'Agentinfo'} =
' Ker nel : : Mbdul es: : AgentInfo';
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InfoKey
Description Value
Description: Defines the key to be checked with Kernel::Modules::Agentinfo module. If
this user preferences key is true, the message is accepted by the system.
Group: Framework
SubGroup: Frontend::Agent
valid: 0
Required: 0
Config-Setting:
$Sel f->{"InfoKey'} = 'wpt22';
InfoFile
Description Value
Description: File that is displayed in the Kernel::Modules::Agentinfo module, if located
under Kernel/Output/HTML/Standard/Agentinfo.dtl.
Group: Framework
SubGroup: Frontend::Agent
valid: 0
Required: 0
Config-Setting:
$Sel f->{"InfoFile'} = 'Agentinfo';
LostPassword
Description Value
Description: Activates lost password feature for agents, in the agent interface.
Group: Framework
SubGroup: Frontend::Agent
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Lost Password'} = '1';
ShowMotd
Description Value
Description: Shows the message of the day on login screen of the agent interface.
Group: Framework
SubGroup: Frontend::Agent
Valid: 1
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Description Value
Required: 1
Config-Setting:
$Sel f->{' Showwbtd'} = '0';

NotificationSubjectLostPasswordToken

Description Value
Description: Defines the subject for notification mails sent to agents, with token about new
requested password.

Group: Framework

SubGroup: Frontend::Agent

Valid: 1

Required: 1

Config-Setting:
$Sel f->{" Noti ficati onSubj ect Lost Passwor dToken'} =
'New OTRS password request';

NotificationBodyLostPasswordToken

Description Value

Description: Defines the body text for notification mails sent to agents, with token about
new requested password (after using this link the new password will be sent).

Group: Framework

SubGroup: Frontend::Agent

Valid: 1

Required: 1

Config-Setting:

$Sel f->{" Noti ficati onBodyLost PasswordToken'} =
"H <OTRS_USERFI RSTNAME>,

You or soneone inpersonating you has requested to
change your OTRS
passwor d.

If you want to do this, click on the |ink bel ow.
You will receive another emmil containing the
passwor d.

<OTRS_CONFI G Htt pType>:// <OTRS_CONFI G_FQDN>/
<OTRS_CONFI G _Scri pt Al i as>i ndex. pl ?
Act i on=Lost Passwor d; Token=<OTRS_TOKEN>

If you did not request a new password, please
ignore this enmail.
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NotificationSubjectLostPassword

Description Value
Description: Defines the subject for notification mails sent to agents, about new password.
Group: Framework
SubGroup: Frontend::Agent
valid: 1
Required: 1
Config-Setting:
$Sel f->{"' NotificationSubjectlLostPassword'} = ' New

OTRS password';

NotificationBodyLostPassword

Description Value
Description: Definesthe body text for notification mails sent to agents, about new password
(after using thislink the new password will be sent).
Group: Framework
SubGroup: Frontend::Agent
Valid: 1
Required: 1
Config-Setting:
$Sel f->{" Noti ficati onBodyLost Password'} = 'Hi

<OTRS_USERFI RSTNANME>,

Here\'s your new OTRS password.
New password: <OTRS NEWPW-
You can log in via the follow ng URL:

<OTRS_CONFI G Htt pType>:// <OTRS_CONFI G_FQDN>/
<OTRS_CONFI G _Scri pt Al i as>i ndex. pl

OpenMainMenuOnHover

Description Value

Description: If enabled, the first level of the main menu opens on mouse hover (instead of
click only).

Group: Framework

SubGroup: Frontend::Agent

valid: 1

Required: 1
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Description

Value

Config-Setting:

$Sel f->{' OpenMai nMenuOnHover'} = '0';

Loader::Agent::Skin###000-default

Description Value

Description: Default skin for interface.
Group: Framework

SubGroup: Frontend::Agent

Valid: 1

Required: 0

Config-Setting:

$Sel f->{' Loader:: Agent:: Skin'}->{'000-default'}
{

"Description' => 'This is the default orange -
bl ack skin.',

' HomePage' => 'www.otrs.org',

"I nternal Name' => 'default',

"VisibleNanme' => 'Default'

g

Loader::Agent::Skin###001-ivory

Description Value

Description: Balanced white skin by Felix Niklas.
Group: Framework

SubGroup: Frontend::Agent

Valid: 1

Required: 0

Config-Setting:

$Sel f->{"' Loader:: Agent::Skin'}->{'001-ivory'} =
"Description' => 'Balanced white skin by Felix
Ni kl as',
' HomePage' => 'www. felixniklas.de',
"Internal Nane' => "ivory',
"Visi bl eName' => 'lvory'

b

{

Loader::Agent::Skin###001-slim

Description Value

Description: Experimental "Slim" skin which tries to save screen space for power users.
Group: Framework

SubGroup: Frontend::Agent
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Description Value
Valid: 1
Required: 0
Config-Setting:

$Sel f->{"' Loader::Agent::Skin'}->{"001-slim} = {
"Description' => 'Experinmental "Slinm skin which
tries to save screen space for power users.',
' HonePage' => 'www. otrs.org',
"I nternal Nane' => 'slin,
"VisibleName' => "Slim
b

Loader::Agent::DefaultSelectedSkin::HostBased

Description Value

Description: It is possible to configure different skins, for example to distinguish between
diferent agents, to be used on a per-domain basis within the application. Using
aregular expression (regex), you can configure a Key/Content pair to match
a domain. The value in "Key" should match the domain, and the value in
"Content" should beavalid skin on your system. Please see the example entries
for the proper form of the regex.

Group: Framework

SubGroup: Frontend::Agent

valid: 0

Required: 0

Config-Setting:

$Sel f -

>{"' Loader: : Agent: : Def aul t Sel ect edSki n: : Host Based' }
= A
"host 1\\. exanpl e\\.com => ' SoneSki nl',
"host 2\ \. exanpl e\\.com => ' SoneSki n2'

b

Frontend::Agent::Dashboard
DashboardBackend###0000-ProductNotify

Description Value

Description: Defines the parameters for the dashboard backend. "Group” is used to restrict
access to the plugin (e. g. Group: admin;groupl;group2;). "Default” indicates
if the plugin is enabled by default or if the user needs to enable it manually.
"CacheTTLLoca" defines the cache expiration period in minutes for the
plugin.

Group: Framework

SubGroup: Frontend::Agent::Dashboard

Valid: 1

Required: 0

265




Configuration Options Reference

Description

Value

Config-Setting:

$Sel f - >{' Dashboar dBackend' } - >{' 0000-
Product Notify'} = {
"Bl ock’ => "' Contentlarge',
' CacheTTLLocal ' => '1440',
"Default' =>"1",
"Description' => 'News about OIRS rel eases!’,
"Group' => "admn',
"Modul e’ =>
" Kernel :: Qut put::HTM.: : Dashboar dPr oduct Noti fy',
"Title' =>"'Product News',
"URL' => "http://otrs.org/product.xm’
i

DashboardBackend###0400-UserOnline

Description Value

Description: Definesthe parametersfor the dashboard backend. "Limit" definesthe number
of entries displayed by default. "Group" is used to restrict access to the
plugin (e. g. Group: admin;groupl;group2;). "Default” indicatesif thepluginis
enabled by default or if the user needsto enableit manually. "CacheTTLLocal"
defines the cache expiration period in minutes for the plugin.

Group: Framework

SubGroup: Frontend:: Agent::Dashboard

valid: 1

Required: 0

Config-Setting:

$Sel f - >{' Dashboar dBackend' } - >{' 0400- UserOnline'} =
{
"Bl ock’ => "'ContentSmall",
' CacheTTLLocal ' => "'5",
"Default' =>"'0",
"Description’ =>"",
"Filter' =>"'Agent',
"Goup' =>"'",
"Idl eM nutes' => "'60",
"Limt' =>"'10",
' Modul ' =>

" Kernel :: Qut put::HTM.: : Dashboar dUser Onl i ne' ,
" ShowEmai | * => ' 1",
"SortBy' => 'UserlLastnane',
"Title' => "Online'

1

DashboardBackend###0410-RSS

Description

Value

Description:

Definesthe parametersfor the dashboard backend. "Limit" definesthe number
of entries displayed by default. "Group" is used to restrict access to the
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Description Value
plugin (e. g. Group: admin;groupl;group2;). "Default" indicates if the plugin
is enabled by default or if the user needs to enable it manually. "CacheTTL"
indicates the cache expiration period in minutes for the plugin.

Group: Framework

SubGroup: Frontend::Agent::Dashboard

valid: 1

Required: 0

Config-Setting:

$Se|f >{"' Dashboar dBackend' } >{'0410-RSS'} = {
"Bl ock' => "'ContentSnall’
' CacheTTL' => '360',
"Default' =>"'1",
"Description' =>"'",

"Goup' =>"",

"Limt' =>"'6",

"Modul €' => ' Kernel::Qutput::HTM: : Dashboar dRSS' ,
"Title' =>"'COIRS News',

"URL' => "http://otrs.org/rss/'

}s

DashboardBackend###0200-Image

Description Value

Description: Defines the parameters for the dashboard backend. "Group" is used to restrict
access to the plugin (e. g. Group: admin;groupl;group2;). "Default” indicates
if the plugin is enabled by default or if the user needs to enable it manually.
"CacheTTL" indicates the cache expiration period in minutes for the plugin.

Group: Framework

SubGroup: Frontend::Agent::Dashboard

valid: 0

Required: 0

Config-Setting:

$Se|f >{' Dashboar dBackend' } ->{' 0200- 1 mage'} = {
"Bl ock' =>"'ContentlLarge',
"Default' =>"'1",

"Description' => 'Sone picture description!',
"Goup' =>"'",

' Hei ght' => '140",

"Link' => "http://otrs.org/"',

"LinkTitle'" => "http://otrs.org/",
"Modul e' =>

" Kernel :: Qut put:: HTM.: : Dashboar dl nage' ,
"Title' =>"'A picture',

" URL'

=> "http://ww. otrs. com upl oads/ pi cs/

jointhecommunity_02.jpg',

"W dt h'

s

=>

'198'
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DashboardBackend###0210-MOTD

Description Value

Description: Showsthe message of theday (MOTD) in the agent dashboard. " Group" isused
to restrict access to the plugin (e. g. Group: admin;groupl;group2;). "Default"
indicates if the plugin is enabled by default or if the user needs to enable it
manually.

Group: Framework

SubGroup: Frontend::Agent::Dashboard

Valid: 0

Required: 0

Config-Setting:

$Sel f - >{' Dashboar dBackend' }->{' 0210-MOTD' } = {
"Bl ock' => 'ContentlLarge',
"Default' =>"1",
"Group' ="'
" Modul e' =>
' Kernel :: Qut put:: HTM.: : Dashboar dMOTD
"Title' => 'Message of the Day'
i

DashboardBackend###0300-IFrame

Description Value

Description: Defines the parameters for the dashboard backend. "Group” is used to restrict
access to the plugin (e. g. Group: admin;groupl;group?;). "Default” indicates
if the plugin is enabled by default or if the user needs to enable it manually.
"CacheTTL" indicates the cache expiration period in minutes for the plugin.

Group: Framework

SubGroup: Frontend::Agent::Dashboard

valid: 0

Required: 0

Config-Setting:

$Sel f - >{' Dashboar dBackend' }->{' 0300-1Frane'} = {
"Align' =>"'left",

"Bl ock’ => "' Contentlarge',

"Default' =>"1",

"Description' =>"'Sone description!',

' Franeborder' =>"1',

"Goup' =>"",

'Height' => '800",

"Link' => "http://otrs.org/",
"LinkTitle' => "OIRS.org/"',

" Mar gi nhei ght' =>"'5",

"Margi nwi dth' =>"'5",

"Modul e’ =>

" Ker nel :: Qut put:: HTM.: : Dashboar dl Frame',
"Scrolling' => "auto',
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Description

Value

"Title' =>"'"A Wbsite',

"URL' => "http://ww.otrs.org/",
"Wdth' =>"'1024'

b

Frontend::Agent::ModuleMetaHead
Frontend::HeaderMetaModule###1-Refresh

Description Value

Description: Defines the module to generate html refresh headers of html sites.
Group: Framework

SubGroup: Frontend::Agent::ModuleM etaHead

Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Front end: : Header Met aModul e' } - >{" 1-
Refresh'} = {
" Modul e’ =>
" Kernel :: Qut put:: HTM.: : Header Met aRef r esh’
i

Frontend::Agent::ModuleNotify
Frontend::NotifyModule###1-CharsetCheck

Description Value

Description: Module to inform agents, via the agent interface, about the used charset. A
notification is displayed, if the default charset is not used, e.g. in tickets.

Group: Framework

SubGroup: Frontend::Agent::ModuleNotify

Valid: 1

Required: 1

Config-Setting:

$Sel f->{' Frontend: : Noti fyMddule'}->{'1-
Charset Check'} = {
" Modul e' =>
"Kernel ::Qutput::HTM:: NotificationCharset Check'
b

Frontend::NotifyModule###2-UID-Check

Description

Value

Description:

Definesthe moduleto display anotification in the agent interface, if the system
is used by the admin user (normally you shouldn't work as admin).
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Description Value

Group: Framework

SubGroup: Frontend::Agent::ModuleNotify
Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Frontend: : Noti f yModul e' } - >{"' 2- Ul D- Check' }
= {
"Modul e’ =>
"Kernel :: Qutput::HTM.::NotificationU DCheck'
b

Frontend::NotifyModule###3-ShowAgentOnline

Description Value

Description: Defines the module that shows all the currently logged in agents in the agent
interface.

Group: Framework

SubGroup: Frontend::Agent::ModuleNotify

valid: 0

Required: 0

Config-Setting:

$Sel f->{" Frontend: : Noti fyMdul e'}->{" 3-
ShowAgentOnline'} = {
"ldl eMnutes' =>"'60",
" Modul ' =>
"Kernel :: Qutput::HTM.:: Notificati onAgent Online',
" ShowkEnmmi | ' => " 1"
b

Frontend::NotifyModule###4-ShowCustomerOnline

Description Value

Description: Definesthe module that shows all the currently loged in customersin the agent
interface.

Group: Framework

SubGroup: Frontend::Agent::ModuleNotify

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' Frontend: : Noti fyModul e' }->{"' 4-
ShowCustonerOnline'} = {
"ldleM nutes' => "'60",
"Modul e’ =>
"Kernel ::Qutput::HTM.:: NotificationCustomerOnline',
" ShowEmai |+ => " 1"
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Description

Value

I

Frontend::Agent::ModuleRegistration

Frontend::Module###Logout

Description Value
Description: Frontend module registration for the agent interface.
Group: Framework
SubGroup: Frontend::Agent::ModuleRegistration
valid: 1
Required: 0
Config-Setting:
$Sel f->{' Frontend:: Modul e'}->{' Logout'} = {

"Description' => "'Logout',

' NavBar Nanme' => "'",

"Title =>""'

b

Frontend::Module###AgentDashboard

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend:: Agent::ModuleRegistration

Valid: 1

Required: 0

Config-Setting:

$Sel f->{"' Front end: : Modul e' } - >{' Agent Dashboard'} =
{

"Description' => 'Agent Dashboard',

' Loader' => {

"JavaScript' => |
"thirdparty/flot-0.6/excanvas.js',
"thirdparty/flot-0.6/jquery.flot.js",

"Core. U .Chart.js',
"Core. U .DnD.js",
' Cor e. Agent . Dashboard. j s’

]

vBar' => |
{
" AccessKey' => 'd',
"Bl ock' =>"'IltemArea',
"Description' =>"'",
"Link'" => "Action=Agent Dashboard',
"LinkOption" =>"",

}
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Description Value
' Nane' => 'Dashboard',
"NavBar' => 'Dashboard',
"Prio" =>"'50",
'Type' => 'Menu'
}
1.
' NavBar Nane' => ' Dashboard',
"Title' => "'
b

Frontend::Module###AgentPreferences

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend:: Agent::ModuleRegistration

Valid: 1

Required: 0

Config-Setting:

$Sel f->{"' Front end: : Modul e' } - >{' Agent Pref erences' }
= {

"Description' => 'Agent Preferences',

' NavBar Nane' => ' Preferences',

"Title' => "'

b

Frontend::Module###PictureUpload

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend:: Agent::Modul eRegistration

Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Frontend:: Modul e' }->{' Pi ctureUpl oad'} =
{

"Description' => 'Picture upload nodul e',

' NavBar Nanme' => 'Ticket"',

"Title' =>"'Picture-Upl oad'
b

Frontend::Module###AgentSpelling

Description

Value

Description:

Frontend module registration for the agent interface.
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Description Value

Group: Framework

SubGroup: Frontend:: Agent::Modul eRegistration
Valid: 1

Required: 0

Config-Setting:

$Sel f->{"' Frontend: : Modul e' }->{' Agent Spel ling'} =
{
"Description' => "'Spell checker',
' Loader' => {
"JavaScript' => |
' Core. Agent. Ti cket Action.js'
]

vBar Name' => "'",
"Title' =>"'Spell Checker'
3

}

Frontend::Module###SpellingInline

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend::Agent::Modul eRegistration

valid: 1

Required: 0

Config-Setting:

$Sel f->{' Frontend: : Modul e' }->{"' Spellinglnline'} =
{
"Description' => "'Spell checker',
' NavBar Nanme' => "'",
"Title' =>"'Spell Checker'
H

Frontend::Module###AgentBook

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend:: Agent::ModuleRegistration

Valid: 1

Required: 0

Config-Setting:

$Sel f->{' Frontend: : Modul e' } ->{' Agent Book'} = {
"Description' => 'Address book of CustonerUser
sources',
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Description

Value

'Loader' => {
"JavaScript' => |
' Core. Agent. Ti cket Action.js'
]

vBar Nane' => "'"',
"Title' => 'Address Book'
}s

}

Frontend::Module###AgentLinkObject

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend::Agent::Modul eRegistration

valid: 1

Required: 0

Config-Setting:

$Sel f->{' Front end: : Modul e' } - >{' Agent Li nkCbject'} =
{

"Description' => 'Link Object',

' NavBar Nanme' => '"'|

"Title' =>"'Link Object’

s

Frontend::Module###Agentinfo

Description Value
Description: Frontend module registration for the agent interface.
Group: Framework
SubGroup: Frontend:: Agent::ModuleRegistration
Valid: 1
Required: 0
Config-Setting:
$Sel f->{' Frontend: : Modul e' }->{' AgentInfo'} = {
"Description' => 'Generic Info nodule',
' NavBar Name' => "'",
"Title' => "'Info'
}

Frontend::Module###AgentSearch

Description Value
Description: Frontend module registration for the agent interface.
Group: Framework
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Description Value

SubGroup: Frontend::Agent::Modul eRegistration
Valid: 1

Required: 0

Config-Setting:

$Sel f->{' Front end: : Modul e' } - >{' Agent Search'} =
"Description' =>'d obal Search Mdul e',
' NavBar Name' => "',
"Title' =>"'Search'

g

{

CustomerFrontend::Module###SpellinglInline

Description Value

Description: Frontend module registration for the customer interface.
Group: Framework

SubGroup: Frontend:: Agent::Modul eRegistration

Valid: 1

Required: 0

Config-Setting:

$Sel f->{"' Cust omer Front end: : Modul e' } -
>{"Spellinglnline'} = {
"Description' =>"'Spell checker',
' NavBar Name' => "',
"Title' =>"'Spell Checker'
H

Frontend::Module###AgentHTMLReference

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend:: Agent::ModuleRegistration

Valid: 1

Required: 0

Config-Setting:

$Sel f->{' Frontend: : Modul e' } -
>{" Agent HTM_LRef erence'} = {
"Description' =>'HIM. Reference',
"Goup’ = |
'users'

]l
"G oupRo’ => |
'users'

]

oader' => {
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Description

Value

"CSS => |
' Cor e. Agent . HTMLRef er ence. css'

]
b
' NavBar Name' => '"',
"Title' =>'HTM. Reference'

}s

Frontend::Module###AgentStats

Description Value

Description: Frontend module registration for the agent interface.
Group: Framework

SubGroup: Frontend:: Agent::ModuleRegistration

Valid: 1

Required: 0

Config-Setting:

$Sel f->{"' Frontend: : Modul e' }->{' Agent Stats'} =
"Description' =>"'Stats',
"Goup' = |

"stats’

]

oupRo' => |
"stats’
I
' Loader' => {
"JavaScript' => |
"Core.Agent. Stats.js'
]

vBar' => |
{
" AccessKey' =>""'|
"Block' =>"'IltemArea',
"Description' =>"'",
"Li nk' =>
" Acti on=Agent St at s; Subacti on=Overvi ew ,
"LinkOption" =>"",
"Nanme' => 'Statistics',
"NavBar' => 'Stats',
"Prio' => '8500",
" Type' => ' Menu'
H
{
" AccessKey' =>""'|
"Block' =>"'",
"Description' => "'Overview,
"G oupRo’ => |
"stats’

}

1.

{
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Description

Value

"Link' =>
" Acti on=Agent St at s; Subacti on=Overvi ew ,
"LinkOption' =>"",
"Nane' => 'Overview,
"NavBar' => '"Stats',
"Prio" => '100",

' Type' => "

1

{
" AccessKey' => "',
"Bl ock' =>"'",
"Description' => 'New,
"Group' = |

'stats’

1.
"Link' => "Action=Agent Stats; Subacti on=Add',
"LinkOption' =>"",
"Nane' => 'New ,
"NavBar' => '"Stats',
"Prio" => '200'",
' Type' => "

1

{
" AccessKey' => "',
"Bl ock' =>"'",
"Description' => 'lnport',
"Group' = |

'stats’

1.
"Link' =>

" Acti on=Agent St at s; Subacti on=Il nport"',
"LinkOption' =>"",
"Name' => 'Inport',
"NavBar' => '"Stats',
"Prio" =>"'300",
' Type' => "
}
1.
" NavBar Nane' => 'Stats',
"Title' =>"'Stats'
b

Frontend::Agent::NavBarModule

Frontend::NavBarModule###6-CustomerCompany

Description Value

Description: Frontend modul e registration (disable company link if no company featureis
used).

Group: Framework
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Description Value

SubGroup: Frontend::Agent::NavBarModule
Valid: 1

Required: 0

Config-Setting:

$Sel f->{' Front end: : NavBar Modul e' } - >{"' 6-
Cust onmer Conpany'} = {

" Modul e' =>
" Kernel :: Qut put:: HTM.: : NavBar Cust oner Conpany'
b

Frontend::Agent::Preferences

PreferencesTableValue

Description Value
Description: Defines the name of the column to store the data in the preferences table.
Group: Framework
SubGroup: Frontend::Agent::Preferences
valid: 1
Required: 1
Config-Setting:
$Sel f->{"' PreferencesTabl evVal ue'} =
' preferences_val ue';

PreferencesTableUserlD

Description Value
Description: Defines the name of the column to store the user identifier in the preferences
table.
Group: Framework
SubGroup: Frontend::Agent::Preferences
valid: 1
Required: 1
Config-Setting:
$Sel f->{"' PreferencesTabl eUserI D'} = ‘'user_id";

PreferencesView

Description Value

Description: Setsthe display order of the different items in the preferences view.
Group: Framework

SubGroup: Frontend:: Agent::Preferences

278




Configuration Options Reference

Description Value
Valid: 1
Required: 1
Config-Setting:

$Sel f->{' PreferencesView} = |
"User Profile',

"Email Settings',

'"Qt her Settings'

1

PreferencesGroups###Password

Description Value
Description: Definesthe config parameters of thisitem, to be showninthe preferencesview.
Group: Framework
SubGroup: Frontend:: Agent::Preferences
Valid: 1
Required: 0
Config-Setting:
$Sel f->{"' PreferencesG oups' }->{' Password'} = {

"Active' =>"'1",
"Area' => 'Agent',
"Colum' => 'User Profile',
'Label ' => ' Change password',
" Modul ' =>

"Kernel :: Qutput::HTM: : PreferencesPassword',
' Passwor dvaxLogi nFai l ed" => '0',
' Passwor dM n2Char acters' =>'0'",
' Passwor dM n2Lower 2Upper Char acters' => '0',
' Passwor dM nSi ze' => '0",
' Passwor dNeedDigit' => '0',
' Passwor dRegExp' => "',
"Prio" => '0500

b

PreferencesGroups###SpellDict

Description Value

Description: Definesthe config parameters of thisitem, to be shown inthe preferencesview.
Take careto maintain thedictionariesinstalled inthe system in the data section.

Group: Framework

SubGroup: Frontend:: Agent::Preferences

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' PreferencesGoups'}->{' SpellDict'} = {
"Active' =>"'1'",

279




Configuration Options Reference

Description Value
"Colum' => 'User Profile',
"Data’ => {

"deutsch' => 'Deutsch',
"english' => "English'
}

taSel ected’ => 'english',
"Key' => 'Default spelling dictionary',
"Label' => 'Spelling Dictionary',
" Modul ' =>
"Kernel :: Qutput::HTM.: : PreferencesCGeneric',
"PrefKey' => 'UserSpellDict',
"Prio" =>"'2000
b

PreferencesGroups###Comment

Description Value

Description: Definesthe config parameters of thisitem, to be shown inthe preferencesview.
Group: Framework

SubGroup: Frontend:: Agent::Preferences

Valid: 1

Required: 0

Config-Setting:

$Sel f->{"' Pref erencesG oups' }->{' Comment'} = {
"Active' =>"'0",
"Bl ock' => "Input',
'"Colum' => 'Qther Settings',
"Data’ => ' $Env{"User Comment"}",
'Key' =>"'Coment',
'Label' => ' Comment',
" Modul ' =>
"Kernel :: Qutput::HTM.: : PreferencesGeneric',
"PrefKey' => '"UserConment ',
"Prio" => "'6000

b

PreferencesGroups###FreeText

Description Value

Description: Definesthe config parameters of thisitem, to be shown inthe preferencesview.
Group: Framework

SubGroup: Frontend:: Agent::Preferences

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' PreferencesGoups' }->{' FreeText'} = {
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Description

Value

"Active' =>"'1",
"Bl ock' => "Input',
"Colum' => 'Qther Settings',
"Data’ => '$Env{"UserFreeText"}",
"Key' => 'Exanple for free text',
"Label' => 'Exanple for free text',
" Modul ' =>
"Kernel :: Qutput::HTM.: : PreferencesCGeneric',

"Pref Key' => 'UserFreeText',
"Prio" =>"7000

b

PreferencesGroups###Language

Description Value

Description: Definesthe config parameters of thisitem, to be shown inthe preferencesview.
Group: Framework

SubGroup: Frontend:: Agent::Preferences

Valid: 1

Required: 0

Config-Setting:

$Sel f->{"' PreferencesG oups' }->{' Language'} = {
"Active' =>"'1',
"Colum' => 'User Profile',
'Key' => 'Frontend | anguage'
'Label ' => 'Language',
" Modul ' =>

" Kernel :: Qut put::HTM.: : Pref erencesLanguage' ,
"PrefKey' => "UserLanguage',
"Prio’ =>"'1000

b

PreferencesGroups###Skin

Description Value

Description: Definesthe config parameters of thisitem, to be shown inthe preferencesview.
Group: Framework

SubGroup: Frontend:: Agent::Preferences

Valid: 1

Required: 0

Config-Setting:

$Sel f->{' PreferencesGoups'}->{"Skin'} = {
"Active' =>"'1'",
" Colum' => 'User Profile",
"Key' => 'Wear this frontend skin',
'Label' => 'Skin',
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Description

Value

"Modul e' =>
"Kernel :: Qutput::HTM.: : PreferencesSkin',
"Pref Key' => 'UserSkin',
"Prio" =>"'2000
b

PreferencesGroups###Theme

Description Value

Description: Definesthe config parameters of thisitem, to be showninthe preferencesview.
Group: Framework

SubGroup: Frontend:: Agent::Preferences

Valid: 1

Required: 0

Config-Setting:

$Sel f->{' PreferencesG oups'}->{' Thene'} = {
"Active' =>"'1'",
"Colum' => 'User Profile',
'"Key' => 'Frontend thene',
'Label' => ' Thene',
" Modul e' =>

' Kernel :: Qutput::HTM: : PreferencesThene',
" Pref Key' => 'UserThene',
"Prio'" => '3000

b

PreferencesGroups###0utOfOffice

Description Value

Description: Definesthe config parameters of thisitem, to be shown inthe preferencesview.
Group: Framework

SubGroup: Frontend:: Agent::Preferences

Valid: 1

Required: 0

Config-Setting:

$Sel f->{' PreferencesGoups' }->{' QutO O fice'} = {
"Active' =>"1",

"Block' =>"'QutOOfice',

"Colum' => "User Profile',

"Key' =>"'",

"Label' =>'"Qut OF Ofice Time',

"Modul e’ =>

"Kernel ::Qutput::HTM.: : PreferencesQut 0 O fice',
"PrefKey' =>'"UserQutOXofice',

"Prio" =>"4000

b
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PreferencesGroups###TimeZone

Description Value

Description: Definesthe config parameters of thisitem, to be showninthe preferencesview.
Group: Framework

SubGroup: Frontend::Agent::Preferences

Valid: 1

Required: 0

Config-Setting:

$Sel f->{"' PreferencesGoups' }->{' Ti meZone'} = {
"Active' =>"'1'",
"Colum' => 'User Profile',
"Key' => 'Tine Zone',
'Label' => 'Tinme Zone',
" Modul e' =>

' Kernel :: Qut put::HTM.: : Pref erencesTi meZone',
" Pref Key' => 'UserTi neZone',
"Prio' => '5000'

b

PreferencesGroups###CSVSeparator

Description Value

Description: Givesend usersthe possibility to override the separator character for CSV files,
defined in the trandlation files.

Group: Framework

SubGroup: Frontend:: Agent::Preferences

Valid: 0

Required: 0

Config-Setting:

$Sel f->{"' PreferencesG oups' }->{' CSVSeparator'} =
{

"Active' =>"1",

"Colum' => 'Qther Settings',

'Data’ => {
R
C s
o>,
"\\t' =>'tab',
NS

}

' Dat aSel ected’ => '0",

"Desc’ => 'Select the separator character used
in CSV files (stats and searches). If you don\'t
sel ect a separator here, the default separator for
your | anguage will be used.',

'Key' => 'CSV Separator',

'Label ' => 'CSV Separator',
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Description

Value

"Modul e' =>

"Kernel :: Qutput::HTM.: : PreferencesCGeneric',
" Pref Key' => 'User CSVSeparator',
"Prio" =>"4000

}s

Frontend::Agent::SearchRouter

Frontend::SearchDefault

Description Value
Description: Search backend default router.
Group: Framework
SubGroup: Frontend:: Agent:: SearchRouter
Valid: 1
Required: 0
Config-Setting:
$Sel f->{"' Frontend: : SearchDefaul t'} =
" Acti on=Agent Ti cket Sear ch; Subacti on=AJAX ;

Frontend::Agent::Stats

Stats::SearchPageShown

Description Value
Description: Defines the default maximum number of search results shown on the overview
page.
Group: Framework
SubGroup: Frontend::Agent::Stats
valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Stats:: SearchPageShown'} = '20";

Stats::DefaultSelectedDynamicObject

Description Value

Description: Defines the default selection at the drop down menu for dynamic objects
(Form: Common Specification).

Group: Framework

SubGroup: Frontend::Agent::Stats

valid: 1

Required: 1
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Description

Value

Config-Setting:

$Sel f->{"' St ats::Defaul tSel ectedDynami cChject'} =
" Ticket';

Stats::DefaultSelectedPermissions

Description Value
Description: Defines the default selection at the drop down menu for permissions (Form:
Common Specification).
Group: Framework
SubGroup: Frontend::Agent:: Stats
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Stats:: Default Sel ectedPernissions'} = |
‘stats’

1

Stats::DefaultSelectedFormat

Description Value

Description: Defines the default selection at the drop down menu for stats format (Form:
Common Specification). Please insert the format key (see Stats::Format).

Group: Framework

SubGroup: Frontend::Agent::Stats

valid: 1

Required: 1

Config-Setting:

$Sel f->{' Stats::Default Sel ectedFormat'} = |
"Print',

' Csv
1
Stats::SearchLimit
Description Value
Description: Defines the search limit for the stats.
Group: Framework
SubGroup: Frontend::Agent::Stats
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats::SearchLimt'} = '500";
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Stats::Format

Description Value
Description: Defines all the possible stats output formats.
Group: Framework
SubGroup: Frontend::Agent:: Stats
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Stats::Format'} = ({
"Csv' => 'Csv,
"GD: Graph::area' => 'graph-area',
"G Graph::bars' => 'graph-bars',
' GD: : Graph: : hbars' => 'graph-hbars',
'"GD::Graph::lines' => 'graph-lines',
"G Graph::linespoints' => 'graph-lines-points',
'"GD: : Graph::pie' => 'graph-pie',
" GD: : Graph::points' => 'graph-points',
"Print' =>"'"Print’
b
Stats::GraphSize
Description Value
Description: Sets the size of the statistic graph.
Group: Framework
SubGroup: Frontend::Agent::Stats
Valid: 1
Required: 1
Config-Setting:
$Sel f->{" Stats:: GraphSize'} = {
'1200x800' => ' 1200x800',
'1600x1200' => ' 1600x1200',
' 800x600' => ' 800x600
b
Stats::TimeType
Description Value
Description: Sets the time type which should be shown.
Group: Framework
SubGroup: Frontend::Agent::Stats
Valid: 1
Required: 1
Config-Setting:
$Sel f->{" Stats:: TimeType'} = 'Extended';
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Stats::ExchangeAxis

Description Value
Description: Allows agents to exchange the axis of a stat if they generate one.
Group: Framework
SubGroup: Frontend::Agent::Stats
valid: 0
Required: 0
Config-Setting:
$Sel f->{' Stats::ExchangeAxis'} = '0';

Stats::UseAgentElementinStats

Description Value

Description: Allows agents to generate individual-rel ated stats.
Group: Framework

SubGroup: Frontend::Agent::Stats

valid: 0

Required: 0

Config-Setting:

$Sel f->{' Stats:: UseAgentEl enmentInStats'} = '0';

Stats::CustomerIDAsMultiSelect

Description Value
Description: Showsall the customer identifiersin amulti-select field (not useful if you have
alot of customer identifiers).
Group: Framework
SubGroup: Frontend::Agent:: Stats
Valid: 1
Required: 0
Config-Setting:
$Sel f->{' Stats:: CustonerI DAsMul ti Select'} = '1';

CustomerHeadline

Frontend::Customer

Description Value

Description: The headline shown in the customer interface.
Group: Framework

SubGroup: Frontend:: Customer

Valid: 1
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CustomerLogo

Description Value

Required: 1

Config-Setting:
$Sel f->{' CustonmerHeadl ine'} = ' Exanpl e Conpany
Support';

Description Value

Description: The logo shown in the header of the customer interface. The URL to theimage

must be arelative URL to the skin image directory.

Group: Framework

SubGroup: Frontend:: Customer

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' CustonerLogo'} = {

Styl eHei ght' => ' 50px"',
"StyleRight' =>"25px",
'Styl eTop' => '2px',
"StylewWdth' =>"'135px’,
"URL' => 'skins/Customer/default/inmg/logo.png'

CustomerPanelUserID

Description Value
Description: Definesthe user identifier for the customer panel.
Group: Framework
SubGroup: Frontend:: Customer
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Cust oner Panel UserID'} = '1';
CustomerGroupSupport
Description Value
Description: Activates support for customer groups.
Group: Framework
SubGroup: Frontend:: Customer
Valid: 1
Required: 1
Config-Setting:
$Sel f->{"' Cust omer G- oupSupport'} = '0';
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CustomerGroupAlwaysGroups

Description Value

Description: Defines the groups every customer user will bein (if CustomerGroupSupport
is enabled and you don't want to manage every user for these groups).

Group: Framework

SubGroup: Frontend:: Customer

valid: 1

Required: 1

Config-Setting:

$Sel f->{' Cust oner G oupAl waysG oups'} = |
'users'

1;

CustomerPanelLoginURL

Description Value
Description: Defines an aternate login URL for the customer panel..
Group: Framework
SubGroup: Frontend:: Customer
Valid: 0
Required: 0
Config-Setting:
$Sel f->{' Cust omer Panel Logi nURL'} = 'http://

host . exanpl e. com cgi -bin/l ogin. pl"';

CustomerPanelLogoutURL

Description Value
Description: Defines an aternate logout URL for the customer panel.
Group: Framework
SubGroup: Frontend:: Customer
valid: 0
Required: 0
Config-Setting:
$Sel f->{' Cust oner Panel Logout URL'} = ‘'http://

host . exanpl e. com cgi -bin/1 ogin. pl";

Frontend::CustomerUser::ltem###1-GoogleMaps

Description Value

Description: Defines a customer item, which generates a google maps icon at the end of a
customer info block.

Group: Framework

SubGroup: Frontend:: Customer
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Description Value
Valid: 1
Required: 0
Config-Setting:

$Sel f->{' Frontend:: CustonerUser::Iltem}->{"1-
Coogl eMaps'} = {
"Attributes' =>
"UserStreet; UserCity; UserCountry; ',
'CSS' =>
' Cor e. Agent . Cust oner User . Googl eMaps. css',
' CSSC ass' => ' Googl eMaps',
"Modul e' =>
" Kernel :: Qut put::HTM.: : Cust oner User Generic',
'"Required' => 'UserStreet;UserCity;",
"Target' =>"'_blank',
'Text' => 'Location',
"URL' => '"http://maps. googl e. conf naps?z=7&q="
b

Frontend::CustomerUser::Item###2-Google

Description Value

Description: Definesacustomer item, which generatesagoogleicon at the end of acustomer
info block.

Group: Framework

SubGroup: Frontend::Customer

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' Frontend:: CustonerUser::Iltem}->{"2-
Coogle'} = {
"Attributes' => 'UserFirstname; UserLast nane; "',
'"CSS' => 'Core. Agent. Cust onmer User . Googl e. css',
' CSSO ass' => ' Googl e',
"Modul e' =>
" Kernel :: Qut put::HTM.: : Cust oner User Generic',
"Requi red' => 'UserFirstnane; User Last nane; "',
"Target' =>"'_blank',
'Text' => 'Coogle',
"URL' => '"http://google.conf search?q='
b

Frontend::CustomerUser::ltem###2-LinkedIn

Description Value

Description: Defines a customer item, which generates a LinkedIn icon at the end of a
customer info block.

Group: Framework
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Description Value

SubGroup: Frontend:: Customer
Valid: 0

Required: 0

Config-Setting:

$Sel f->{' Frontend: : CustonerUser::ltem }->{" 2-
Li nkedln'} = {
"Attributes' => 'UserFirstnane; UserLastnane; "',
'CSS' => 'Core. Agent. Cust onmer User . Li nkedl n. css',
' CSSC ass' => 'Linkedln',
' Modul ' =>
' Kernel :: Qut put:: HTM.: : Cust orer User Generi c',
"Requi red' => 'UserFirstnane; User Last nane; "',
'Target' =>"'_blank',
'"Text' => 'Linkedln',
"URL' => "http://ww.linkedin.com conmonSearch?
t ype=peopl e&keywor ds="'
b

Frontend::CustomerUser::ltem###3-XING

Description Value

Description: Definesacustomer item, which generatesa XING icon at theend of acustomer
info block.

Group: Framework

SubGroup: Frontend:: Customer

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' Frontend: : Custoner User::Item }->{" 3-
XING} = {
"Attributes' => 'UserFirstnane; UserLastnane; "',
'"CSS' => 'Core. Agent. Cust oner User. Xi ng. css',
' CSSC ass' => 'Xing',
' Modul ' =>
' Kernel :: Qut put:: HTM.: : Cust oer User Generi c',
"Requi red' => 'UserFirstnane; User Last nane; "',
"Target' =>"'_blank',
"Text' => 'XING,
"URL' => "https://ww. Xi ng. com app/ search?
op=sear ch; keywor ds='

b

CustomerPanelPreApplicationModule###CustomerAccept

Description

Value

Description:

This module and its PreRun() function will be executed, if defined, for every
request. This module is useful to check some user options or to display news
about new applications.
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Description Value

Group: Framework
SubGroup: Frontend:: Customer
Valid: 0

Required: 0

Config-Setting:

$Sel f - >{"' Cust onmer Panel PreAppl i cati onMbdul e' } -
>{"' Cust omer Accept'} =
' Ker nel : : Mbdul es: : Cust omer Accept ' ;

CustomerPanel::InfoKey

Description Value

Description: Defines the key to check with CustomerAccept. If this user preferenceskey is
true, then the message is accepted by the system.

Group: Framework

SubGroup: Frontend::Customer

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' Cust oner Panel : : | nf oKey'} =
' Cust orrer Accept 1';

CustomerPanel::InfoFile

Description Value

Description: Defines the path of the shown info file, that is located under Kernel/Output/
HTML/Standard/CustomerAccept.dtl.

Group: Framework

SubGroup: Frontend:: Customer

Valid: 0

Required: 0

Config-Setting:

$Sel f->{" Cust omer Panel : : InfoFile'} =
" Cust onrer Accept ' ;

CustomerPanelLostPassword

Description Value

Description: Activates lost password feature for customers.
Group: Framework

SubGroup: Frontend:: Customer

Valid: 1
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Description Value
Required: 1
Config-Setting:
$Sel f->{' Cust omer Panel Lost Password'} = '1';

CustomerPanelCreateAccount

Description Value
Description: Enables customers to create their own accounts.
Group: Framework
SubGroup: Frontend:: Customer
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Cust omer Panel Creat eAccount'} = '1';

CustomerPanelSubjectLostPasswordToken

Description Value

Description: Defines the subject for notification mails sent to customers, with token about
new requested password.

Group: Framework

SubGroup: Frontend:: Customer

Valid: 1

Required: 1

Config-Setting:

$Sel f - >{"' Cust omer Panel Subj ect Lost Passwor dToken'} =
" New OTRS password request’;

CustomerPanelBodyLostPasswordToken

Description Value

Description: Definesthe body text for notification mails sent to customers, with token about
new requested password (after using this link the new password will be sent).

Group: Framework

SubGroup: Frontend:: Customer

Valid: 1

Required: 1

Config-Setting:

$Sel f - >{"' Cust onmer Panel BodyLost Passwor dToken' } =
"H <OTRS_USERFI RSTNAME>,

You or soneone inpersonating you has requested to
change your OIRS
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Description

Value

passwor d.

If you want to do this, click on this |ink.
You will receive another email containing the
passwor d.

<OTRS_CONFI G Htt pType>:// <OTRS_CONFI G_FQDN>/
<OTRS_CONFI G _Scri pt Al i as>cust oner. pl ?
Act i on=Cust oner Lost Passwor d; Token=<OTRS_TOKEN>

If you did not request a new password, please
ignore this email.

CustomerPanelSubjectLostPassword

Description Value
Description: Defines the subject for notification mails sent to customers, about new

password.
Group: Framework
SubGroup: Frontend:: Customer
Valid: 1
Required: 1
Config-Setting:

$Sel f - >{' Cust omer Panel Subj ect Lost Password'} =

' New OTRS password';

CustomerPanelBodyLostPassword

Description Value
Description: Defines the body text for notification mails sent to customers, about new
password (after using this link the new password will be sent).
Group: Framework
SubGroup: Frontend::Customer
Valid: 1
Required: 1
Config-Setting:
$Sel f - >{"' Cust omer Panel BodyLost Password'} = 'Hi

<OTRS_USERFI RSTNAME>,

New password: <OTRS NEWPW-

<OTRS_CONFI G Htt pType>:// <OTRS_CONFI G_FQDN>/
<OTRS_CONFI G _Scri pt Al i as>cust oner. pl
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CustomerPanelSubjectNewAccount

Description Value

Description: Definesthe subject for notification mails sent to customers, about new account.

Group: Framework

SubGroup: Frontend:: Customer

Valid: 1

Required: 1

Config-Setting:
$Sel f - >{' Cust oner Panel Subj ect NewAccount'} = ' New
OTRS Account!';

CustomerPanelBodyNewAccount

Description Value
Description: Defines the body text for notification mails sent to customers, about new
account.
Group: Framework
SubGroup: Frontend:: Customer
Valid: 1
Required: 1
Config-Setting:
$Sel f->{' Cust omer Panel BodyNewAccount'} = 'Hi

<OTRS_USERFI RSTNAME>,

You or soneone inpersonating you has created a new
OTRS account for
you.

Ful | nanme: <OTRS_USERFI RSTNAVE> <OTRS_USERLASTNAME>
User nane: <OTRS_USERLOG N>
Password : <OTRS_ USERPASSWORD>

You can log in via the followi ng URL. W encourage
you to change your password
via the Preferences button after |ogging in.

<OTRS_CONFI G Htt pType>:// <OTRS_CONFI G_FQDN>/
<OTRS_CONFI G _Scri pt Al i as>cust oner. pl

Loader::Customer::Skin###000-default

Description Value

Description: Default skin for OTRS 3.0 interface.
Group: Framework

SubGroup: Frontend:: Customer
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Description Value
Valid: 1
Required: 0
Config-Setting:

$Sel f->{"' Loader: : Customer::Skin'}->{'000-default'}
= |

"Description' => 'This is the default orange -

bl ack skin for OIRS 3.0."',

' HonePage' => 'www. otrs.org',

"I nternal Nane' => 'default"',

"VisibleNane' => 'Default'

b

Loader::Customer::SelectedSkin

Description Value

Description: The customer skin's InternalName which should be used in the customer
interface. Please check the available skins in Frontend::Customer::Skins.

Group: Framework

SubGroup: Frontend:: Customer

Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Loader:: Customer:: Sel ectedSkin'} =
"defaul t';

Frontend::Customer::Auth

Customer::AuthModule

Description Value

Description: Defines the modul e to authenticate customers.
Group: Framework

SubGroup: Frontend::Customer::Auth

Valid: 1

Required: 1

Config-Setting:

$Sel f->{' Cust omer:: Aut hModul e'} =
" Kernel :: System : Cust oner Aut h: : DB' ;

Customer::AuthModule::DB::CryptType

Description

Value

Description:

If "DB" was selected for Customer::AuthModule, the crypt type of passwords
must be specified.
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Description Value

Group: Framework

SubGroup: Frontend::Customer::Auth
Valid: 1

Required: 1

Config-Setting:

$Sel f->{"' Cust omer: : Aut hivbdul e: : DB: : Crypt Type'} =
"'md5';

Customer::AuthModule::DB::Table

Description Value

Description: If "DB" was selected for Customer::AuthModule, the name of the table where
your customer data should be stored must be specified.

Group: Framework

SubGroup: Frontend::Customer::Auth

Valid: 1

Required: 1

Config-Setting:

$Sel f->{' Custoner:: Aut hMbdul e: : DB: : Tabl e'} =
'cust omer _user';

Customer::AuthModule::DB::CustomerKey

Description Value

Description: If "DB" was selected for Customer::AuthModule, the name of the column for
the CustomerKey in the customer table must be specified.

Group: Framework

SubGroup: Frontend::Customer::Auth

Valid: 1

Required: 1

Config-Setting:

$Sel f->{" Cust omer: : Aut hModul e: : DB: : Cust onerKey' } =
"login';

Customer::AuthModule::DB::CustomerPassword

Description Value

Description: If "DB" was selected for Customer::AuthModule, the column name for the
CustomerPassword in the customer table must be specified.

Group: Framework

SubGroup: Frontend::Customer::Auth

Valid: 1
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Description Value
Required: 1
Config-Setting:

$Sel f -

>{"' Cust oner: : Aut hMbdul e: : DB: : Cust oner Password'} =
LW

Customer::AuthModule::DB::DSN

Description Value

Description: If "DB" was selected for Customer::AuthModule, the DSN for the connection
to the customer table must be specified.

Group: Framework

SubGroup: Frontend::Customer::Auth

valid: 0

Required: 0

Config-Setting:

$Sel f->{"' Cust omer:: Aut hModul e: : DB: : DSN' } =
" DBl : mysqgl : dat abase=cust oner db; host =cust oner dbhost"'

Customer::AuthModule::DB::User

Description Value

Description: If "DB" was selected for Customer::AuthM odule, a username to connect to the
customer table can be specified.

Group: Framework

SubGroup: Frontend::Customer::Auth

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' Custoner:: Aut hModul e: : DB: : User'} =
'some_user';

Customer::AuthModule::DB::Password

Description Value

Description: If "DB" was selected for Customer::AuthModule, a password to connect to the
customer table can be specified.

Group: Framework

SubGroup: Frontend::Customer::Auth

Valid: 0

Required: 0

Config-Setting:
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Description

Value

$Sel f->{" Cust omer: : Aut hModul e: : DB: : Password'} =
'sonme_password' ;

Customer::AuthModule::DB::Type
Description Value
Description: If "DB" was selected for Customer::AuthModule, a database driver (normally
autodetection is used) can be specified.
Group: Framework
SubGroup: Frontend::Customer::Auth
Valid: 0
Required: 0
Config-Setting:

$Sel f->{' Cust oner:: Aut hMbdul e: : DB: : Type'} =
tysql '

Customer::AuthModul

e::HTTPBasicAuth::Replace

Description Value

Description: If "HTTPBasicAuth" was selected for Customer::AuthModule, you can
specify to strip leading parts of user names (e. g. for domains like
example_domain\user to user).

Group: Framework

SubGroup: Frontend::Customer::Auth

valid: 0

Required: 0

Config-Setting:
$Sel f -

>{" Cust omer: : Aut hMbdul e: : HTTPBasi cAut h: : Repl ace' } =
"exanpl e_domai n\\\\";

Customer::AuthModul

e::HTTPBasicAuth::ReplaceRegExp

Description Value
Description: If "HTTPBasicAuth" was selected for Customer::AuthModule, you can
specify (by using a RegEXxp) to strip parts of REMOTE_USER (e. g. for to
remove trailing domains). RegExp-Note, $1 will be the new Login.
Group: Framework
SubGroup: Frontend::Customer::Auth
valid: 0
Required: 0
Config-Setting:
$Sel f -
>{"' Cust oner: : Aut hMbdul e: : HTTPBasi cAut h: : Repl aceRegEx
= '"NMN.H?2)@+?%
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Customer::AuthModule::LDAP::Host

Description Value

Description: If "LDAP" was selected for Customer::AuthModule, the LDAP host can be
specified.

Group: Framework

SubGroup: Frontend::Customer::Auth

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' Custoner:: Aut hModul e: : LDAP: : Host '} =
'l dap. exanpl e. com ;

Customer::AuthModule::LDAP::BaseDN

Description Value

Description: If "LDAP" was selected for Customer::AuthModule, the BaseDN must be
specified.

Group: Framework

SubGroup: Frontend::Customer::Auth

Valid: 0

Required: 0

Config-Setting:

$Sel f->{' Cust omer: : Aut hModul e: : LDAP: : BaseDN } =
' dc=exanpl e, dc=com ;

Customer::AuthModule::LDAP::UID

Description Value

Description: If "LDAP" was selected for Customer::AuthModule, the user identifier must
be specified.

Group: Framework

SubGroup: Frontend::Customer::Auth

Valid: 0

Required: 0

Config-Setting:

$Sel f->{" Cust omer:: Aut hModul e: : LDAP: : UID } =
"uid;

Customer::AuthModule::LDAP::GroupDN

Description

Value

Description:

If "LDAP" was selected for Customer:: Authmodule, you can check if the user
is allowed to authenticate because he isin a posixGroup, e.g. user needs to be
in agroup xyz 