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2 Shell#f7: ®HBashi3?

FABLE M Linux 83 A0 H P 42 H S 01F T Bash A~EFreeBSD HELiAShell . F5E F, Bash HE&H HTE
TEFreeBSD ML Z3EH - U2, FreeBSD ffHtesh(1) /4 B CLAIEKIAShell, RE UL, Bash F1EA
1R EZ IShell F2 7 7EFreeBSD [fJPackages FlPorts Z /4 (article.html#SOFTWARE) EL#FA] LIFRE] -

WNRARZE5E T HAt AIShell /RA] LAEFchsh(1) I E — 1 P FIZkAShell - JEHFIEOL T, 5RFEBCNE
EFH M root A IEKIAShell - JREF X LShell (X H BIEHEEARGH, EFEHN NENSH L
Bl /usr/local/bin fl/usr/bin HFE Fo A—3F K /usr/local/bin Ml/usr/bin X H R AEEW TR,
XL N root FAREFA B CELARIShell, Mifiroot KENREWE R X . BTXMEE, B _NRS
B MK coor BT A2 IEBHAAIShell - 7E% 4 FAQ A LIEE 5 F| 2% Ftoor MK 7
(http://www.FreeBSD.org/doc/en_US.ISO8859- 1/books/fag/security. htmH#TOOR-ACCOUNT) AIfE B -

3 Packages#fllPorts: 7EFreeBSD H s ini44:

Br T L HAIUNIX® 2R % (PERGE, M, VR, %Wi%) 5P, FreeBSD AR T 5
NIRRT R L HE N HFEF:  packages Fllports « /R AT PATEIX B
(http://www.freebsd.org/ports/master-index.html) £|—17 523 7] F fports Flpackages HIEFH £ -

3.1 Packages

Packages /& TR IFIF N FHFET, 7EFreeBSD F1 4541 T & T Debian/Ubuntu ) RETH . deb BHFE DL
#TFRed Hat/Fedora F RGTH Y . rpm FUHEL - Packagesff Fipkg_add(1) Rt 1223 - 40, NHEAIA4RH
Kt %% Apache 2.2:

# pkg_add /tmp/apache-2.2.6_2.tbz
{1 FH - - #RERF 5 1fpkg_add(1) o B e IRBOF 32— DR, DL FTE IR &

# pkg_add -r apache22

Fetching ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages—6.2-release/Latest/apache22.tbz... Do
Fetching ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages—6.2-release/All/expat-2.0.0_1.tbz...
Fetching ftp://ftp.freebsd.org/pub/FreeBSD/ports/1386/packages—6.2-release/All/perl-5.8.8_1l.tbz... D
[snip]

To run apache www server from startup, add apache22_enable="YES"
in your /etc/rc.conf. Extra options can be found in startup script.

HE: RIRIEiZiTErelease fRAHIFreeBSD (6.2, 6.3, 7.0%, i MCD-ROM #Z%EH)) pkg_add -r &K
HRER T X LrE B AR A B I R X LS AL AT B N2 M AT BT ART o /R AT LAE i pacKAGESTTE 28
BEREZBOAEIE. Fl10, $CpacHaceEsTITE WHE

i ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-6-stable/Latest/ i N #:6.X RINHHHIEL -

YRR LA B R DU E e s & 3 T FreeBSD itk S
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/articles/version-guide/) SE3KEUH £ % T FreeBSD MiA S KA
i

HUT 5 % Hpackages 5 B1E & [ FreeBSD FM174.4 /N7 fifiHPackages RYL
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/handbook/packages-using.html) o
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3.2 Ports

FreeBSD FU%E — Fh e 2L N FHRE R I IE 2 FHPorts T » Ports RZiEFreeBSD FH— P FIfMakefile
LN T SR E MVRRE 18 i) 22 S5 2 AR FF IREZE « M % — P port B RS HRBRFIRIS, KN
FEFTRER T, 4iFIRE, HLRENHEF GRERHKESC R LARIFER 77 22 ik) .

Ports &4, ”‘%‘%ﬁ%ﬁﬁfpor‘[s S ﬂuﬁ/usr/ports THE| . BiZPortsEM: L1270 %2 FreeBSD I % 3%
T o GNFPorts B B A EE AT LR T sysinstall(8) ST ZA%E, w3 1 FHesup(1) Biportsnap(8) &
MFreeBSD HIfRSS 2e LB N2 o EFMAI4.5.1 /N7

(http://www.FreeBSD.org/doc/en_US.ISO8859- 1/books/handbook/ports-using.html) 7] A% E| % $EPorts B4 AT1F
e .

GAE—port FGFH Aport {) B RHF A ETE—FFEE R GEFERT) . FHZMPorts Eff%
2= Apache 2.2 Ff]F:

# cd /usr/ports/www/apache22
# make install clean

i F ports 23R I BRI AL B2 RERS B € L& - 140, Mports Z3EApache 2.2 AR AT LG
B EWITH_LDAP make(1) 22 & K /5 Fmod_ldap:

# cd /usr/ports/www/apache22
# make WITH_LDAP="YES" install clean

15 B & FreeBSD FA94.5 /N7, # FHPorts Collection
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/handbook/ports-using.html), LURKEUEE £ 5%
FPorts Collection FIfE .

3.3 Portsif & packages, & RI1% 5 FHEEN?
Packages W& TSR 1IE LT Hports, FTLAMIERS (ports) %35 M i Hillpackages %31 P A S 1R
KRB - FFTESH B ORI
Packages (i)
o FPRERIZER (HECKHIR FHREFPIRIEE R 2RI H) -
o VRANTT EERNTE W] S RN -
o NREEBRIERG LR REIRIED -

Ports (JR13)
o AEMEEHIZAEETN . (Packagesil i #l & F FI ML IS ER « {F FHports VREEMS E LA FFATERIETI,
P e LURE B i Bl 2 TR I 23S B R 2 e . )
o WRAREMFIEL A LUFR BRI T -
WERARIE — LR A FIF5 K, packages A BENIIF & & RAIIE DL - WERARTE B — B EHl, ports ZHx
BEAEMAET . OFICE, WRIRFEEHIM B S CE MR T3 Fpackages, /AT LAf# fimake package
Mports F%—E #l fpackage, IRXJGEHIEIEMAIARSES - )
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4 ZGR5N: BITRAAERRE?

Linux f# FSysv init ¥JIGLRSE, MFreeBSD {1 H K2 F S HIBSD XA Hinit(8) - 7EBSD XU HYinit(8)
S E B TR /et c/inittab, UEIEH|IESH E/‘]IEller(S) SEHTERF o Jetc/rc A
H/etc/defaults/rc.conf fl/etc/rc. cont XIHFRIREM RS KB D) - FFERIRSAEL G B
T /etc/re.d/ Fl/usr/local/ete/re.d/ RN RSVIEWI A FTE ) o X LA R T AL
FLinux REHH /etc/init.a/ HE R

TN IRSIBHARK HRR? /etc/rc.d/ FRIIARBT “BEA RE—HoHINHERF
A (cron(8), sshd(8), syslog(3), AN EAM o ) Jusr/local/etc/re.d/ NHIRHIZAZE - 35/
N HTEFi1Apache, Squid Z&{EFHH) -

“EAR” RGP REONARR ZRPX ARG A? FreeBSD &2—EH K ORI TEEFIRIERSE,
R, Wi, RGEE, LSELHMNART (Wis(1), cat(l), cp(l) %) M — 1 EEE—EIF
RIABEH . REHINEABT “EXR RENERF - AP ZENEFIFAR “BX RE—ER57,
WApache, X11, Moazilla Firefox, 555 . jXLEH 1 223E R R T8 7 2 [ F FreeBSD [#JPackages
FiPorts EffF 224 F XM - N T ROXWREFM B REXSHR, HAZERNHEF B HZE
#|/usr/local/ o BILH P LER ZH#HHIHAT THFET /usr/local /bin &, ELEHF
E/usr/local/etc_F, U\Jﬂiﬁé?ﬁo

RSG5 EITAE /et c/re. conf (rC.CCnf(S)) A F AT B W serviceName_enable="YES" }EHH BTN -
E—FNARGEAM /etc/defaults/rc. conf XM, XEEERINKEW /etc/rc. cont SCHFEH IS E T IEEN
DRI, 24 2R BN S R PP B i B [ B SR o i g B SRS A e g R A R R AR AR 55 -

NHEP—/ NN FRIE /etc/rc. cont H1/E Fsshd(8) FlApache 2.2 - IAFE7E T Apache N 1% f SSL
MR

# enable SSHD
sshd_enable="YES"

# enable Apache with SSL
apache22_enable="YES"
apache22_flags="-DSSL"

—HRSCAELE /ete/re.cont TR, RGSREBNLITES AFEEFBNRG -
# /etc/rc.d/sshd start
ﬂﬂ%ﬂ&%@/ﬁﬁ%&)ﬁﬁﬁ A LM forcestart ENMAITEBN:

# /etc/rc.d/sshd forcestart

5 ML HCE

5.1 M40

R Linux 7 FT 1 FH APRR W 2% 3% 0 BT F AdjethX M 2AYS2 . FreeBSD IR EN 4 75 IR — Mok
PRI . N Hifconfig(8) FHIH 27~ T HMntel® Pro 1000 KM (em0 Fleml) -
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o

% ifconfig
em0: flags=8843<UP,BROADCAST, RUNNING, SIMPLEX,MULTICAST> mtu 1500
options=b<RXCSUM, TXCSUM, VLAN_MTU>
inet 10.10.10.100 netmask Oxffffff00 broadcast 10.10.10.255
ether 00:50:56:a7:70:b2
media: Ethernet autoselect (1000baseTX <full-duplex>)
status: active
eml: flags=8843<UP,BROADCAST, RUNNING, SIMPLEX,MULTICAST> mtu 1500
options=b<RXCSUM, TXCSUM, VLAN_MTU>
inet 192.168.10.222 netmask Oxffffff00 broadcast 192.168.10.255
ether 00:50:56:a7:03:2b
media: Ethernet autoselect (1000baseTX <full-duplex>)
status: active

5.2 IPEL &
—/MP itk AT LU Fifconfig(8) HAE EHI— ML - s, E(RRFE S RIRALIS 3 F MIIP B B (5
BEEM ST /ete/rc.cont T o FHIGITFHEET MG, 1P HhE, DURERIAR .

hostname="serverl.example.com"
ifconfig_em0O="inet 10.10.10.100 netmask 255.255.255.0"
defaultrouter="10.10.10.1"

A58 FH R THI TR 2558 h 4% 4% 1 it B DHCP:

hostname="serverl.example.com"
ifconfig_em0O="DHCP"

6 B ki
& Linux HFJIPTABLES —#¥, FreeBSD W&t T — NI P, k55 ; SEFR L FreeBSD $2 (T =1-F5
K5

e IPFIREWALL (http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/handbook/firewalls-ipfw.html)
o IPFILTER (http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/handbook/firewalls-ipf.html)
o PF (http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/handbook/firewalls-pf.html)

IPFIREWALL E{Z2IPFW (EHIPFW I ipfw(8) i %) J&FreeBSD JI & #H I & HHEFFH] . IPFW
AEfF 5 dummynet(4) L& 8 F SRSZ AL & BE DB LA RS HUAS [R] W 248 2 22 R B A DI RE -

IFSSH 3 A HIPFW FLNEEF 40T -

ipfw add allow tcp from any to me 22 in via Sext_if

IPFILTER #&Darren Reed T & HIF KEEFRFF - &L 1154 FreeBSD /1, B CEHHIH
£|NetBSD, OpenBSD, SunOS, HP/UX, iAFSolaris% —L4ERGEZ F o

FRFSSH 7 A FIIPFILTER i & FE51 40T -
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pass in on $ext_if proto tcp from any to any port = 22
e —FhBi KSR, PF, J&OpenBSD i B Fi /& ) - PF Z#/EAIPFILTER f#)— M i 0
A BXATE . PF AEESIPFILTER KRR AELL . PF T LI S5altq4) AL & KR BEQoS AIHFIE -
FVFSSH # A fPF iy SFEBIUN T :

pass in on S$ext_if inet proto tcp from any to (Sext_if) port 22

7 712 FreeBSD
HE =R ERF K FreeBSD R%5: RS, TiFHIER, AEEENA.

MIRRS TR I B IR TR %, (BRI T R i SR R AN - X IR E T FreeBSD CVS
(FATRRARGE) HKFH— DA A IFreeBSD YRS « — EAMYREY C 42 B HE = B ol /768 AT LU 8T
A BN LI SRR » % T IRAS BT Y BE 22 15 8 AT L T FreeBSD Fift 5523 &
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/handbook/cutting-edge.html)

T R AT H yun Blapt -get FHTLinux RET - freebsd-update(8) 42 R HUGHT ) B HT - 224
BT aXEEFHAT LLE i cron(8) TR TR E -

B R Foron(8) SKTEEHT, SR Icrontab(1) 1 T freebsd-update cron JFFEHI AL H A
HL2% FR] B SR BT o

0 3  x x root /usr/sbin/freebsd-update cron

BRJa— MBI, NEFOLEART R, BPERIERE . NLEICE B ol H R %R TR B -

8 procfs: &t = FEJIRBE S

Linux H, {ﬁﬁTﬁEé§ﬁ§fi%;‘*%§/proc/sys/net/ipv4/ip_forward§Eﬁﬁfﬁﬂ?§§zi{%%§ﬁiﬁgﬁﬁ°
TEFreeBSD H /N iZ (F Fsysctl(8) SR EF XA EAB T H A RGIRE, £ 4 HiHIFreeBSD it A H procfs(5) B2
R T o (B%Rsysct17EFreeBSD W [FEFEATH - )

FEIP B ARG, UREOZBE R T 5 A B H € FreeBSD RLTH2 T CATITE TIP HA

% sysctl net.inet.ip.forwarding
net.inet.ip.forwarding: O

—a PREHARS TR ARG E

% sysctl -a

kern.ostype: FreeBSD

kern.osrelease: 6.2-RELEASE-p9

kern.osrevision: 199506

kern.version: FreeBSD 6.2-RELEASE-p9 #0: Thu Nov 29 04:07:33 UTC 2007
root@i386-builder.daemonology.net:/usr/obj/usr/src/sys/GENERIC

kern.maxvnodes: 17517



kern.maxproc: 1988
kern.maxfiles: 3976
kern.argmax: 262144
kern.securelevel: -1
kern.hostname: serverl
kern.hostid: 0

kern.clockrate: { hz = 1000,

kern.posixlversion: 200112

tick = 1000, profhz

TR Hsysctl MSELE IR .

i Eprocfs KB, B1T—
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stathz = 133 }

P Z R, A Atruss(1) SRIREERSE S, AN Linux i HIFRZ

(http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/handbook/linuxemu.html). (R4, Linux —#HIFEA
{5 F H A & procfs, linprocfs(5)- ) UASRARTE E i procts VR A] LITE /et e/ £stab AL RN

proc /proc

procfs rw,noauto

ER: noauto ik /proc FERBIINH BEhHRE .

INJE SRR T fiv & Hiprocfs:

# mount /proc

9 HHam<

9.1 KA EH

Linux 74 (Red Hat/Debian)

FreeBSD &M i &

0 0

HE

yum install package/ apt—get
install package

rpm —ivh package/ dpkg -i
package

rpm —ga/dpkg -1

9.2 AGTEH

pkg_add -r package

pkg_add —-v package

pkg_info

ékﬁii%fiﬁﬁff%%package
Z$package

5 B 7RI



Linux® ~ ' { FreeBSDO© e 5 s

Linux 4% FreeBSD S % 1)

lspci pciconf S HPCL K&

lsmod kldstat ﬁlJHj Eiﬂz)\ﬁ’\]ﬁﬂ&*ﬁﬂ%
modprobe kldload/kldunload NSV A AR R
strace truss Eﬁﬂ%%éﬁﬁ%

10 G545

JEH A X R U RE B LA T /R B 05 P AS B SR T B VR A FreeBSD Z [ - S50 ZEF £ — RNFreeBSD F-if
(http://www.FreeBSD.org/doc/en_US.ISO8859- 1/books/handbook/index.html) FTHEE| §I{H H-75%H #6184 AR L

T RIPRLE R T2 AR -






