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1.1 AR

X— AN 5| S A AR WIS AR o X FE AT BIOS (& 4F)POST, B EIZE—1H e
L. HT RAREIRIRVIP RS SEEEME R - 2REE R, X B HIA-32(Intel Architecture 32bit)4%
FVE R F -

1.2 5%
—Ri&1TFreeBSDHITT BALVE Z M5 S 71k « XEIHEHPEREF 7L, Wl N THRIERSH

e E51S . 51 Sd RS LB R

o BIOS POST
e boot OMTEX
o boot 2T
o loaderfft Bt

o NEZHIEEIL

boot 0Flboot 2f Bx 7E F Moot (8) F ##7 N bootstrap stages 1 and 2, ZFreeBSDHI3[ B 5| S 2K
1. B —NEEESMEHENERENERRE L, (RATUSE NRAG XL . FHEEERNER
N2 ] BERENLAR FIAS R T A — L2 X A1

MR AL BIOS([E )i &,
Fl FreeBSD boot0

F2 BSD

F5 Disk 2

>>FreeBSD/1386 BOOT boot2a
Default: 1l:ad(1l,a)/boot/loader

boot:
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BTX loader 1.0 BTX version is 1.01 loader

BIOS drive A: is diskO

BIOS drive C: is diskl

BIOS 639kB/64512kB available memory

FreeBSD/1386 bootstrap loader, Revision 0.8

Console internal video/keyboard

(jkh@bento.freebsd.org, Mon Nov 20 11:41:23 GMT 2000)

/kernel text=0x1234 data=0x2345 syms=[0x4+0x3456]

Hit [Enter] to boot immediately, or any other key for command prompt

Booting [kernel] in 9 seconds..._

Copyright (c) 1992-2002 The FreeBSD ProjectVﬂEz
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
The Regents of the University of California. All rights reserved.
FreeBSD 4.6-RC #0: Sat May 4 22:49:02 GMT 2002
devnull@kukas:/usr/obj/usr/src/sys/DEVNULL
Timecounter "i8254" frequency 1193182 Hz

RIE: a. XA (A Epoot oft BUM IR B E R GG 1 (M L T — B 4 B

1.3 BIOS POST

HPCINFLE, ALPESIHIF A PO LR EH - X F AT, Lt Fian32iL
{HOXEFFF0 - THTEE2F a8 16 MBS E TR SRS o cr1, —P320LERIF A28, ENIEEIRHE
# N0 - crlHIPE(Protected Enabled, (RIFIEZFERE) A FIRFR/R AL EH AT IR IF RGO S IR AR -
AT REIFNZA AN, BRI R U 5] AR, Sebbibht S Y B IE R R A -

{EOXSEfORS /N T 4G, KT BN AGTF TN, XAS & — ME At - T ENLE
FFXAHEFEFR A BIOS A Bk

BIOS#  ~Basic Input Output System (= A&H AHiH R25%) - AEEWR L, EHELE— NN EER /D
HIL7 %5 (Read-Only Memory, ROM) - BIOSE & &ML ERE L E HIRRZFIRE - BiXE, HIRE
SeAR 1A B I BIOS T8 &% A OX PO - 18 B X My B A& —FBki%+8<4 ., F8RBIOSHIPOSTHIFE -

POSTZ /RPower On Self Test(J[IFE B 1Y) . XERFHFEAFRE, RALEKRENHEEEZLE, N
MEECPUREB WA ST ENL . X— BT E - 1TEEDE, MEWEs 1§ - WAEEBIOSH
AT TS Sk - RTINS - eI shar - S EE55 .

POSTHI /G — R HATINT 0x19F84 o X PHES MG FIREE PR EES 1277, FEAM
HE0x7¢00 - FE—A X PIUiE R FRIETEE RN, MEEE S NETEEENE . AERS, R
SCRFENIE S N — EEHGEE ReH I BETE - 05 E S EARINE, 15HX, F— 1 BXEE - 1R
NOF GRS, T XM S) BERFRIER, & XHIR A E5IFIER Master Boot Record, MBR) -
F—T R AR -

1.4 boot O/ B

EFATE — T 30 /poot /boot 0 o IXFE—MUS12F T/ N « AN FFEFreeBSD 725 1 F2 ARk
£ “bootmanager” , X ICHEFINE RS AEEMBR



“19 Zs,C! X&) §

WIHTPTA, INT 0x19752FEHMBR, HitEpoot oINS, ZENFEHITI0x7c00 . FHEIL
ﬁ:sys/boot/i386/boot0/boot0.s, ATLUERIX B AL T 4- XE&SI FEHE, —BHRobert
Nordier 5 5 #14 NAEHIAFEFF 7 B -

MBRE, tiZvootoE, MR EOxIbeFI8H —MEIRIZEM, WASRE . HPF4EIERER
FARILER), BRIEKIOFT « HRKICRKFRE R UK, EFreeBSDIIARIEH, iXHHR
Hslice(d) - 16FTHH —MIEFTREX TR EEA5]S - BNAREE - MR AEEX—rE . &
M, poot o IR RFFELELREEHAT -

— oIt EE T

FA A R R
=
o 6F
FILBAK AR TF
— 4 A SRR PR & e — 4 KAERE L E AR AL E (5 5. - LBAFICHS I FHEA T e~ AR 1015

B, BERERAEAE: LBA GBS T4, Logical Block Addressing)f&7 43 [X UL AR 55 X Fl 4 X &
B, TMCHS(RE TRk Fo X)) F8 7 B B X AR A X

SISEHSAE S KR, FHERRE LEroR®, UERF A LUEFHA TSI SOBEN > X . AE b
T MBS . voot 0FETI R ENE:

e 8

o PRCIEFHIS NG|, HERRLARIHI AT 5] S AR
o ICHEARVGERERI > [X LA N IR SR B T
o WHUETHXIFE—PEX, HBEITZ
W 28R 2 AT — DA 5155 X X B FEFreeBSDH X)) — M X BR? [EAMRELHERIR, AlHt

%bootZ °

1.5 boot 2T B¢

WIFIRIBHITE, N Aboot 2@ fEboot 02 f5, TIAZETEbootl Z J5 - FHE L, HH—PS512F RIS
Hooot 1EIE H R /oot B, ARARN—KUETIFRGH - NHKEFI TR, boot 12 Eboot 0¥ HE LT
SHEFEERE#Eboot 2HEITZ -

RATREC A E BE — X /poot /mbr » 1XFEeboot OFIFRIMLARA o mbr FHIRIGAS BoRsE Bk %
B, MRS ERRG SHARERSX

%fmbootZE/‘ﬂﬁﬁ%ﬁﬁKEE%sys/boot/i386/boot2/£, Xﬂ‘ﬂﬁ@ﬂ?ﬂﬁfj{ﬁ:ﬁ/bootio ’—[/:T:/booti
HI HFboot 0Fflboot 2 NG S FEF A, HEboot0cfgixX 1 TEASHHEN] - boot 0HINERL
TEMBRH A BEERL o boot 2/ T H 51 5 M IFreeBSD7 X I 1 « iXLEAL B ANZ IR GHES], Bl e IANA]
Fls Z XL BE -

boot 2 F BALSS BEEH UM /oot /1oader, ARG SHREAIE=ZME - froboot 2H AL NGEM
W Mopen () Flread () ZRMFIFERELF NGB B INE - TN SRR, BOCH RO, #
ES M /boot /1oader, FABIOSHITNRERFE AN, WG NEANDSFHEHITZ -

BRILZ AN, boot2ih A $E/RH AT, loaderr] N EEHIE - REHTT - 5 [XEEH .

boot 2 B I RFR BT 7
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sys/boot/i386/boot2/Makefile

boot2: boot2.1ldr boot2.bin ${BTX}/btx/btx

btxld -v -E ${ORG2} —-f bin -b ${BTX}/btx/btx -1 boot2.ldr \
-0 boot2.1d -P 1 boot2.bin

“MMakefile A 7 2% BAbtx1d(8) i FH 88122 — IS « BTXE ARG 3Y FE23(BooT eXtender) & 25 FE
F#R jjg)ﬂ(chent) RIS . HE5E P EFHEEREN BRI . Frllocot2@— BTXE T, f#
,%BTX%J LA ARSS -

T Ebtxlde sy, ERM o B —E - bixId(8)FId(1) X A& 1daf R i 1~ B AR S
%LT%EJZ— SIASBEE S AT HAT SO, Tibtxdd PR — > PR SBTX R R, FAEEE THES X E
ERRO IS, LIRSS 5 -

poot 0PITBREREBTXMIA O« WNE, BTXRACHEGIHERI RN, HifEs— MRS, K5
FRZE R« XIS

o FEHIB086MET o IXEMREBTX R IUS086 M LT - LB F84, UWpushf, popf, cli, sti, if, FIAJHEE
VA .

o BN HWTHEIATF % (Interrupt Descriptor Table, IDT), {HA5 BT H QIR {4 b o] # 5&4 FIBIOSTE P AL BE - 57
FiT0x30, X ERFEAKM -

e MM ARG EHexecexit FIE XN T:

sys/boot/1386/btx/1lib/btxsys.s:

.set INT_SYS,0x30 # HMWi&

#

# System call: exit

#

__exit: xorl %eax, %eax # BTXZRZFH0Ox0
int S$INT_SYS #

#

# System call: exec

#

__exec: movl $0x1,%eax # BTXRZFHOx1
int S$INT_SYS #

BTXE 4 /A1 32 (Global Descriptor Table, GDT):

sys/boot/1386/btx/btx/btx.s:

gdt: .word 0x0,0x0,0x0,0x0 # KAZHAO
.word Oxffff,0x0,0x%9a00,0xcf # SEL_SCODE
.word Oxffff,0x0,0x9200,0xcf # SEL_SDATA
.word Oxffff,0x0,0x%9a00,0x0 # SEL_RCODE
.word Oxffff,0x0,0x9200,0x0 # SEL_RDATA
.word Oxffff,MEM_USR, 0xfa00, Oxcf# SEL_UCODE
.word Oxffff,MEM_USR, 0xf200, Oxcf# SEL_UDATA
.word _TSSLM,MEM_TSS,0x8900,0x0 # SEL_TSS

% P RIS FIEEE LG T Hii-MEM_USR(0xa000), 1265 4F (selector) SEL_UCODE?S [ % F FIAUEEL - 1%t
FEFFSEL_UCODE #1858 3 iR FF AR (Descriptor Privilege Level, DPL), X2 (EMAR - HZINT 0x30
BRI EREFFME T A — 1B, XBER%EEEAFSEL_SCODE (supervisor code) FHH & & FRANFR - 1IEUH
ISR SLIDT(HF TR FF 38N AT B3R E AR

mov $SEL_SCODE, $dh # Bk
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init.2: shr %bx # JEGHEXDHIE?

jnc init.3 # &

mov %ax, (5di) # WEUHEBEFIREZE
mov %dh, 0x2 (%di) # WHECHEEFEER
mov %dl,0x5(%di) # ¥E P:DPL:type
add $0x4,%ax # F—7TFHELEES

FRLL, HEPRA_ exec OB, RIZRH L mBRHUT o X815 NAZ AT UELUR I B IR 4514
N4> T15R (page tables) ~ 2 AfHATFR(GDT) - FWHIHATFRADT)E -

boot2 X T —MHEEMEIELEN: struct bootinfo. X4 Hboot2 WAL, RIGHIERIE
Fllloader, ZJ5 WAL o XAEBIER ST H Hboot 2% €, HAR M HloaderlZiE » iX M5 HIE B
FAENZ 4 ~ BIOSHRAEATRE LA H/M 5/ XA B 15 8. - BIOSTRHLHI5 | Sk & M shas g s, v Y
PIENF R, envp TREFGAEFEEH S - E AN

/usr/include/machine/bootinfo.h

struct bootinfo {

u_int32_t bi_version;

u_int32_t bi_kernelname; /+ HA—1TFTERR * */
u_int32_t bi_nfs_diskless; /* struct nfs_diskless * x/
/x ULEREET «/

#define bi_endcommon bi_n_bios_used
u_int32_t bi_n_bios_used;

u_int32_t bi_bios_geom|[N_BIOS_GEOM];
u_int32_t bi_size;

u_int8_t bi_memsizes_valid;

u_int8_t bi_bios_dev; /* F|FIXEMIBIOSHTITIRT */
u_int8_t bi_pad[2];

u_int32_t bi_basemem;

u_int32_t bi_extmem;

u_int32_t bi_symtab; /* struct symtab * */
u_int32_t bi_esymtab; /* struct symtab * */
/+ LARI B & Hboot Loader gt «/

u_int32_t bi_kernend; /+ PWEZEIEKGG «/
u_int32_t bi_envp; /% REE «/

u_int32_t bi_modulep; /x TEZEFAEIL «/

}i

boot2 HEA—MENRERHAFREA, REMAHLIcad ) « WRAFNUEMEIA, BB E
Z?:?EE, load() 3{%%%?‘2@%%\jﬂq‘(/boot/loader)o @%ﬁino_t lookup (char *filename)ﬂeﬂint
xfsread(ino_t inode, void xbuf, size_t nbyte) ﬁﬁﬂ%ﬁﬁiﬁﬁ\]ﬁ@)\mﬁo /boot/loader%*
DELFREE i 30, N B LI AL T a.outhg 2 Al st ruct execfEM - 1oad () H
f#loaderAJELFLES, 2E#i/boot /1oader ZNFE, REHEZAOHITZ

sys/boot/1386/boot2/boot2.c:
__exec((caddr_t)addr, RB_BOOTINFO | (opts & RBX_MASK),
MAKEBOOTDEV (dev_maj[dsk.type], 0, dsk.slice, dsk.unit, dsk.part),
0, 0, 0, VTOP (&bootinfo));
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1.6 loaderfi Bt

loadertt & — 1BTX &/, fEXBEAMEFER . ©F —HNELHEAFHHoader(8) . HIMike Smith 5 -
Heloader ¥ i Z FOBTX FINLHE E L E I E 187 -

loader FEZAESS R TN . HARBERANTE, Bl#loaderfH:

sys/boot/common/boot.c:
/* Mloader THHMNZ TP exectEF +/

module_formats [km—->m_loader]->1_exec (km) ;

1.7 NERIIR 1L
loader lE SR ELUE? FVALAMRAMOA O - LERITRE — PRI

sys/conf/Makefile.1386:

1d -elf -Bdynamic -T /usr/src/sys/conf/ldscript.i386 -export-dynamic \
—-dynamic-linker /red/herring -o kernel -X locore.o \

<lots of kernel .o files>

EX—ITHE— S EBEARE . B9, WE— D ELFSIASEER: —3tH S0, nl&shSaEes s
ﬁ%/red/herring, — DEFE RIS . HIR, %i‘*wijt##sys/conf/ldscript.i386, Al LU B R RIFE AN
RNARETTE — 5% o RSP LT, 7586

sys/conf/ldscript.i386:
ENTRY (btext)

FORNZEIA L SRR btext” « X5 ELocore.s FE L

sys/1386/1386/1locore.s:
.text
/****‘k‘k****‘k*****‘k‘k***************‘k‘k***‘k*‘k****‘k************************
*
* This is where the bootblocks start us, set the ball rolling...
* AM
*/
NON_GPROF_ENTRY (btext)

B SR A 7 SR EFLAGS X8 — 1 UE SLHI{E0X00000002, X JE WITRILETE B & 1 an

sys/1386/1386/1locore.s

/+ ANEM(EBIOSHA HAYEFLAGSTH */
pushl $PSL_KERNEL

popfl

/ *
*» ANEMEBIOSAH IS Es - %gsﬂac MHES S IREFIXENScs ~ $ds~ %es-~ 3ssfH
*/

mov %ds, %ax

mov %ax, %fs

mov %ax, %gs
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bteXtUﬁ/EHWﬂﬁirecover_bootinfo (), identify_cpu(),create_pagetables() o ﬁ%fﬁﬁ%‘lﬂﬁf

fFlocore.sZH o XLEFIFERITHRELN T

recover_bootinfo J\X/[\WWF%@VFEEE%]%%%?1?%2@]7\17]%5/‘]72‘@ ° %[—E’J‘W
A3 Hloader5 | S ANRIATA), M NHEE S
S5 T/ RN XPTRBERESI S, HF
3{%7'?;::7]:@struct bootinfo ﬁﬁ%%ﬁ\ﬂ‘%ﬁ\]ﬁo

identify_cpu XA EREUIMICPURTY , R RAF AL & _cpuH -

create_pagetables izﬁ\B@éﬁﬂﬂﬁiﬁi%%%EVﬁtiVﬁi?%%ﬁﬂlﬁ%ﬁé%@ﬂ**ﬁ%%%
A, HEE—-ENE

TN —F & B VMEWECPUE X1 THEE):

testl $CPUID_VME, R (_cpu_feature)
jz 1f

movl %créd, %eax

orl $SCR4_VME, %eax

movl %eax, %cr4

IRIE . JATho T

/* Now enable paging =/

movl R(_Id1lePTD), %eax

movl %eax,%cr3 /x load ptd addr into mmu x/
movl %cr0,%eax /+ get control word x/

orl S$CRO_PE|CRO_PG, %eax /* enable paging =*/
movl %$eax,%cr0 /* and let’s page NOW! =/

BT TR AR, FICrSEHE Tk 77 sFERI KA - B/ =17 1UHE PR B 2 R U s -

pushl $begin /% jump to high virtualized address =/
ret

/« PFEEBMR ZKERNBASE, APERBIERKNEHEEREEEMAD «/

begin:

MEinit3se ) BIAH; FESEURHRERE— R, BRAE - 1ZHYET - BEEH
fTmi_startup () - init386&— TS5 RGUMHRIIVIAEREL, ni_startup () & TS RGETCRAIR
(TS mi_’ #7RMachine Independent, AMEFITHLER) - KA E Mni_startup () BiRE;, X EEL
&, NEFERES:

sys/1386/1386/locore.s:

movl physfree, %esi

pushl %esi /* 1%£%init386 () KIHE—1SEL «/

call _init386 /» WE386HNAHZIENUNIXKIIE +/

call _mi_startup /+* BB, R RS, & «/
hit /+ AEREZLXE! «/
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1.7.1 init386()

init386()fESL%ESyS/i386/1386/machdep.cq“, EEFIntel 386,05 AT IR IR - loader 2
FrCPUTIH R R o loader AR T I FHIESS -

FEE: B ES"BESHEE 55 HNMLAHITING . (ESZIRIR] IR, XRH &R RS
BA T LEEM . X TFintel 80x861L55RIMIA, ¥ W Intel’AF] 52 T80386 CPU KL MRI¥TE, BIEEEEX
2B BIE (http://www.lib.tsinghua.edu.cn/) TEFBGLR H A "80386"/Eh KR T S B R LM T E T E -

FEXMES T, NS TR . ENEEARAET, HoR S R SE A — AR5 & TIE—
F I H:

o WAL AT REES R, XUSHHE SRF LK
o HEFEGDT(ER/HIRTTE)
o MEFIDT(FFIWTHHATF )
o WG RLIEHIG
o VIR DDB(NZHIAIFIHAS), WREHIRIEANZE)IE
o WA WTSSUESSIREE)
o HEELDTURFRMIATTR)
o EprocO(05#AE, BIPAZH)HAR) HIpcb(H R HIER)
init386 () HEWIRLNZA AT REES L, XESHHEI SRF LR . SEIREIMETEE (environment
pointer, envp) VA, B A init_paraml () - envpfgEF 2 HloaderF il £ #boot infoH:

sys/1386/1386/machdep.c:
kern_envp = (caddr_t)bootinfo.bi_envp + KERNBASE;

/« FREHEEATT I, hz5 «/

init_paraml();

init_paraml()iESL%Esys/kern/subr_param.Cziqj° £Z4\§t##ﬂi%§*gﬁﬁsyscﬂﬁﬂ, iﬁ%ﬁﬁﬁ4\gﬁ
iﬁ, init_paraml()%Dinit_paramZ()o iz%ﬁﬁ\gﬁiﬁﬁkinit386()Epyﬁﬁﬁt

sys/kern/subr_param.c
hz = HZ;
TUNABLE_INT FETCH("kern.hz", &hz);

TUNABLE_<typename>_FETCHF R B EA 5% 45 & H(H:

/usr/src/sys/sys/kernel.h
#define TUNABLE_INT_FETCH (path, wvar) getenv_int ((path), (var))

SySCﬂkern.hzf%}%éﬁﬁﬁ%*iﬁggo Gl izggsyscﬂﬁﬁﬁﬁinit_paraml()t%ﬁg:kern.maxswzone,
kern.maxbcache, kern.maxtsiz, kern.dfldsiz, kern.maxdsiz, kern.dflssiz, kern.maxssiz,

kern.sgrowsize

IRIGinit386 () MR HFIATFE (Global Descriptors Table, GDT) - Ex86 LB MESEEITAEH R
R ZS A B X2 B B RS & RO TR E - 250, MR EEAEBHITHIES
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TECS:EIP, JRAIXSEIES MRt 2 BB ttCS” + BIP- N T #f#, Btis TR
Hto, KIETHRBRAGTFETT o FTLL, X MIlFH, FeL MBI hE E2EIPAOE - B3 f7es,

ézgcs\ Dsj%x\%iﬁ'ﬁ%ﬁ, Al 2 RiRfF £ PRSI CERFAUL, R IEEFETREER, MaEgEar+
JINDEXER43) -

FEETE: ¥ 180386, LEAFH160L, INDEXHE! 2 H A= 1341 -
FreeBSDI 4 R i 75 0 151 CPUIR 2% 15 L 4F:

sys/1386/1386/machdep.c:
union descriptor gdt [NGDT » MAXCPU]; /» ZRHRFTE ~/

sys/1386/include/segments.h:

/ %

« AT (GpT) FHIALD

*/

#define GNULL_SEL 0 /+ ZSHHREF «/

#define GCODE_SEL 1 /+ WHEMIBHHALF «/

#define GDATA_SEL 2 /« WHEIEHIARFT «/

#define GPRIV_SEL 3 /» NWFREALFH (smp) BOCFHEBTHEIE «/

#define GPROCO_SEL 4 /* Task state process slot zero and up, TSRS «/
#define GLDT_SEL 5 /+ S MHEMFETHERTER «/

#define GUSERLDT_SEL 6 /+ A/ HENHIREMATTE «/

#define GTGATE_SEL 7 /« MHREELEUIHEO «/

#define GBIOSLOWMEM_SEL 8 /«+ BIOSIRMGHNEIAM (LALEXHESMAL) «/
#define GPANIC_SEL 9 /+ &SHERLZREFILTIEMMESRE «/
#define GBIOSCODE32_SEL 10 /+ BIOSHEM (320fUAE) «/

#define GBIOSCODE16_SEL 11 /+ BIOSHEM (16ff0F%) «/

#define GBIOSDATA_SEL 12 /» BIOSEMD (BE) »/

#define GBIOSUTIL_SEL 13 /+ BIOSHEO (LE) «/

2,

#define GBIOSARGS_SEL 14 /x BIOSEO (HZ&E, %) «/

THIER, X LHdefinesFAREFAT AL, MHEEFFHINDEXEL, B ENERERHEATT RS
5[ N, WU %R AT (GCODE_SEL)FI{E 0x08 -

TR WA WA 2 (Interrupt Descriptor Table, IDT)  3X 7K F7E & A B0 Sl A {4 HH 7 Asf 23 4 4k
HERGIH - G, SUTARGURAR, HPANAREFRZINT 0x80 FRL o iX&— MY, AHEH RG]
ggéij%)%‘;%ﬁﬁﬁ%%qjﬁ&ﬁ%o XMCFARFALFLX A FPWTEOFIE . X MFERBE T, RN
/\/)biﬂ ) I:I °

BHLE: Intel 8038637 “VHMIT" , ATLLGES M AR Hillid —Fkcallf§ < Wil A I BIRE - AT
FEFreeBSDH AR X LA, VR Ry (3 FH B Wi B 1 T S 2R sh B HOIRRATE - A3 oMEH — BT B4
4b: AEPTELnuXET, 2383 FreeBSDINIZANSTRF AT SO JERBIE R RGOS, WA & ER—LHEER,
XEEREFREBRELEIT, MARERIERITREF Z BRI A (g R ot I o shAS8EE R AN SRR B AT -

HRIT IR T R B 2 AT LI 256 (0x100)55105K - %S ECNIDTSRID K BN 748 FITFATT 32, 1X
BENIDT=256, & AKH:

sys/1386/1386/machdep.c:
static struct gate_descriptor idtO[NIDT];
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struct gate_descriptor xidt = &idt0[0]; /«* TR R «/
A PEEEOE — S E R PRI - REOAAK O INT oxsot 2N

sys/1386/1386/machdep.c:
setidt (0x80, &IDTVEC (int0Ox80_syscall),
SDT_SYS386TGT, SEL_UPL, GSEL(GCODE_SEL, SEL_KPL));

Rl — PN BT INT 0x80f8 R, £ RGRIEHINS L 345 REL_Xint0x80_syscall,
XA REAE NS BT, Rk DU AN PR AT -

IRFG . 1EH| & FIDDBOAIHEH WA 1L

sys/1386/1386/machdep.c:

cninit ();

/* LIRS ATRER AR E L= pDBI# BT

#ifdef DDB

kdb_init () ;

if (boothowto & RB_KDB)

Debugger ("Boot flags requested debugger");
#endif

SRS B(TSS) & 73— 1 x86 R I IV EUIRASHY « = A EARFIIHAS, EFIRE B AL 77
LSS E L. -

JRERTEIA T R (LDT) TR A AR - REUE T LRSS, fRAR/EHATER, ENER
GUERR A AR - PR AT

/usr/include/machine/segments.h

#define LSYSS5CALLS_SEL 0 /+ Intel BCSHEHIZERK] «/

#define LSYS5SIGR_SEL 1

#define L43BSDCALLS_SEL 2 /+ M */

#define LUCODE_SEL 3

#define LSOL26CALLS_SEL 4 /x Solaris >=2.6MAZRMARXD «/
#define LUDATA_SEL 5

/+ separate stack, es,fs,gs sels ? SRR es~ £s- gsﬁﬁf%ﬁ?? %/
/+ #define LPOSIXCALLS_SEL 5%/ /% notyet, W «/

#define LBSDICALLS_SEL 16 /+ BSDI system call gate, BSDIRZAMKXH «/
#define NLDT (LBSDICALLS_SEL + 1)

IRJE, procO(OS AR, RIPNAZET AL B3R ) B3 RE 2 il 3R (Process Control Block) (st ruct pcb) 45 THHH]
TR - procOZ— " struct proc &4, WA T — N HE . NWIZEITH, LHBRERFE, LLXA4
FENE i E LN 2R &:

sys/kern/kern_init.c:
struct proc procO;

ZEM st ruct pcbIEme i$ﬁﬂﬁ‘*ﬁ5 FZﬁij%E/usr/include/machine/pcb.hz:qj, VQ€?%+
XTi386hE (45 T H G R, ﬁﬂ%ﬁ%%ﬁ’]ﬁ o

10
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1.7.2mi_startup()
X EEHERHEF B, HITE RGBSR, REZ M HAS NSRBI D!

sys/kern/init_main.c:
for (sipp = sysinit; =xsipp; sipp++) {

V-

[+ VAFMREL +/

(* ((xsipp) ->func)) ((*sipp) ->udata);
[x ... B L. %/

}

EsysinitlEZ2R O 427 (FreeBSDIF & & FM) HHEFTEE, FolEAXEifig— N HAHREHE .

R
B RGATIE NS G (sysinithf G383 P H ZZ 8 SL - i3 A1 lannounce sysinithf G A H] X RITE
WAE B

sys/kern/init_main.c:

static void

print_caddr_t (void *data __unused)

{

printf ("%$s", (char =x)data);

}

SYSINIT (announce, SI_SUB_COPYRIGHT, SI_ORDER_FIRST, print_caddr_t, copyright)

XR R T RGEFRIREST_SUB_COPYRIGHT(0x0800001), H{C{E M 4FHE
7ESI_SUB_CONSOLE(0x0800000)/5 i - AT LA, KRAE BIFEEHI S0 Z G B R B AOFTEN % -

WHEANE —F FEsysiniT () BIRM T L4 BRI C_SYSINIT() « ZEc_SYSINIT () R B —
MRS struct sysinit . G B ABEBEIEH T 5 — 1 7DATA_SET:

/usr/include/sys/kernel.h:
#define C_SYSINIT (uniquifier, subsystem, order, func, ident) \
static struct sysinit uniquifier ## _sys_init = { \ subsystem, \
order, \ func, \ ident \ }; \ DATA_SET(sysinit_set,uniquifier ##
_sys_init);

#define SYSINIT (uniquifier, subsystem, order, func, ident) \
C_SYSINIT (uniquifier, subsystem, order, \
(sysinit_cfunc_t) (sysinit_nfunc_t) func, (void =) ident)

ZEDATA_SET () JETFMAKE_SET (), ZEMAKE_SET () T8 IAIFTE RS HsysinitZ 14

/usr/include/linker_set.h
#define MAKE_SET (set, sym) \

static void const % const __set_##set##_sym_##sym = &sym; \
_ _asm(".section .set." #set ",\"aw\""); \
__asm(".long " #sym); \

__asm(".previous")

#endif

#define TEXT_SET (set, sym) MAKE_SET (set, sym)
#define DATA_SET (set, sym) MAKE_SET (set, sym)

11



“19 Zs, C!

ERFATRIF 7, S EZNET SR, e Eu N ER:

static struct sysinit announce_sys_init = {

SI_SUB_COPYRIGHT,

SI_ORDER_FIRST,

(sysinit_cfunc_t) (sysinit_nfunc_t) print_caddr_t,

(void *) copyright

bi

static void const xconst __set_sysinit_set_sym_announce_sys_init =
&announce_sys_init;

__asm(".section .set.sysinit_set" ",\"aw\"");

__asm(".long " "announce_sys_init");

__asm(".previous");

X3) &

B asndB SN AT HUT AL — N ELF T (section) - 1X & AE7E NAZFERE AR o 53X —T7%F
B4 . set.sysinit_set o iIX— TR E 32/ {Hannounce_sys_init/5H AHINE, X5/ IE RS
A asmfBLFTENH . BEAD_ asmIBERPRCTROGE R - R RIS & FHEFEIR T E GEA], TTRIA

B 2UE R EEIN B AT B, SXEEmtAiE 7 — 13200 a4 -
Fobjdump%%E — NN SIS, W RSEEE R EA X 2 LN/

% objdump -h /kernel
7 .set.cons_set 00000014 c03164c0 <c03164c0 002154c0 2%%2
CONTENTS, ALLOC, LOAD, DATA
8 .set.kbddriver_set 00000010 <c03164d4 c03164d4 002154d4 2xx%2
CONTENTS, ALLOC, LOAD, DATA
9 .set.scrndr_set 00000024 c03164ed4 c03164ed 002154ed 2x%*2
CONTENTS, ALLOC, LOAD, DATA
10 .set.scterm_set 0000000c c0316508 c0316508 00215508 2x=x2
CONTENTS, ALLOC, LOAD, DATA
11 .set.sysctl_set 0000097c c0316514 c0316514 00215514 2%x%2
CONTENTS, ALLOC, LOAD, DATA
12 .set.sysinit_set 00000664 c0316e90 c0316e90 00215e90 2x%2
CONTENTS, ALLOC, LOAD, DATA

X —BHE B R R FE T set.sysinit_setH 0x664F T 1A/, FTllox664/sizeof (void «) Tsysinithf Z
Y

EH T A% BB, W.set.sysctl_set BREEHERES -

ﬁﬁfiiﬁ}i**ﬁ\géﬂﬁﬂﬂstruct linker_setﬁ@ggﬁi; ﬁ?.set.sysinit_set4%%§ “qﬁﬁg” @U%Bﬁ\ggﬁigi

sys/kern/init_main.c:
extern struct linker_set sysinit_set; /x XXX */

struct linker set EXUIF

/usr/include/linker_set.h:
struct linker_set {
int 1ls_length;
void xls_items[1]; /* ls_lengthMAJEH, DINULLEGRE «/
}i

12
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B b LR, FCIES M Hlinker_setRFEIAELFT -
T Esysinith R AVEE, 55 T2 — DINULLSS B RUECH, EUE A B35 m ARLE T G O Fa%T -

[EIENmi_startup () KU1, FATEE T sysinithf RE A BAFEARR o K¥ni_startup () RKFEA]
7, HRAE IS &E—PRRERGOHE S

/usr/include/sys/kernel.h:

enum sysinit_sub_id {

SI_SUB_DUMMY = 0x0000000, /+ AHEHUT, {UHLEEEEZSMFH «/
SI_SUB_DONE = 0x0000001, /» CH#bHE«/

SI_SUB_CONSOLE = 0x0800000, /x JE#I&«/
SI_SUB_COPYRIGHT = 0x0800001, /+ HE(EHEHIGHINS «/

SI_SUB_RUN_SCHEDULER = Oxfffffff /» VAER: MRE «/
}i

%éﬁﬂﬁg%ﬁsysmitﬁr%%ﬂﬁyﬁ:sys /vm/vm_glue.cH, X PNXIREIAL EEscheduler () o XK
LR ERANTERIEIR, B R RI T HEMA(PID) oA R swapperi A2 o Fij T2 2! ) procO%E 14 1E 2 F 5k
IR IX P HRE -

F— P AR Zinit, Hsysinittf$inic#7:

sys/kern/init_main.c:

static void

create_init (const void xudata __ unused)

{

int error;

int s;

s = splhigh();

error = forkl (&procO, RFFDG | RFPROC, &initproc);
if (error)

panic ("cannot fork init: %d\n", error);
initproc->p_flag |= P_INMEM | P_SYSTEM;
cpu_set_fork_handler (initproc, start_init, NULL);
remrunqueue (initproc);

splx(s);

}

SYSINIT (init, SI_SUB_CREATE_INIT, SI_ORDER_FIRST, create_init, NULL)

create_init () B AA forkl () HBEL—ETAERR, (EHFARHEIMEHLHET « HiXEARER A
E%%Uﬁ&%?ﬂﬁfﬂﬁ start_init ():{QJ‘%\%}}@E}% ° ﬁﬁﬁ@%ﬁfﬁ%@init_main.ctp ° E%ﬁtﬁﬁ%ﬁﬂlﬁ:#ﬁ%ﬂ

R init, £F/sbin/init, SR/G/&/sbin/oinit, /sbin/init.bak, ﬁ%ﬁ%ﬁ%/stand/sysinstall

sys/kern/init_main.c:
static char init_path[MAXPATHLEN] =
#ifdef INIT_PATH
__ XSTRING (INIT_PATH);
felse
"/sbin/init:/sbin/oinit:/sbin/init.bak:/stand/sysinstall";
fendif
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B LT BiNdisklabel(8) & X — X FHERE, TERES _MIXHE.
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X3) &
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H2E

XL { AA

H O intron@intron.ac.

iX—E HFreeBSD SMP Next Generation Project 4£47 - &R FILFIE A £ 28 FreeBSD X #7 % 4b
78 (SMP) HR4:513 (http:/Nlists.FreeBSD.org/mailman/listinfo/freebsd-smp).

R SO TR N B AR AR T 7EFreeBSDAAZ HATEA, X LB (H15H %112 AR FTRE - BiAT LLF JLRH
Tk - BARAE AT LU mutexBilockmgr(9) (R Y o X T AEAZE THEE, RS EHRFH#RIE
WRIEA], XLEE T LSRR -

BEE: QUEATEANE, SARUHH “mutex” M =T R WXKH . LPFEMRIEEEEEZL, FELL
G INREETE L - EN LA Zlockmgr(9)#T 4 -

2.1 Mutex

Mutex it & —F SRR L ZAHEE T ERE . — P mutexE— MBS Z R AT LI — D2 HE - R A —
D ELARERTG C A fmutex, B HEAER, BHEIX T mutex BB - 7EFreeBSDNZ A, mutex it
EFTHE -

Mutex 7] I# R TR E, (HZmutex— M S — N SEAR A BE R —BA ], F b — SR e Rr
B mutexPfBEAR - W1RVRTEZAERTE mutexN BEAR, 7] —Mockmgr(9) HI%1 -

TP mutex JL D4 NS E

BEY
TEPAZIRACHS A struct mtx 25 & K4 F
B

H PR &t x_ini t FEURAImutex 145 F - 1X D% F BN AEKTREREATH B Mwitness HEE S EHFEEE - X
DT T X PR fEwitness LS H 4P mutex

Eyit)
MutexFJER! . FAPREMIX_«FoR « B IPRERE L FEmutex(9)H ik -
MTX_DEF

— A HEARmutex

MTX_SPIN

—/MEPFmutex

15



MTX_RECURSE

X mutex DA
LRI 5
XN A P BRI ER S 5| RSB IR S R R 51 % - X THOREM R,
s -
MR PREL

T2 mutex #R77H B4 RT LU FH AR R L

Z£2-1. Mutex%1| &

© 29 X¥{ A

R s 2 A E O /Y

A5, b4 e a5

g1 R B

16



© 29 X¥{ A

TES B2 i) RIFITR RS R 5K
sched_lock “sched lock” (J&Z |MTX_SPINI _gmonparam, setrunqueue,
%§%ﬁ1) MTX_RECURSE cnt.v_swtch, remrungqueue,

cp_time,
curpriority,
mtx.mtx_blocked
mtx.mtx _contested,
[proc.p_procg,
[proc.p_slpq,
[proc.p_sflag,
proc.p_stat,
[proc.p_estcpu,
proc.p_cpticks
proc.p_pctcpu,
[proc.p_wchan,
[proc.p_wmesg,
[proc.p_swt ime,
proc.p_slptime,
proc.p_runtime,
[proc.p_uu, proc.p_su,
proc.p_iu,
[proc.p_uticks,
[proc.p_sticks,
[proc.p_iticks,
[proc.p_oncpu,
[proc.p_lastcpu,
[proc.p_rgindex,
[proc.p_heldmtx,
[proc.p_blocked,
Iproc.p_mt xname,
[proc.p_contested
[proc.p_priority,
proc.p_usrpri,
[proc.p_nativepri,
[proc.p_nice,
proc.p_rtprio,
pscnt, slpque,
itqueuebits,
itqueues,
rtqueuebits,
rtqueues,
queuebits, queues,
idqueuebits,
idqueues,

switchtime,

switchticks

mi_switch,
chooseproc,
schedclock,
resetpriority,
updatepri,
maybe_resched,
cpu_switch,
cpu_throw,
need_resched
resched_wanted,
clear_resched,
aston, astoff,
astpending,
calcru,

proc_compare
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© 29 X¥{ A

TES B2 i) RIFITR A3 o 5
vm86pcb_lock “vm86pcb lock” (B2 |MTX_DEF vm8 6pch vm86_bioscall
FUB0BOMH T AR 2
SR
Giant “Giant” (E%) MTX_DEF | LA LB AR R P 12
MTX_RECURSE
callout_lock “callout lock” (ZER} |MTX_SPIN | callfree,
VR FH B MTX_RECURSE callwheel,
nextsoftcheck,
proc.p_itcallout,
proc.p_slpcallout,
softticks, ticks
2.2 =5 R

XL B AR G R ThEE, AT DA — D IEAEREIREER S - AT 15— lockmgr(9)Z

i

22, EH PR

LEA

RIFT 5

allproc_lock

allproc zombproc pidhashtbl proc.p_list
[proc.p_hash nextpid

proctree_lock

proc.p_children proc.p_sibling

23 FTRIFEE

JEFRIP B F AR — D BAERBIRT IORIR &, T WXL & iR B U (A0 26 A 4k
R F 1 (atomic(9)) - RVEEE IEZARR AL H (Bl i mutex) 52 F R TR &SN, HERVELZE

BRI T 5

e Mtx.mtx_lock
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Yararg 3 i w 2
HoHE
XS0
H O intron@intron.ac.

WX R, LR Kobj, NANZIRAL T —RiTE FX R CTE S AR T 20 - SR ERER AR EIRIEE R
Tk o SXERAENBEIA "I AR BRI SR T, B— D DRSS/ B R A -

3.1 KNi&

IO
BIRE A -BURSH-BUE D B ES
7%
ek
*
—RhEl 2 R i
tz |
— e Z R ER— MR RS

3.2 Kobj# TAEGLEE

BEE: XN P ERIEE AR L SR, ESBRAER S P RER A -

Kobj TAERY, FAETTARIE « B NERE — PP — B R 8 R L 3
FE— D RITIER BME—IPRRTT I -

FE—R, BRI RAER, HRXIRERRKE — P lE PR OTE); X RE T #H
AT ER - (ERIRET, REWGRFE - WERZNX DR — R - ATERTREN T EHAE S
TEIR— M ME—BPRIR, BRIEELEWH ESIHERIRERIERTRIR TIR0R « T8 MR ERERRTE, &
ZHEAAE R REOTEREREE), DITIMRSE, MBI M5 A fR et o 44 s
OTEBEREE) TEMAT7 MR M — R Hash 77 RS AT RAR R - RIXDTTENTELR
F, RS BERERRIER - RN EGIRE] T, RERIHERRE AR FE AT IER ST
LS BEA - B, XD TT AR B E R ECR B -

XS AR AR A T

WG —>F <>
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3.3 {# FiKobj

3.3.1 4514

struct kobj_method

3.3.2 K%

void kobj_class_compile (kobj_class_t cls);

void kobj_class_compile_static(kobj_class_t cls, kobj_ops_t ops);

void kobj_class_free(kobj_class_t cls);

kobj_t kobij_create(kobj_class_t cls, struct malloc_type *mtype, int mflags);
void kobj_init (kobj_t obj, kobj_class_t cls);

void kobj_delete (kobj_t obj, struct malloc_type =xmtype);

3.33 %

KOBJ_CLASS_FIELDS

KOBJ_FIELDS

DEFINE_CLASS (name, methods, size)
KOBJMETHOD (NAME, FUNC)

3.3.4 Lt

<sys/param.h>
<sys/kobj.h>

3.3.5 B — M KR

fEFKob S — R BV — MED « B OB SLER) TAE - @2 AT
ﬂisrc/sys/kern/makeobjops.plﬁ%ﬁi, ?3é§F‘ﬁzﬂ3Eﬁ??%iﬁ@%k)iﬂ#%ﬂfﬁﬁ%, Hmzﬁiﬁé§éEﬁi7?%£f§%E@@

6

FEXMENR PRI T 2 BA S #{# FH: #include, INTERFACE, CODE, METHOD, STATTCMETHOD, FIDEFAULT.

#include TEAIFIEEAT B R # — 5 N2 A S A 14 A AR ARG ST A S8
fn:

#include <sys/foo.h>

KA inTERFACERRE NI % - IMEFRHEFNTEAEAE R, P interface
name]_[method name] - &% 2: INTERFACE [0 4],

Fl4n:

INTERFACE foo;

20
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KA copE 2 K ERISH—F AERNE R BT - 1BiERcobe { [EARIE] };
Fil4n:

CODE {

struct foo * foo_alloc_null (struct bar =*)
{

return NULL;

}

}i

KeaveTHOD HRFEIRA — 1 1E - EIEE: vETHOD [REMER) [(HEL] ( (X%, SEET1 )
Bl

METHOD int bar {
struct object x;
struct foo =*;
struct bar;

}i

KA DEFAULTIRE KRB AMETHOD Z T, X FHEFMETHOD AN T » ‘B4R DT VAN 7T L B el 5 -
HiEARE: vETHOD DREMEEE) (HE&] ( (WF; (EES#01 JpEFAULT [BMEERED;

Bian:

METHOD int bar {
struct object x;
struct foo x*;

int bar;

} DEFAULT foo_hack;

KEEIR sTATICMETHOD R K BIFIMETHOD o X T Kobjtf &, —MHLERHE —LEKobj % H 1%L
1 - METHODRE LT AR BOX LR B EIR AL TR GLER ;s SELFE X LR IR, X LETTIEN
XK RAT [ AT REHHES o TsTATICMETHODAE AR RAT LURAZIX AR XA T, HagdE
VR AN X SRS RSE B 25 T2 280 R XA T R AR B O RN 280 A - Xt
MTAERENRTTERZ MR A TEEH -

BHE: X—BRES SECCHILERIRA - SRR TN RZEBITE . ZECH+ETH “FRSREC
AR -

HE e8] 1

src/sys/kern/bus_if.m
src/sys/kern/device_if.m
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3.3.6 B —1HK

fHHKobj s — B REIL— 1R —PMRIEEST - HIER; BOHFH TKobji) “XSEHE T
H” (Object Handling Facilities), FEH IS X GAIA/N o« B K H ZDEFINE_CLASS () « FEIV F{ER
i, 5% — 1 kobj_method_tA{4H, FANULLI%ERE . & IENULLIA A F ZkoBIMETHOD () B

i 4n:

DEFINE_CLASS (fooclass, foomethods, sizeof (struct foodata));

kobj_method_t foomethods[] =
KOBJMETHOD (bar_doo, foo_doo),
KOBJMETHOD (bar_foo, foo_foo),
{ NULL, NULL}

}i

{

KA i o MIMZREVEUR RERPRE, FERS—MESO AN BEEE (ops
table, WEHE: Bl “SHEE ) XEARIERES B — 451 R struct kobj_opsH-1#
Fﬁkobj_class_compile_static(), Eﬁf%f{{fﬁﬁkobj_class_compile()Eﬁﬁﬁﬁﬁo

3.3.7 BV — X%

i FIKobj F) 58 = P i € A 52 - Kobj X R L AE € Kobj B HEEWEA — MR R IIKE - WRAZL
e, RMEEBTOENS, BEHkobi_init () WAL R T RIKobj R HEEE, HSTA LIf#
Flkobj_create () PECN SR, H BEIWIIA AT R HIKobj R HMNE « kobj_init () AT BAFIARIEEE—1%f
ZP I -

R Kobj AR S AR X 52 HH 2§ F 22 KOBJ_FIELDS -
il

struct foo_data {
KOBJ_FIELDS;
foo_foo;

foo_bar;

}i

3.3.8 WHF

{58 FT Kb S — 3 AL o A PO B SO AT S 7 o VAR, BB S R A,
i 5 KB 6

BN, B0 4% Nfoo, J7iFMbar, VEFRIR:

GREME = 1 Foo_BAR (NS [, HESE);

3.3.9 &g H

M — " Hkobi_create () NEFREMHMEAE, AIFHX NG IHHKkobi_delete() o I—PMRAFHFE
AR, AIXX R kobi_class_free () o
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Jail o

H O intron@intron.ac.

HERZEUNIX®ORGH, H P root BREH - XN T LGk - IR —PBEERE T 1A
GiFroot, WUAT MEMARRER AL T PTERITIEE - 7EFreeBSDE., H—LsysctlIHIT I root HIFL
PR, X RER AT AR Bt s A 5 8 DB B R IR I - X 2 ThRE, B ML 20 . 75—
7EFreeBSD 4.0 5 LUS RRA T2 R INRE, #Zjail(8) - Jailki— MB1T AT ST IR DI 2 e — 5 &
DB, FF EXHIEIASE A X SRR R - 0, — DS R AN BERAIIX 1 jail Z S i
R AR — S E M ARGOAN, It AREX T EHLE MR -

FEEE: ORI Cjail” FXERE NE S EHE -

Jail D2 RN — M B ) 2 AR - A ATTR] LAAEjail FB 1T & FH AT REARESS I IR S5 B R T
UApache - BINDFIsendmail - iXHE—3#, BIEHEEHERIE T jaillt froot, XL ANTHEE L,
ANEAHENNTIE TR LTS - AL EZERFjaill N ER R B RIC) - IR IEAEFHR B Jall TR0, o
WARBI I A — R CE, & FTESys Admin Magazine, May 2001, (Securing FreeBSD using Jail) -

4.1 Jailt) RE 5544

Jaill 2B : PR, i RZjail(8); B EN HTaill (LIRS jail(2) RV FIM %
HIZIR « BRSSP R Al jail 2E PN AZ B SE B R P .

4.1.1 AP R

JaﬂB@ﬁﬁfhg&ﬁETﬁﬁ%%E/usr/src/usr.sbin/jail, HH_‘ﬁ\jz##jail.céﬁﬁio X EFH XS
e jail iR, FHLA, IPHihl, BETREHITHIMGS .

4.1.1.1 BUELEH

fEiail.cH, WERTEEBIRE —NEEEMAEstruct jail 5; FER, XNMEEWRBMEHG S
TE/usr/include/sys/jail.hZHl o

jail G5 RE S
/usr/include/sys/jail.h:

struct jail {

u_int32_t version;
char *path;
char *hostname;
u_int32_t ip_number;
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IEWRAT I, (B 1£25 i 2jail(8) BN S EEMEX X N A —I . L E, i Ljail(8)#HUTHT,
IXEESEOA i ST EIEE A

/usr/src/usr.sbin/Jjail.c
char path[PATH_MAX];

if (realpath(argv[0], path) == NULL)

err(l, "realpath: %s", argv[0]);
if (chdir(path) != 0)

err(l, "chdir: %s", path);
memset (&3, 0, sizeof (3j));

j.version = 0;

j.path = path;
j.hostname = argv([l];
4.1.1.2 %%

& 2hjail(8) IS EUHHE — 1R IPHIAE o« SXJETERILS b U [A]jail i (HBIE o jail(8)IFIPHE LR 32 A KA 25 2777
WA, FHFEN (a1l RELHILER ) -

/usr/src/usr.sbin/Jjail/jail.c:
struct in_addr in;

if (inet_aton(argv([2], &in) == 0)
errx(l, "Could not make sense of ip-number: %s", argv([2]);
j.ip_number = ntohl (in.s_addr);

e ¥linet_aton(3) “RFFEE R FAF R — DInternetitilil, FHRFHERAFEIT5 2 AOLETT 74
F17 o inet_aton(3)EE T 451 Hin, Z/FinT A Fntohl QF B EHLF AT, HEN jai1L5H 1%

E@ip_numberﬁiﬁio

4.1.1.3 A&
Ba, FAPREFINENRE . IETal B 32T — MEINZERHRE, H 0 HexecvQ)PUTH P TEER)

T

§>

/usr/src/usr.sbin/jail/jail.c
i = jail(sd);

if (execv(argv([3], argv + 3) != 0)
err (1, "execv: %s", argv[3]);

EGRET I, B¥5ai1 O BIAH, SEREMNE jait PHIEABIR, TANETFTAR, X BRIk
Hjail®) e L7580 &Ja, PUTTHAEENGS . THERIFATIL jai IEAZHEIEI -
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4.1.2 HEPNZIFERE

IAEFAIRTE U /usr/src/sys/kern/kern_jail.co fEiX B E X TjailQPIRGHA « A%
HsysctlTl, A7 4% % «

4.1.2.1 sysctlTi
%Ekern_jail.cEEfESLj7ﬁH¥FSYSCﬂﬁﬁ:

/usr/src/sys/kern/kern_jail.c:

int jail_set_hostname_allowed = 1;

SYSCTL_INT(_security_jail, OID_AUTO, set_hostname_allowed, CTLFLAG_RW,
&jail_set_hostname_allowed, O,
"Processes in jail can set their hostnames");

/* JailFHIHAERRE HHRIENS «/

int jail_socket_unixiproute_only = 1;

SYSCTL_INT (_security_jail, OID_AUTO, socket_unixiproute_only, CTLFLAG_RW,
&jail_socket_unixiproute_only, O,
"Processes in jail are limited to creating UNIX/IPv4/route sockets only");

/+ Jail W IHTEH RGI R L UNIXERET - IPvAEERT - BMHEET «/

int jail_sysvipc_allowed = 0;

SYSCTL_INT (_security_jail, OID_AUTO, sysvipc_allowed, CTLFLAG_RW,
&jail_sysvipc_allowed, O,
"Processes in jail can use System V IPC primitives");

[+ JailFRHER LIFHsystem viHREELGEFRE «/

static int jail_enforce_statfs = 2;

SYSCTL_INT (_security_jail, OID_AUTO, enforce_statfs, CTLFLAG_RW,
&jail_enforce_statfs, 0,
"Processes in jail cannot see all mounted file systems");

/+ Jail HEARER RS PEEKSUE RGN 22 RERE] «/

int jail_allow_raw_sockets = 0;

SYSCTL_INT (_security_jail, OID_AUTO, allow_raw_sockets, CTLFLAG_RW,
&jail_allow_raw_sockets, O,
"Prison root can create raw sockets");

/+ jail HHY root AFEEAILABIE raw socket */

int jail_chflags_allowed = 0;

SYSCTL_INT (_security_jail, OID_AUTO, chflags_allowed, CTLFLAG_RW,
&jail_chflags_allowed, O,
"Processes in jail can alter system file flags");

/+ Jail HEIARERG AT MBS ARGIRSUHEIRE «/

int jail_mount_allowed = O;

SYSCTL_INT (_security_jail, OID_AUTO, mount_allowed, CTLFLAG_RW,
&jail_mount_allowed, O,
"Processes in Jjail can mount/unmount jail-friendly file systems");

/+ Jail FREOHERERE T AT DB E B Sa i VRIFRISCIERSE «/
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X Esysctl T ) B — 1B AT LU i & sysctl(8) 1 [n] « 7EEE DAL, iX Esysct LA FRARIH - Fl40,
J:if%ﬁ“ ISySCﬂImEQQQ%ZE%security.jail.set_hostname_allowed

4.1.2.2jail(2) R G VA

BB RS —E, f%éﬁﬂﬁﬁﬁﬁﬂKZ)ﬁ?%ﬁﬁﬁ/\é%iﬁ struct thread stdfflstruct jail_args
*xuap o tdf%**/\TErjthreadéﬁ$ﬁ¢$EﬁTE%+ ZAeE Tk A E FHjail Q)R FE - EXA LR H, uapfsn
— NEERIR, /\ZH"J%EP@AT MEMMAF K iail. fFEERE) a1 1 R RTEET « ZERTTH R AR
R FRREFR, RELEFIE— D a1 1 MR E N ST % 48 RS0 Hjail2) -

/usr/src/sys/kern/kern_jail.c:
/ *
* struct jail_args {
* struct jail xjail;
* }i
*/
int
jail (struct thread xtd, struct jail_args =uap)

TFRuap->7ail Al U TR # & 1B R ail Q) Sai 145« IRIG, jail2)ff Fcopyin(9)4F jai 1 454 {4
EHIBINZANGEZEIF - copyin(Q)FE=ANSE: BEEHFENZNES RIEIE#Ivap->5a11, EN
N RIEREIER S, DLEEBIRFIR/D o uap->7ail 8 M AJail S 8 S 6 #E NIZ NS B, HEE
WAER— " jai 1450 B -

/usr/src/sys/kern/kern_jail.c:
error = copyin(uap->jail, &3j, sizeof (j));

Fejail h i RE SLT 53— D E S5 (4 Blprison « 45 {Aprison ABMENEZ R F - N Zprison4h
P A RE SC -

/usr/include/sys/jail.h:
struct prison {

LIST_ENTRY (prison) pr_list; /* (a) all prisons x/
int pr_id; /* (c) prison id =/

int pr_ref; /* (p) refcount =/

char pr_path [MAXPATHLEN] ; /* (c) chroot path x/
struct vnode *pr_root; /* (c) vnode to rdir =/
char pr_host [MAXHOSTNAMELEN] ; /* (p) Jjail hostname =/
u_int32_t pr_ip; /* (c) ip addr host =/
void *pr_linux; /* (p) linux abi =*/

int pr_securelevel; /* (p) securelevel x/
struct task pr_task; /* (d) destroy task =x/
struct mtx pr_mtx;

void **pr_slots; /+ (p) additional data =x/

WIg, EééwUﬂﬁﬁynKZ)jj | prisonzt$7ﬁrﬁfga HNTE, }?ngallﬁﬂprlson sEF AR 18] 5 I EE -

/usr/src/sys/kern/kern_jail.c:
MALLOC (pr, struct prison =%, sizeof (xpr), M_PRISON, M_WAITOK | M_ZERO) ;

error = copyinstr(j.path, &pr->pr_path, sizeof (pr->pr_path), 0);
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if (error)
goto e_killmtx;

error = copyinstr(j.hostname, &pr->pr_host, sizeof (pr->pr_host), 0);
if (error)

goto e_dropvnref;
pr->pr_ip = j.ip_number;

NE, BAPRFIE A EER) RS Hjail_attach(2), E5EI TR RZAAITIRE -

/usr/src/sys/kern/kern_jail.c
/ *
* struct jail_attach_args {
* int jid;
* )
*/
int
jail_attach(struct thread xtd, struct jail_attach_args xuap)

XA ARG A — 2R DUH T X R B AR B M 2R AR RS - ZEE i jail_attach(2) B AT
Ha, BATEREEBE-LERER -

TEFreeBSDH, BN NZ A IR Bl 1 Ht hreadEMASRIABIRY, RN, #HEFHHTENED
Hproc B AHIA - /RA] ATE /usr/include/sys/proc. nH K Elthreadfllproc BEHMARTE L - FlM0, 1E
B RGEAY, S8 caEhr b 2R A SEN threadSMERITEEN, IEWRIHEFTRABNE . cafifR
At hread SR It d_procBU A& — B, XM EHTRIA T RRHERAERT B H R M proc B M4 -
LEM) R proc Bl & WIS T IR T E B KIS 1 (o_ucred), HEEIFERHI(o_1imit), %% . fEHprocEi
A& )p_ucred iR FTfETA] Hucred S5 E L, i8H — 1M & 1AlprisonE IR RIFEH (cr_prison) .

/usr/include/sys/proc.h:
struct thread {

struct proc *td_proc;

bi
struct proc {

struct ucred xp_ucred;

}i
/usr/include/sys/ucred.h
struct ucred {

struct prison *cr_prison;
i

fxern_jail.cH, H#Gail () LLAEMNid VA EEail_attach () - BifGjail_attach () VAR
%ﬁchanqe_root()Qiﬂﬁ%?ﬁﬂﬁﬁﬂfi%ﬁ@ﬂ%Eﬂi%o E%W?ﬂQ, jail_attach()ﬁ”%gﬁgﬁ\%ﬁﬂﬁucredéi$@¢$, i?%Eﬁi
R prison B AR Mucred A, FHiX MNucredEMEEZEIH AR L - WL, X4
W HH RS S BORB N SRR . YA TSI AIX NucredEIE NS E NS Z jailed O B,
BRHR BN UL N P S 21— jaildHiE R - Ejail F X 4 RIS # AR A B A SEE Se i FE X
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ANHAT Tjail )RR, FNIERTE A TjailQRGHH - 4 — M EF# T execve) M HATH, TR ME
SCHRE W ucred S AR IR ZE B, M EHSIHE — MR ucredZ5HH1A -
/usr/src/sys/kern/kern_jail.c

int

jail (struct thread xtd, struct jail_args =uap)

{
struct Jjail_attach_args jaa;
error = jail_attach(td, &jaa);

if (error)
goto e_dropprref;

int
jail_attach(struct thread xtd, struct jail_attach_args =xuap)
{

struct proc *p;

struct ucred xnewcred, =*oldcred;

struct prison x*pr;

p = td->td_proc;
pr = prison_find(uap->3jid);
change_root (pr—->pr_root, td);

newcred->cr_prison = pr;
p->p_ucred = newcred;

YRR N EAGHRE X RO, RETE Ffork(2) R F crhold () SRYESH & (7 - 3XHE, 1R
EIRBIBL RS T TR S (O RIET HACHRE 2, BTl r it Rt R i 2 -

/usr/src/sys/kern/kern_fork.c:
p2->p_ucred = crhold(td->td_ucred);

td2->td_ucred = crhold(p2->p_ucred) ;

4.2 RGN N ZERE e 1 BR

HEEANNZT, B RN AR - B, XA R AR ER . R
SRR P B R BOX LB R, AR R ELCRE B E] - i 4n:

if (jailed(td->td_ucred))
return EPERM;
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4.2.1 SysVi#H &A@ {5 (IPC)

System V #FFFE[ALE (S (IPC) ZH I VH B LI - B -] LA HE # R AEH R, SR %Mt
2o SACHETE BRI R AR - msgctl(3) msgget(3) ~ msgsnd(3) Fmsgrev(3) - Hij Al E,?JZ_%@J, —Lgysctl F- IR A]
LSy ﬂrl]all BT R, HFPH—"7Esecurity.jail.sysvipc_allowed. EREZEAL iir_/[\sysctl T4
W0 R ER AL, e éﬁii—.}al] FIE S FNAREEAEjail 4R ﬁﬁﬁ‘jﬁTugﬂmﬂiﬁﬁ’%E@%fﬁﬁl‘
FLHERET - HESESHRARE: HENE—ME5R5HR -

/usr/src/sys/kern/sysv_msg.c:

e msgget (key, msgflg):msggetiR[E|(HAIRERIE)— MHEHHANF, LIFRIR—MEHEREHEHEIHEE
BAF

e msgctl (msgid, cmd, buf):ﬁﬁﬁ/l\l%lﬁ, 7]‘I_I[«A§ﬁ~ ™MH ETEH ﬁ‘E/]/{j(,(_,\o
e msgsnd (msgid, msgp, msgsz, msgflg):msgsndﬁa/l\l_ﬁiﬁﬁam‘{ﬁ/mo

e msgrcv (msgid, msgp, msgsz, msgtyp, msgflg): %I/Eﬁl_l ﬁfﬁqﬁ(ﬁ%\o

FEX LR EOS R R ST OIS, BV — D AT

/usr/src/sys/kern/sysv_msg.c:
if (!'jail_sysvipc_allowed && Jjailed(td->td_ucred))
return (ENOSYS) ;

B9 8RS AMEHER LURT — R R FHRIESIIFED - (552 NHEU0E RIREE T —Mg
o KT, AR NIEEWFERAMESE2H NSRS, —ERREIFEEER - EaalT U THESER
5 NFJ)EH R 2 KA semget(2), semctl(2) Fllsemop(2) -

/usr/src/sys/kern/sysv_sem.c:

e semctl (semid, num, cmd, ...): semcthTTﬁ;%EM@ ‘:F'ﬁsem1d7]:T1EEﬁ{;%%?ﬂﬁ?cmdjﬁﬁﬁ/ﬂﬁ
A
7 o

e semget (key, nsems, flag): semgeti%lz—/l\ﬁfmﬁ:keyE@fg%iﬁéﬂ °
S keyFlflag5 MM 1 Ensgget () BIE AR -
e setop(semid, array, nops): semopﬁ'semldﬁ“ rﬁ‘ %afﬂ*éﬂﬂﬂaﬂay@ﬂ’bﬁfﬁﬁﬁd/ﬁ °

System V IPCEZERE (] AT LASL N A « EREZZ [AI AT LU E AT TR U Ik 25 1] A 3 5230 00 LSRR SR B cdfe 12
GHEAEE ORI « X5 RS0 AR ZEREAE R 2 KA shmdt(2) - shmat(2) - shmetl(2)Fshmget(2)

/usr/src/sys/kern/sysv_shm.c:

e shmctl (shmid, cmd, buf): shmet 1% 1dbRIARHE A XIS P& RS -

o shmget (key, size, flag):shmgetZEIN/ATH sizeF T HIFLZEHTEX I -

e shmat (shmid, addr, flag):shmatFfshmidbriRAIHLZERNIE R IEFGIREHEREAMHEZSE B .
e shmdt (addr): shmdt BUVH I Z A FE KIS A HAEFEUR -
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422 BEET

Jail DL — PR B 77 UL B socket(2) RGT AT R VR B EZE T REL . h T IRE—NEEFEE AT
A, @39ﬁﬁ&f§sys€ﬂﬁﬁsecurity.jail.socket_unixiproute_onlyf%%?@%t%i&ﬂ?1o WMERBE N, B
BEF ST IR HETE B X e R: PF_LOCAL, PF_INET, PF_ROUTE - i 0ll], socket(2)RF4 iR [a] HiEE -

/usr/src/sys/kern/uipc_socket.c:

int

socreate (int dom, struct socket xxaso, int type, int proto,
struct ucred xcred, struct thread xtd)

{

struct protosw *prp;

if (jailed(cred) && jail_socket_unixiproute_only &&

prp—->pr_domain->dom_family != PF_LOCAL &&
prp—->pr_domain->dom_family != PF_INET &&
prp—>pr_domain->dom_family != PF_ROUTE) {

return (EPROTONOSUPPORT) ;

4.2.3 Berkeleyfl it £ 2%

Berkeley fLid #8311 | — NS5 THUTCRH), EHGE FAIRRERZHRME D - IAEBPFR & A] LIFE
FERIEAS A1 Rl i devis(8) SR P HY -

4.2.4 ML

K£& 1L TCP, UDP, IPAIICMPAR# I, « IPAIICMPAL TR —WhiUZIR: B2, MEE - 458 nantl
WER, B —REFEES L NN TS E R — Mg O L o nanfe— T8 sockaddr EEF R K]
FREF, AT ISP RS HIHbE . — D FEITIME : sockaddr “B—MEM, B T HHEAIFRASFRIH
HRKE” o FEREin_pcbbind_setup () FsinfE— "Ml sockaddr_infHEHARIITEE, X MEMWAEEE
TEBF UG ENG D ik KE - PR - XL T Fjail P FHERIS EANE T X AR EET
frIjail FTTPHE L -

/usr/src/sys/kern/netinet/in_pcb.c:

int

in_pcbbind_setup (struct inpcb =xinp, struct sockaddr xnam, in_addr_t =laddrp,
u_short xlportp, struct ucred =xcred)

{

struct sockaddr_in =xsin;

if (nam) {
sin = (struct sockaddr_in =*)nam;
if (sin->sin_addr.s_addr != INADDR_ANY)

if (prison_ip(cred, 0, &sin->sin_addr.s_addr))
return (EINVAL) ;
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if (lport) {

if (prison && prison_ip(cred, 0, &sin->sin_addr.s_addr))
return (EADDRNOTAVAIL);

}
if (lport == 0) {

if (laddr.s_addr != INADDR_ANY)
if (prison_ip(cred, 0, &laddr.s_addr))
return (EINVAL);

if (prison_ip(cred, 0, &laddr.s_addr))
return (EINVAL);

PREFABANE B prison_ip ()l 4 - prison_ip O BE=Z15E, — MM &M EIERITE
H(HcredfrR), —HbrBf—IPHINE . 25X NPHTEANE X Njaills, JRE; BIERE0. EGARMA
RIEEHE LR, E, AN IPHENEIRSANE THX Nail, HE A R FAIEIX A A& H ISR E T

/usr/src/sys/kern/kern_jail.c:
int
prison_ip(struct ucred xcred, int flag, u_int32_t =xip)
{
u_int32_t tmp;

if (!jailed(cred))
return (0);
if (flag)
tmp = *ip;
else

tmp = ntohl (xip);
if (tmp == INADDR_ANY) {
if (flag)
*ip = cred->cr_prison->pr_ip;
else
*ip = htonl (cred->cr_prison->pr_ip);
return (0);

if (tmp == INADDR_LOOPBACK) {
if (flag)
*ip = cred->cr_prison->pr_ip;
else
*ip = htonl (cred->cr_prison->pr_ip);
return (0);

if (cred->cr_prison->pr_ip != tmp)
return (1);
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return (0);

4.2.5 ARG

WRZEFHIKRT0, BERjail EE I root, WAVl FRGHEE SR, 1 ArlE

B R . CRATME R

/usr/src/sys/ufs/ufs/ufs_vnops.c:
static int
ufs_setattr (ap)

if ('priv_check_cred(cred, PRIV_VFS_SYSFLAGS, 0))
if (ip—->i_flags

{

& (SF_NOUNLINK | SF_IMMUTABLE | SF_APPEND))

error = securelevel_gt(cred, 0);
if (error)
return (error);

}

/usr/src/sys/kern/kern_priv.c

int

priv_check_cred(struct ucred =*cred, int priv, int flags)

{

error = prison_priv_check (cred, priv);
if (error)
return (error);

}

/usr/src/sys/kern/kern_jail.c

int

prison_priv_check (struct ucred xcred, int priv)

{
switch (priv) {

case PRIV_VFS_SYSFLAGS:
if (jail_chflags_allowed)
return (0);
else
return (EPERM) ;

{
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SYSINIT %

H O intron@intron.ac.

SYSINITE 8 F KA FHEF 5 43 BB TALHI IHEZR - FreeBSD B A F & R #E4T NIZ BB S WIHAE
1t o SYSINIT{#15FreeBSDHI LA T R YT AT LAZE AL BB ER Bh A NS BE B2 i B - 7RI~ MHIBR « B4,
XEE, AR IN SR S L 2B — MRS IE VB EHER EZEHRF A . X MERBHE
IWAZRS RN N KLD R LS N AR R 7E « 854 - 75| S RGhnE, EEERGZTRINE . Xt
PRERRIEE N BERESS” (kernel linken) T “BEHEESEES”  (linker set)SEALAY -

5.1 Ki&

HEHZ 234 A (Linker Set)
— PR TR o SXPPOTVERF R AR PR ST A A R A BRI SR B — > RT AR Sk R BT -

5.2 SYSINITH#:/E

SYSINITEL MK EEFERE 3 AR BOE AT 8 MR FP IR TS 22 40 # B AR S B8R 1R B TE R — MBI FE AR %
PEER o IXPPEERETIIEMIR Ny “BERERSSEE " (linker set) - SYSINIT{E M MHEREAR 56 & LALES I 1 EE 42
G, BEFMEIESFEHORANT - KE - — SIS A LR ETRTEE -

SY SINITHZFR P R SERFR AR e ECHEF LAE T - F—RMERAIPRRE T RERIINR, 4
ﬁSYSINIT%%UﬁLFI?%@tLE@@@E@é%)”)ﬁ? %Xﬁ<sys/kernel.h>’:F'El/‘J7F&%—'\i‘—stsinit_sub_idW ° %
:ﬁfjﬁﬁﬁé&ﬁt\lﬂﬁ%%éﬁ'# E"]ﬁ%ﬂ"]“lﬁﬁ, %Xﬁ<sys /kernel.h> EF‘ E,‘jﬂz}—"i‘ésys init_elem_order]j\] °

B 2T ZEFHSYSINIT:  REUE BB INEN, RENTHEA R E N - AT R
Gl AR R GUE BN S YSINIT #5E IR AR (AR S5 - Flan, #HFREME T R #EH— 1 SYSINIT
TE TR FTAT ARG - & W7 RO e B FHsysIniT (0, W T E&45M ERYEE
S & N AE FDprIVER _MODULE () VA MR BRI £ I, WRGFEE, FHHimk&nviait . X—=R
GudREd, SM—SB I RENEE, RNEWHsysINIT O RS - W TIREEREEE T FIEIRE,
M FHDEV_MODULE () -

5.3 {# FHSYSINIT

5.3.1 &0

5.3.1.1 L34

<sys/kernel.h>
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5312 %

SYSINIT (uniquifier, subsystem, order, func, ident)
SYSUNINIT (uniquifier, subsystem, order, func, ident)

5.3.2 23

FESYSINTIT () ZESYSINIT/E SR A A . — DS YSINITEUIEIR, LAHESYSINITAE R 558 shal sk in
HATHEF HHUTE A AR . sysiniT () H 1S % uniquifier, SYSINITH T RIMREFET, BEEET R%
FS ~ FRGETTEIMTFS « FFJEFHRE . (FEh4 REETE - T MRS ITE — MEETRE 23

#5-1. sysTNIT () HIFIF

#include <sys/kernel.h>

void foo_null (void =*unused)
{
foo_doo () ;
}
SYSINIT (foo, SI_SUB_FOO, SI_ORDER_FOO, foo_null, NULL);

struct foo foo_voodoo = {
FOO_VOODOO;
}

void foo_arg(void =*vdata)

{
struct foo xfoo = (struct foo x)vdata;
foo_data (foo);

}
SYSINIT (bar, SI_SUB_FOO, SI_ORDER_FO0O, foo_arg, &foo_voodoo);

F&, SI_suB_FOORISI_ORDER_FOO N 4 7 HI7E b E TR B HIHF
ﬁésysinit_sub_id$ﬂsysinit_elem_orderzlq“o E%ETEi{fﬁHE1¥§E@tﬁﬁégﬁ, ﬂlﬁTEi*gﬁiEiE@ﬁiﬁéiﬁﬁﬁﬂﬂ
X MEE R E L2 H o ARAT U A R A S YSINITRIHU TR - LR Bl F ol T — 1R 2
NI ZEAE N 2 A0S Y SINIT Z B FT AIS YSINIT -

#15-2. B sysINTT () IR HI15] F

static void
mptable_register (void *dummy __unused)

{

apic_register_enumerator (&mptable_enumerator);

}

SYSINIT (mptable_register, SI_SUB_TUNABLES - 1, SI_ORDER_FIRST,
mptable_register, NULL);
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5.3.3 ¥1Hy
ZEsYSUNINIT () AT A S sysinet () BIFEY, FO2 B REIETHE I ZSYSINITRIHT AR E 4 -

5-3. sysuNINIT () I T

#include <sys/kernel.h>

void foo_cleanup (void =xunused)
{
foo_kill();
}
SYSUNINIT (foobar, SI_SUB_FO0OO, SI_ORDER_FOO, foo_cleanup, NULL);

struct foo_stack foo_stack = {
FOO_STACK_VOODOO;

void foo_flush(void xvdata)

{

}

SYSUNINIT (barfoo, SI_SUB_FOO, SI_ORDER_FO0OO, foo_flush, &foo_stack);
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TrustedBSD MAGW) %

Chris Costello Z Robert Watson. H O coolcoold.

6.1 MAC U4k AN BH

AR EEDARPA CHATS S50 R —ER 4>, HHEHA T Security Research Division of Network
Associates /A 7] Safeport Network Services and Network Associates Laboratories HJChris Costellof{
#EDARPA/SPAWAR £ [FIN66001-01-C-8035 ( “CBOSS” ), yFreeBSD il H %5 1 -

Redistribution and use in source (SGML DocBook) and *compiled’ forms (SGML, HTML, PDF, PostScript,
RTF and so forth) with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source code (SGML DocBook) must retain the above copyright notice, this list of conditions
and the following disclaimer as the first lines of this file unmodified.

2. Redistributions in compiled form (transformed to other DTDs, converted to PDF, PostScript, RTF and other
formats) must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

FE%: THIS DOCUMENTATION IS PROVIDED BY THE NETWORKS ASSOCIATES TECHNOLOGY, INC "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL NETWORKS ASSOCIATES TECHNOLOGY, INC BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY

WAY OUT OF THE USE OF THIS DOCUMENTATION, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

BHE: ASCPEF AR IEE TGRS, AMERARE R SHERRSE . In53RECEHA, LTSS
S

E R I #ERTRR T, R & 5 LR (SGML DocBook) B, “%4#i¥” (SGML, HTML,
PDF, PostScript, RTF %) FI& B IE AR B fE =

1. F 7 A PRRES(SGML DocBook) U IMEEHI R B _LIARRALE 7R « AR AN iR A A A EZ 3L
rEERSEE 17 -

2. FA KRR B4 D HEDTD ~ PDF -~ PostScript~ RTF S ETE), ALK ERMUIE R - AR5
IR AN N R AP RSN 5 9 & b — RIS, DB -
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BEE: A VRHENETWORKS ASSOCIATES TECHNOLOGY, INC  “¥3lik gt 1744 H78 I B R AR IR AT f] BF
REURE R ORRE, BN R TR P ML IE S I - XTREE B AAE AR R OR R - AEfTIEOL T, NETWORKS
ASSOCIATES TECHNOLOGY, INC Y AFHMERERE - 8142~ I8 - 45k - E0ER), LRIk (B IS EARR
TR FELARS PRI « B - SRR m AR s E L W) 5, TSR S B H LUE A 25
K, TEWREREA SRR SR 7 = A 3L « R R RERIUT N EEHRASET)F M, A
{FEM S A ZI R T REM:

6.2 RNiEfENT

FreeBSD PA— 1% % 24 FRIERESE (TrustedBSD MAC HEZR) W /2, 45 Tl v [Al42 ) SR (1R
RGN RIS ) RAURENE S . MAC HEALR — MEA ST RIEHIESR, VPRI Z 2R
F5 (Sl N A% 22 4 SRS AT AR ASBE AN AR, T DAFE S | SN, & BAEB TR hAS N - ZAESR TR it
HIPREILER O BB TR B2 2RISR EEN RGN R % 2B IR TIE ML S — RS I#RIE - MAC
HEZRIAAAE, L T X SRV EAE SRS AR R (O SC B, AT S P 13 & e SRS ARLER T A M.

AREFFNEMAC FIEHEZR, i R — DRI FIMAC SRR RRER IR -

6.3 #iiA

TrustedBSD MAC HEZRSR SEAHLH, SaVFAE R LB AT MR RIRAE NG T BB B AT, X AR U7 ]
BERIBRTY e - AR T 2RI — D WL RSN, IRAGH RN S
DL RFREEIR, M TRRELE SR LR T A G - T AR TEEIRIIT A, MAC [.L
R T REMT U FIFEH MR, FFA02, Wime REE R AR - RIS TC R BIR R L RPMC R 3 -
SR B RN R B -

REFTRBEAIE BA DR EAEMAC EREEASE T TAERIE AR P24, AT LUSTRE T EMAC fEZE R
QAT SRS ARG (R IEA T3 e B SRS AR R & N 53T -

6.4 Z2RIYE RN

SREIH AR (HRMAC) |, Z¥8HEE RS0 EE SR R —E % P BOv5 RIS ) SRR« 7RISR i
IR R HIR RS R BES 5 B R IRIEH] (AFRDAC) FTiRMERIRIFEE L £ MR, F&2HAFmIE
B G PR R BRI IR A SRR - RS RIUNIX RS, DAC (R G B35 S0 D5 i =0 A0
THIAEHISH; TIMAC MR At HIFEG A IE%E . BAE RGOS E FZ 2P A S HF L 45 8t
FIMAC Z2RIET MR, thin, Z28%4 (MLSPLEMRES, Biba FEEMIRES, ETHEH
IS HITEAS (RBAC) | IHAITIERIRES(DTE), A MBI FIR RIS (TE) » L2 RIS 2L T g bR 2o 4
R B METRIE — 29 &M Z 2 HR RS, XEL&HaSE, APfSh - fefm7aeEER,
PLURN G 1 22 rar (A SRR 00 G308 ML 25 M SE B 2R )

TrustedBSD MAC HEZEFT AL AONT SRBSARER A S0, , MR LU SREEI FIRFTE SRS, R TSEiiH
HHRHEEZ2Btdn, FHAMAHED . XU BEMES) RENRELZ2BIER . i, FhERERE
TRV R m T E e R IEMA B+, FrLIMAC HEZEFIRER] LU RSEIE 2 B F R Z 2K
.
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6.5 MAC HEZE I N AZ A4 R 451

TrustedBSD MAC HEZE R 2 B vy [ P R AR AT, i E T LA AZBRIR I AR T 0 e
RGPS 2 K0S - AR AGIP RIS INEL T 215K, MAC HEZRFS 071 57K 4 SRS AOIAN 46 SR LA—#r
GEMEE L) BRI AAAE, ARG RE -

6.5.1 NiZITE
MAC HEZRH R 5N TT R AL

o MEZREHEN

o HARSFPDIEE

o SREZTEM:

o NINZRIT BIHEZ 2R

o TREE N REE G HRIE

o TMLEHEFIE

o HINZIRSS I A H R ELAPI

o TRESIRIIA O R ELAPI

o ANDORREUPSEH (FF5 SRBG A iy A B E 2 - pRiD B BRI I HIRS & = %8 5)
o EIRIETCRIMOH) RS

o BHMInac_syscall () AL

o LIMAC KRB N BRI 2SS0 A & 27 2 SR g

6.5.2 EREMEO

X TrustedBSD MAC HEZE# 1T HEE I =08 = Fa@ it sysctl T R4 « By loader BLE, 5iE 1 H RS
WA -

ZHEN T, 5F—ANIZEANERZ EH KRB sysctl 25 & Flloader ZE A& F2MFN, ETIZXEE
i1, FTRAERIRIPFERER SN T, tan, FEDRISER N T RAATHES T%% . A, RE
PIAZIRIET I SCFRFMAC PRI, IARCRFES o T4 DURERPRC A B R A B O o 38 AN AE 52
P MBS AR T AR5 LR EAFRE RS SEOREMER, FhXMrER 2 ERT RS PIEN
THER RS o A0SR A BT 5L AR SRS S5 65 R 77 /1R SR EL Al T B SR U 7 =4 {58 R SRS SR A sl PR g aX
FEAERIRLEE A, BE S A b CRAE SRS AL ER A D i — 2

SEMARBIR—H, REUEE R AT LU ASRERE E RGO AR ARSI O, fHfboot loader
E, WRBSBRPT NG S BRI, SRS AT DI N B R BN SR8 R B 7R RGT E g - %
BRAEVEAT AR S], HEAARE 3R B A E R

6.5.3 RISHER I A 5 R

FEIEATIG, ARG IEER RO SKIE SR 5 AT RE R A28 L, IR SRS A O sR B (E PRI EH AR IR TR, B
B, HE-PAORBUERBERN, REHERMAEINORIPILHRIE EHZ RIS R #5818, L
AR = BITHER R SRS 28 AR RE P R R0 - i (MR TR AT LS — . — B3
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MANHREBOHR, THESAEBEEIN, MES — A RERASERE, TEERERED . 't
HEsmE, WREENE, EZRRFEIEEIREERBEERME, ERBIERSIERFPoa it ABERR, E2IT
B EEFRORI0 N L - TEEAR S B — P EFRBIRYT, FIRSE & — 528 2 (H T IR RESE Rend SRS
BERIAT BRI ERBEIRZAR) - SRAZFREIP A — D EIERR, ER—DRIBERNET, RFnE
VIRMESR, A X AR L E SEARAD L -

TP ET RS S ARBINTE, T8 RA T AFILE . Ehaf, SRRz
s H AP OCSARSRI R AR RSUE 1T Z ADINEm BARES S E B r5Kms) B, HEZRA T ELEs
PEATHRME, HAEERZ N0, IR E AT EEI0 « 5 — MRSRAIINER, (EH — PRkt
FEIBATIS R BRI RIS BER AT BEL, R R 20 R BE R A S AT R AP R -

RIAMAC HEZRAN SV FAE R LU IR A2 NFRZE T DAANBE (S d AR AR B - 80T, e B
P RES 95 R HE R 25 PR T A BELZE A 24 A i — BB 1]

6.5.4 tRiC[EI

MAC HEZRAIUN E A ST I % 2 B YEPMC R RE VI RIBR IR R - TRIRARE R, AraeS 8o %
EEMEVMERA—EIR: B—, (FhZEEEVHCHRFEE, WX GRS AT RN L MAETT ),
F 7, MACEZRURERTE AR, RIARFE MEAEFREREZR AT - 8%, MAC HEZR A AN 4L
& L EERNRISYLHR R IZE _EFTITFMAC Z&tRic - i, BT EFMAC tRCHE R ERE
FHEFHR - RS, ST L EPRERIF & iR A3 1 50 EBTER ST i Z DR E R —H
1, BN, ([EERZ e /R 5 %8RS - EA A E — 2 S E ) T R - MAC HE2R45]
M= G, K& B RIZN S L PR 2 B BT S - SRR AR 5 & T T X
SRIGE X, HNENTRRER REIS Z 2 be Bt T v REL . 25067, IRl A 0 R R 245K
SRR RS S ME AR UG I, IR AESRIG AR, BB EEAX B AR C IR -

6.5.5 K& BIPIF P 5H &

FreeBSD W% — M AIIE NI, B, BN —FR 0 ARSI DU FTEAR], HEtE
Ui, FEFF &SRB ARBRI B 2 AR 2 A% FT DATRI S S AN R AN 1 BRGH A Z AR o A SR SRR LR (5
FIRTHBAEEUIANRCIRAS, B AL ZAE KIS AR GE G 2 RIP JR0E, TR KIS N2 MR R
W BN —BEINCIRAS,  IITTEESR R = A SRR R AR E - Dy, SR AT LU FreeBSD BV HI[F] 22
JFiE, B MR . JEZRAIEESE - NXERPEEREALIEE, FEFIEEN
e B, RN EBOY; B, FEARREIRA O R AN E G B BB R -

i oed N BB BE GV LB, SRR A N T RGTZ AT, B R R
TR ER BB ROB - IR RE, HE2R LR E TN, SRS N EREBUE
A ERIE T X B AR A2 B T LB RELE A E 8] -

6.5.6 SREETF Mt

T ARF AR E R RS EIRE S, MAC HEZRYEF M ER. — P ERSEERA — D ohREESR . P EE
REBAREFRIEEAMR, REshBRERABIMEA T — 5 e IR Ep i e . S6
EMAC HEZESRIS I AR, RIS R 2l sys Tt W — DMEM R % MRS, 85—
DRBSIEREN R, sysTniT A HH — MEWEE . HEHABEI TN IIER 2k, EfEA 2 KW
— PR EIRB AN Z K, BE RGN R ARE S EMI AT (BN, SRR EERTE 2R AR 5
AIPRCTT AT IR E) | BE BRI SRS SRR A AR (7 LRt ESR HREAE R S5 S Z /TN
) o KRR, WR—DERPMC AT Y, X E AT R 2 R
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6.5.7 A\ Bk

NHZARSS SMAC HEZR Z Rl EAT L A MR E: —J&, WIEARSS M —RS|APLEFMAC HE2R % &
HhMAE —R, WEIRFAMAC HEZRFE M — MR L2 BRI TR % 2 bMCEURSE W RTEE - b1
ICTEET FHMAC MEZREE ARG E B L RO T4EY, B, AESEEMRN R AT RGRHIERLL,
HLATLLARVFMAC HESR [ SRS RIR AR ARSS - BTN, 7Edtie . AR E3RF . Bl - Mbuf « 4%
O 1P EHSIFIE M AR 2 5 PORERLE T RN T fe M 2trc st - Ao, AF/EMHE
BWRZEREN, WERFEESHAMAC 122, DIEA D RISRIURIE R B QAP (AT LU %
EPMCHIEEE) SERIXERE . ARSI L SRR RE AR RERRE, tF D8 K
In— M ERE R R, Hin, BT A0RIE LR FP AT I 2 AP RiC Bt -

6.5.8 JKHZH A

WERAAZ R RIS NS T 2 D SRIR LR, X LSRR AR LS SRR EZR EH — N E Uz B ToRITH S
L&, BHELNER . B, ZETREmGN, 7B S TE ISR S RN FERN 4 &
IREIRET o FT A SHIGOR E ) L SR AT REF AR (B0 - DiRIBIELS RN RAEESESE) | &
B — MR TR NA N RIR B R SR P SR A R H — MEN BB RIS R . — BT, 5
‘Uil gaRds AL, FEME TEE ERSRAEE - REAFENER LRIESRERIFRIES
g, EIREREY, WTWELHRRIE SR, FXRALL - fin, FHRRAERGHEE X
PSRRI EN 2427 2RI ATH S

6.5.9 tRiC 3T HF

S5WEZTREEW G L EVMERITIREST R —F, MAC RN AR A A IWEgx e ft 7 —4HH
TEHERITRIMCH RGN - HHKPMEREE, partitionbRART - HLEMEIRIE - SEeBEMERRE - XA
(FEEGERR)) - 8. AEME. KWK WEERTE, WCrEESERENRFRBEERTR,
171 [R] s SRS AR HE S 52 22 S 3 K8 SURN B 550 SO SR BR D TT R V8 3L - P B RE PR I — 4% 3
ETFAFENIMC, AT RSRBER 0 TR E A S SOFRERIMEFOR - WIRTE, MRS
LA Z EIRETTE -

PR R EIPRIC S B CZE Hslab 43 B Fstruct labelBUREEF 1 o 12 EEM R — 1 B E K ERIEAE, &1
TEEREH—Tvoid « FEEHFI—DLongHRHTE S L5 - HIFPRCAF BRI RIRAE MIMAC FEMES, R
B “slot” {H, 1ENMEZRSELS AR RIS PRC TR AR MRC AT A ERS] - AT
A 2 ] A S 5 4 FZ SRS AR AR 7 - MAC HEZR [7] SRS ARBR SR A 1 — R A 1 eR U X5 ;A AZ %
G RS MR TS, B8, NRIPIAL - PRCHISREY BN S ETER - (EHIX RN,
FLLSEHE AT AT OSSR - MAC HEZR S8 AN O R B A —MRTAAE SN RAFRET A — DRI 1%
KZEPMCHITRE, B, SKRESRERBENS BRI MIPRC T C R AIZ %0 S N EREE « ME— OISR S
EIREER, TR EPRCHTEET LT R RIS R F AT T3 - 45 FIMAC HEZRSEBI AT RE 2% AT A0t -

WA O RECE R A — MERFEN, FRFH - IVIBERIERS AR RERSER: WRAR
F, MIATRES RGRE], FHERBEILIRPRMC A BCERIE (HENSOECERIE) - B0, WREMSE EL
R AITET RN IR e R E A — BB, TR PN FE L - B R B AN ) R TR
£ (Mbufs) EAEFPRCHPERERE KK, SR B A Mbuf #E1TFRCAIZESR MIMAC HEZE M H 5 A1
B« BhASINEE] R 50 AR FARAC AR SR 20 A F R 4 AT RA b B A B A A BT v AS X Bt
SIERMEINEL 2 Bt B 27 1E, BT TCIEFE W) IR (LRSS VR SRS A A 5 R BT T A0 HE - MAC HEZR 1] SREE ARIE,
BE VIR PIFRIEslot FIEY HOBLENULL, SRS AT LUE AR R VTIE L RIPRE - TREFEEME, K
HFXFMbuf FRCHIERE D ELRA SR, R T2 A EARE I sh A I BORES 4 T fE R 2 FEMbuf H{E
ANULL HIFRCFRET -
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KT RGON ZATPRC, MAC ESRA ST I P h H A Bok ATFhE - AZLATRE, ¥ RETER
R ESS BRI T ARIEX vnode EZ2PRCIE & EHRIER—2E — — i, 2450 HUFs2
SERGESCRR o N T SCIARKLEE S RS RS (RIS RGN S — 1 PRE) . SRR S & 7T hE
R (EEET) TREMESR . HTREMERE, vnode BIRLE HE —MRL(v_1abe)FEB, H
VEREEPTICHOZRIN,; vnode SEFASEHILES, SRAE A LURFPRICERAIZZR M, HAEREN T HAITE - W0
B, NLEBRIATUI R R, BTEA T R B R E 1 -

ER: BT, R DEARCAER R SEE, WE SIS 5, HAR Sslot MTTIEW AZEICEN, H
B S ECT MAC HEZERT PR SRS E1 3 — R ERE LR R IR

6.5.10 X RS A

MAC HEZR ) N AR PR T —H ARG B REZHH T R T BB SOR IS T R rC B ER N
FAAPHRME T #F -

XSO EE RGO, B — MRLARSEM, struct mac, 1EARIASE . X MEHFERE—
T, BREOATREES T — P MARKIMAC FRcE s - B0 E XHMER s H:— M RaT, TIE
KERLE(E - B SRIE AT LLA R Bl — M ERICR AT, XK, WREFE, B LRE T EEM
SRR — D ERT A - RIRERE A D K%L, ENEARC T PR BERIPRC 2 (AR
FITAE, SXFSEIER AL TARCTRE L L@ E RGN - PRCEE ARG AEF R X R AR ER, X
S PR AT IR BE A o BCAIEER AL B IO BE, TIRIL T R P R AR PP A pmic B B A -

H i fFreeBSD NAZFEHE T T FIMAC KRG -

e mac_get_proc () FHTEWYFHENZEMC -

o mac_set_proc () FTIHRHEEE L ATHRNL 2RO -

o mac_get_£d () FATEWMEHRHARTGI AN S Ol BT - EiEUHS%) WEeiml -

e mac_get_file() FTEMHIMH RO BZHIR RN RNLEFME -

o mac_set_£d () FTIERBZ MRS N R Ol - BT - BB FSES) NZemil.
e mac_set_file () FITIEREZR HUH REUBE R FT iR BN R 2FML -

o mac_syscall () JEI3 B LRSI KM BREER A MEKGR R AR AR T OEFIRGHA, H
WHZEEE: BRERIRET - BER S MR P02 RIS NS

o mac_get_pid() ATEWAIESIEE N A — MARNZ 2R -

e mac_get_link () Smac_get_file () HEEMFE, HEUABESEEIRG —TONMF SHERER, i FRE
VAR SRR 2P0, T EEFHR B T8 SO 22 2 hRE -

o mac_set_link() Hmac_set_file () FIAEMF, ARABMESENIEIG — TN SHEER, FIEHE
TS HERRZ EPNE, TR R EE PR L 2L -

e mac_execve () —':Jexecve() IjJﬁE¥M, F\%ﬁﬁ%ﬁﬁfU\Eﬁiiﬁﬁtﬁ—/l\%ﬁ%f%ﬁi*ﬁf%%)\E’JL%X%?&,&
BHUTHBENZ 2L . HTHAT D EEF M SBEREL 2MC IS R A i .

o mac_get_peer (), JEL—NEEFIRIEEEIN, HTEAN—NZREEZETHELENZEIRC -

BT FARRGIEEZ S, Al LhEiTsTocs1emac FisTocsIFMac MZHEE L Bioctl 28 R S5EVH FH e & H)F1
BB M2 O 22 PR
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6.6 MAC KSR B 1A R 554

TR IERMA N, WA LRSI AR, 72 RG5 ] S B 2 17 fE SN
A NE . FRSESLE N — AP E UFRA DRSS RS E - @l e, RISEREREELLE RS
B E, FEAELBERIR RN ARGV R HIRE . B RIS & TS IE R

o ANk SRESELEZEL

o KIBHASEUNE H LI

o i SREGAEMEHAEARSEEL, Hn, SRERARIIA LRI B

o TINE: WPMENBN RE) L EIMCHAITIIIAI - 4EFFIEH B 3
o AN XFRTIGERT B A ARRIEAT I DUSAB BN B L 2 RIC B SR
o SRESAHIRHITT RIFEHI A H BRI SR

o XFERMEPRA R O R HIORN SRS A 14 1Y) P

6.6.1 SREETEEH

SEMEARIR AT LLfE FiMac_porIcy_sET () KA - R LA Jixman 2 ([R5 HE W%
REHR AL ZT) 5 FRICTRMEE SLIMAC A R E A B s # FR SRS A 2SR5 B SRS B N b A
DI, PRIEMAC HEZRFF DUSKIS BT R 7 2O b AT #R s 350, I8 nT RETESRAES O SR 7> EEARIC IR Aislot
g -

static struct mac_policy_ops mac_policy_ops =

{
.mpo_destroy = mac_policy_destroy,
.mpo_init = mac_policy_init,
.mpo_init_lbpfdesc_label = mac_policy_init_bpfdesc_label,
.mpo_init_cred_label = mac_policy_init_label,

/*x .. *x/
.mpo_check_vnode_setutimes = mac_policy_check_vnode_setutimes,
.mpo_check_vnode_stat = mac_policy_check_vnode_stat,
.mpo_check_vnode_write = mac_policy_check_vnode_write,

W EFTR, MAC SEBE A D RELA &, mac_policy_ops, RFRBEEELHE L ThAE R EER B R E A
OpREaE E o EMER “ADRKSE T, KRETHA DRI REfA TR 7ZEBYER . 5
M RO E RECE B 1~ .mpo_destroyFl.mpo_init o 2 55 SREE [ B AEZE I M E AT
B, mpo_init¥F MR AT, UU/E HAMEIA O RECT BEMAF R « X MURRER RIS RIS G LS RIE B O
2, TR B BCAIRI AR TR E,  HL A R EIR S AR IA L -« B — D SRBR IR, KRR
F.mpo_destroy FSRRBERURRS BRI F 2 [ el s E gt - BET, 0 T B E AR O pR O [R J
., AR LIARN A O RERHED IR EMAC FISER B R XMIREPRFHECOT, HS5IER, #
FESRRHE VAR F AR RS, LB 7 T SR 7 Bl A AR I RS 8

Z BT LA S 7S PR ARER 2 e, O T RERSME— AR IIRRER, DU AR AT R KOS R o 1R
Y FAFERERET  EREMBAHER, KWK ZERE PR THEHNEESEREMAF - 5
bh, AR SRS Bt & B & IA TR 6
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6.6.2 SKEEFR &

FEFE B SRR ESHURAILS], PRI E N BRI BT, it B SR IEMMAC REZRER (i
B. HEl, o252 X HiEE ="

MPC_LOADTIME_FLAG_UNLOADOK

FORVZEBEBIR AT LIEN S, - QU RARIRBUZIRE, MIFIRIZ R BIRIE LA 5, - AL Z 2Rl
HPRAS, T SORREAEB AT RO B R R AT B 2 R BT -

MPC_LOADTIME_FLAG_NOTLATE

FORZ RSB IHE R G5 | Sad AR AT ISR L - WRIZIREVORE, LAERRGITZE
EEMHZRER AE R MAC HEZRFTEYE - BPLETREZN I EI RGN ST Z 2 vRERIR L TIE, T
NANBEALER &8 R EFIRIIG L LRI HIX A RIS ER AT 68 2 8 BT -

MPC_LOADTIME_FLAG_LABELMBUEFS

FRLIRIE IR E SR Mbuf 8 € Z2tnil, H BN EHEMCTR NN GES BES 2R AT B r . St
BB, MAC HEZEH A2 A Mbuf S EAVMCEE, FRIERGEHEM PRI 2 D — M8 E T
TR o XFMEEAE RS RS T E N Mbuf BFRCES, BEMIRF T R IERE . Ao, 7E Lk
TR, ALLGEEE AT, MAC_ALWAYS_LABEL_MBUF, JRAIMAC HEZE JyMbuf K22 R0 AL
T, A EdbrE g .

HER: IR H TMPc_LOADTIME_FLAG_LABELMBUFS R {HiX/H 14 EMPC_LOADTIME_FLAG_NOTLATE Fhs SR HEIE
B e g IE R AL TR A O R EE AR Inonn BIMbuf 22 Rind8st « X2 K BRI S BLbRiC EfE Y
SLFEHAIMbuf 7E— TR ZEMbuf ZEFRCRRISENE 2 5, ELZ2MErfa R =« (R R e M 4%
FREEK ZgipomE (BRI, 2R 28RN | B4 A MMouf FIFRCAEGE 0 BEt 7T LASE £RAIE -

6.6.3 SREE A O BREL

MAC HEZE RN SRR ST HEPUFP R B PN TR SRBSIE M AVE EEA O %L FH T FE A 5 B
FEIRAEEAE, tiwitaft - AR, BFIADKREL SRR R BRI R R B TR
B, DIEHATEHENGZEVMCRARADRE . AN, BF —Tmac_syscall () ANDMKEL, #ioRmSELR
RATENENTRSARAPEHRE T, ¥ RNZED

RIS RER A0 S5 N AR T AT A AR EAN DR G, WP RBUR AT 250, B RZFH
PIAZ BT R FH RN B SRE « JmAR A\ BIFE A I BRI TN BO% 3 90 8 R 4RI T 8, BB D (AN IE O SR
RIS, DR RSBOLBIRIATREN . Frilth, P ANZERE, RRMEFEEL T, H#AAOREZ
G, BEET S8, ARl R EEZeRL, ERXFAFEERIER EITHTER (BFEER
AGMEZEINE) BRTEH. HRIEBER, FTUSEMAC HEZRA L R EHE I -

SRS R EGE P D20 AIFE AN SRS R 2 2 VRMCHITRET R 245 RIS  GXRE—2, BIIFESRm
ABGEX ZNERLER, WEEETIMCEHIERRE - AR REERX I REI7N:. MAC #2852 BT
A F SRS R B R PSS A -
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6.7 MACSKEE N O RS %

6.7.1 38 FH FIRBR AN 1 R B
6.7.1.1 mpo_init

void mpo_init (struct mac_policy_conf xconf);

S Ui BiE
conf MAC TRl E X

EREINE A . YRR ERERREER DAY, F R IEREIRA), o AT RS
EE . WRFEAA RIS BT T BEsE ACEEAR P ZE IO TEME D ECERE, 7T LB EATHCE — 1 B
RS YSINIT() 33 R A 48 34T -

6.7.1.2 mpo_destroy

void mpo_destroy (struct mac_policy_conf xconf);

S Ui BiE
conf MAC & E X

RSB - LAFFA RISER B 78, RFEEETE .

6.7.1.3 mpo_syscall

int mpo_syscall (struct thread *td, int call, void xarg);

S8 W B
tad MR

call SKIEFFE ARG 5

arg AGUAMSEUNTRE

A HREGR MRS S ARSI R AT B0 L P R R & — NS R S5 T
EMERIARTEA - BN AR ARSI E M 4 7R E R AL H BT IF RS R E RS, FrE S8k
A F R AR B A A AR - S SKBTRSS Y, LRI E L ZERE I MAC HEZR Y A R Y
Vil SRR ELS] - U, B — DRI T MM S IIAE, AR A EROL ARG SR
EHGE, DHEZMAC HEZR A M E RIS ATGE -
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ER: AR RERTEHF L F T copyin O 5 TLARGTHFEUE -

6.7.1.4 mpo_thread_userret

void mpo_thread_userret (struct thread =*td);

S A BiE
td IRMEZERE

FRNZ AN O REL, SRESEIR AR FRR B P 2R (RGUEALRE - FHIRE%SE) #H1TMAC 18
KA TR TAE - SR RIS TR 2 ZA D RE, FANECHE RS EHANS RS, HFANEE
EERZIARRE FERIARES R, ARPFMC AT RER R RIINEF R « #HRED il ke s HAanEdE . HiF
FHZN O REL, KA R ERE AT BE A i Ep_1abel I — AR e RR: BF
K, HEELENTOF_ASTPENDING MR AR Kps_mMacpeNDMIRENL, FBAFFJHE— 1 Tuserret A
PRIV R o GEIIZ A BRI, SRES AT LR B R P BN SO B E R AR o RIS GREE A R
IERE, FEMIESEE—TAST MREEAHHITIRF, R FHITHAST rlgeRE 2, mEELHE
AN TR TR FTREBE N -

6.7.2 #AEFRIC
6.7.2.1 mpo_init_bpfdesc_label

void mpo_init_bpfdesc label (struct label xlabel);

S8 W BiE
label R HIHTPRIC

= HESEFI L Ibpfdesc (BPF A+ ) #IGALFRIC - AT DABEAR -

6.7.2.2 mpo_init_cred_label

void mpo_init_cred_label (struct label xlabel);

S8 Wi BiE
label WAL HIHIRIC
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A= BRI 5 ERFIIR L ARIE o AT LARERR -

6.7.2.3 mpo_init_devfsdirent_label

void mpo_init_devfsdirent_label (struct label =xlabel);

Z8 BiE
label RN FHHIHTFRC

H—EE LB devEs  RITHIIAARC - AT DABEAR -

6.7.2.4 mpo_init_ifnet_label

void mpo_init_jifnet_label (struct label xlabel);

S8 BiE
label RN HIFTARIC

A= DRI SR B 253 O TEAHEARIC « AT DUBERR -

6.7.2.5 mpo_init_ipg label

void mpo_init_ipq label (struct label xlabel, int flag);

e L] Bl
label PN HAHETRC
flag BEIR/ANEEIRmalloc(9); 0L T3¢

F— AR SE B BIIP 43 B B AR RIA M ARIC - E A £1agt 7] BEBM_WAITOK EiM_NOWAIT.Z
—, FREE SRR Z IR VR F A R Amalloc(9) T ABERR - 1P 4 EZHRAS A 4 BBl R ZE X PEBE
PEASELREVERE N AT, TR SEELARE A0/ N ot g o BRE B AT R 18] (48R4 - TP 43 EEAHBAS S L4 A
SR L3R O PRECRE R VGR [E]

6.7.2.6 mpo_init_mbuf_ label

void mpo_init_mbuf_ label (int flag, struct label xlabel);
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ZE A Bie
flag MEAR/ANEERRmalloc(9); 20 K3
label liff%ﬁ%ﬂﬁﬁ{{ E@%%*f'ﬁlﬂ

DT SE B A mbuf BEEELER (mbur) WIEALFRIC . B r1agi{E AT BE
HM_WAITOKFIM_NOWAITZ —, Rk BAEZWIE I A E Fmalloc(9) T#E ARERR - Mbuf SLEBH45>
BCERAE R HAEN TR REE TS B R UM N E ST, RIS SEELACAG L 200N O i 6F O B AR AN s (1] 488
1Eo B AN BEECEMbuf 5569 FLH A E RO R 2R GR E] -

6.7.2.7 mpo_init_mount_label

void mpo_init_mount_label (struct label xmntlabel, struct label xfslabel);

ZH YA BiE
mntlabel 4%%&@11@@6 E/‘Jmount Z*M]'ﬁ%ﬁlﬁ
fslabel FFHEHITRIIISI: RGEEIEHRIC

R — T SE B I mount SRR EFRIC - AT LARERR -

6.7.2.8 mpo_init_mount_£s_label

void mpo_init_mount_f£fs_label (struct label xlabel);

S8 W BiE
label FHEHIIAILAIPRIC

A= PRI AT RFHIAIRIC - AT LABERR -

6.7.2.9 mpo_init_pipe_label

void mpo_init_pipe_label (struct labelxlabel);

S8 Wi B
label RFHIAE HIPRIC

A= RINISE BRI EERIIR % 2 PRIE « 7T LUHERR -
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6.7.2.10 mpo_init_socket_label

void mpo_init_socket_label (struct label xlabel, int flag);

¥ HiH BiE
label RHHTIRLHIFTIRIC
flag malloc(9) flags

F— RN SE G B B TR L2 R0 - AR r1ag SEELHTEE
HM_WAITOKFIM_NOWAITZ —, LU EAEZ WA FE 5 o] B AR Amalloc(9) -

6.7.2.11 mpo_init_socket_peer_ label

void mpo_init_socket_peer_ label (struct label xlabel, int flag);

S Ui BiE
label RV HHARL
flag malloc(9) flags

FIRIRISE G B 5 S TP ME BRI - AR r1ag BPELTHTEE IM_WAITOK
FIM_NOWAIT 2z —, LIREBAEZ IR AR F 14 B 7T BEREHR Fmalloc(9) -

6.7.2.12 mpo_init_proc_label

void mpo_init_proc_label (struct label =xlabel);

S WM Bl
label FFFEHIIRILEIFTIRIC

A= RINISE BRI AR L % 2 hRIE - AT DUHERR -

6.7.2.13 mpo_init_vnode_label

void mpo_init_vnode_label (struct label xlabel);

28 W B
label FHATIAILEIHTIRIC
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= RIRIE B B vnode BT 22 FRE - 7T DABERR -

6.7.2.14 mpo_destroy_bpfdesc_label

void mpo_destroy bpfdesc_label (struct label xlabel);

23 HiH BixE
label bpfdesc FRit

BB BPF #id 7 ERFRIC - EZA D RECH, SKISR A BT R AN AL S 1ape1 MREXHITE
fE== ], DAEBHEOZIRIC -

6.7.2.15 mpo_destroy_cred_label

void mpo_destroy_cred label (struct label xlabel);

28 BiE
label FEHEHERATPRIC

B MEER EARC - ERADRET, SRR A BT R E AR ECH S 1abe1 FHRERHIFF i#
2SI, DUEREBOZIRC -

6.7.2.16 mpo_destroy devfsdirent_label

void mpo_destroy devfsdirent_label (struct label xlabel);

Z8 i B
label FFEHERHIPRIC

BB devfs RITLHIFRC - EIZAHRECH, HIEN S BRTHANTE D BLHS 1ape1 HREHITE
fE==E, DLEBHEIZARIC -

6.7.2.17 mpo_destroy_ifnet_label

void mpo_destroy_ifnet_label (struct label xlabel);
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S8 i BiE
label FFHEEEEHIFRIC

S — CMHBRIE DA SRERRIPRC - EZA A RECH, SRR SR BN D ALK S 1abe1 HH
KEKHITEREZE ], DUEEEBOZIRIC -

6.7.2.18 mpo_destroy_ipgq label

void mpo_destroy_ipqg label (struct label xlabel);

S8 W BiE
label R EHERHIPRIC

B — 1P 20 AFIFESRERHIPRIC - ZEIZA D RELT, KIS N SRR EE N AR ECH 5 1ape1 16
RERPIFEREZS ], DUEEEBOZPRIC -

6.7.2.19 mpo_destroy_mbuf_ label

void mpo_destroy _mbuf label (struct label xlabel);

S8 Wi B
label FHEHEAIPRIC

BHBCS — " Mbuf M REREIPRIC « FEIZA D RECT, KRR M BBETEENT D B S 1ape1 HHREL
FEE=SE], DUEBBOZIRC -

6.7.2.20 mpo_destroy_mount_label

void mpo_destroy_mount_label (struct label xlabel);

S8 U BiE
label FFHEHE A IMount HARIC

BBLS — Pmount FAHREKIIPRIC - XA D REH, RIS 2 BTN BLH) S mnt 1abel 1]
RERPFERES ], DUEEHBOZPRIC -
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6.7.2.21 mpo_destroy_mount_label

void mpo_destroy_mount_label (struct label xmntlabel, struct label *fslabel);

S8 W B
mnt 1abel R EHEL FIMount HFRIC
fslabel File system label being destroyed>

BB S — P mount FAHKERAIFRC - EIZAHBRECH, SRISR SR S ENTR LK), Smntlabel
MM fslabel HRERHIFHEZ R, LIEHBOZIRIC -

6.7.2.22 mpo_destroy_socket_label

void mpo_destroy_socket_label (struct label =xlabel);

8 W Bl
label R EHER I ERE FHRIC

WS - EETHREIINE - EZADRECH, KN AR EENRIEE), 51abel HX
HRETEREZE R, DAEBEEOZIRIC -

6.7.2.23 mpo_destroy_socket_peer label

void mpo_destroy_socket_peer_label (struct label x*peerlabel);

2 ] BiE
peerlabel ¥ EEE I EREF X SR ME

SRS — D EET M RKESFEAIRC - EZANRET, RIS S BT RN B,
5 1abel MRERIVIFAES ], LUEHBOZIRC -

6.7.2.24 mpo_destroy_pipe_label

void mpo_destroy pipe label (struct label xlabel);

S8 WY BE

label %ﬁﬁﬂ
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PEE— METERIPNC - FEZA DRI, RIS M BATEENETECR], 5 i1abel HHREKAIFES
[\, DMEEEEOZFRL -

6.7.2.25 mpo_destroy_proc_label

void mpo_destroy proc_label (struct label xlabel);

S Ui BiE
label lﬁﬁﬁ/ﬁla

B — N HRRRIRC - EZADRE, RIS Y BBITEENT BN, 5 1abel HHREKFIFIES
B, DUEEHEOZPRIC -

6.7.2.26 mpo_destroy_vnode_label

void mpo_destroy_vnode_label (struct label xlabel);

8 Ui BiE
label L#%%*f_ﬁla

BB — T vnode FIPRIC « XA L RECH, RGN BT EENT D ECH), 5 1apel MREKAIFHES
A, DLEREBOZIRIC -

6.7.2.27 mpo_copy_mbuf_label

void mpo_copy mbuf_ label (struct label *src, struct label xdest);

src JRPRIC
dest E*ﬂt\*ﬂ—‘lﬁ,

¥ src FEIFRMC S B I E destH -

6.7.2.28 mpo_copy_pipe_label

void mpo_copy pipe_label (struct label *src, struct label =xdest);
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8 HH BiE
src JEFRIE
dest Eﬁﬁwﬂ

)Igi‘src ':F' B"]*ﬂ?la{g%»?%m\ﬁdest °

6.7.2.29 mpo_copy_vnode_label

void mpo_copy_vnode_label (struct label *src, struct label =*dest);

src JRFRIC
dest E*ﬂt\*ﬂ—‘lﬁ,

Fsrc FHIFRMERE B N Eaest -

6.7.2.30 mpo_externalize_cred_label

int mpo_externalize_ cred label (struct label =xIlabel, char xelement_name, struct sbuf
*sb, int #*claimed);

23 Wi B BixE
label R RSN AR AbRiC

element_name %E—%%K%ﬁﬁﬂ E/‘J%‘EH%E/‘]@ ?

sb AR TBRIC B SO R R I 2 ) F 4 buffer

claimed GERAT ATE Felement_data 18, T B 261

RIEEANRIFRIEEN, FE— D LIINTE R RIFRE . — DN MRERIRE, BFMCNAER AR
~, EHAPERAONHAEFRERH, AL . HETPIMACSEEL T SRR F SR RG BRI R EL
Rt BAREEEFSLIRY, FEFES b2 F), T Eelement_name $8E KL T - W element_name
PINBSIREIREE 2 F AR, MEEREO0 . (U ESRIMCEIR SRS B IR, HREHE0E . —
HIEBR EEH Selement_data, 1B *claimFIEUE -

6.7.2.31 mpo_externalize_ifnet_label

int mpo_externalize_ifnet_label (struct label xlabel, char *element_name, struct sbuf
*sb, int #claimed);
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2 1iEA BiE
label BN IE AR R PRI

element_name T2 MRFRIRIMC I HREE ) %4 5

sb FARAZ ORI ISR R R T 2 A buffer

claimed SRR LI FEelement_data 385, U ELE{E 81

RIFENIFMEEN, PR LINTIE AR RIPRE . — MIMBERIRE, BFRMCHNERRISCERR
~, EHAPRPAINHAEFREH, AR . HETFIMACSEEL T SRR F SRRG BRI R EL
Fit, BEAARFERESSIIAE, FEAESsbZ A, T Eelement_nameF ¥5E I F - W element_name
PINA S RBP4 F AR, MEERE0 . (U EHSRIMCEIR S 2 B IR, HREEHE0E . —
HIRBE IR EHEH Selement_data, 133 *claimAYEE -

6.7.2.32 mpo_externalize_pipe_ label

int mpo_externalize_pipe_ label (struct label xlabel, char xelement_name, struct sbuf
*sb, int =#claimed);

2] Wi A BixE
label RN R R

element_name Ty 2o/ MERFRINVRIC ISR BE )45 F

sb FRAFTBRC B U R I 2K 74 buffer

claimed ﬂﬂ%ﬂ uiﬁfﬁelement_data iﬂj , U‘JJE%UE%i

RIBEARIFMCEE, FE— "D LINTERFRIIPRIE . — IMRIERE, BIMCARRISIRE
~, EHAPRPANEEREH, SRR HETRIMACSEI T SRR F SRHG FIRE R R %L,
Ht, BEAAREIESEIIE, FEAESsbZH, T Eelement_name 5 E 1% F - W1 element_name
FINE S RIS AR, WEHREO . (AR HMCEER R HEEE RS, REFE0E . —
HFEBG R EIE S element_data, 128 *claimIEUE -

6.7.2.33 mpo_externalize_socket_label

int mpo_externalize_socket_label (struct label xlabel, char *element_name, struct sbuf
*sb, int #*claimed) ;

S Wi BiE
label R HAMRIE AR BIPRE

element_name %%&I‘%B%ﬂ?ﬁj\ﬁﬂ E’J%E@ B"J% %:

sb FRAF TR B SO R I 2B 749 buffer

claimed ZID%HI [«‘Jiﬁﬁfelement_data iEjZ, m[J;E\:ﬁﬁﬁi

RIEEANBIFMEESHY, 74— LUMTEAERRIRL . — MMTEAIRL, BIRCABERISURE
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~, EHAPRONHABFRERE, 2R AER . HETRIMACSEEL T 8K F SRR BRI N D BRE,
L, BAREREPSCIRE, FEAES 2], T Eelement_nameH §5 E K% F - U element_name
PINESIREIREE & F R, MEEREO0 - (CHFEHRIMCEIR S R B EERE, 7HREHE0E . —
BRI R EHE S element_data, 2B *claimFEUE -

6.7.2.34 mpo_externalize_socket_peer label

int mpo_externalize_socket_peer_label (struct label xlabel, char xelement_name, struct
sbuf xsb, int =*claimed);

23 Ui BixE
label Fe RSN AR BbRIC

element_name %%ﬁl\%ﬁi%%ﬁﬂ E’\]%Eﬂ%ﬂ@@ ?

sb FARAFTIRIC B SO R R I 2B 74 buffer

claimed 5 A] LIE T element_data 38, U ELE{E 31

RIBEABVRICEM, FE—DLIMEEARRIRE . — MMRERIME, BVREHERIXERR
~, EHAPERAONHEEFEH, AL . HETPIMACSEEL SRR F SR RS FFE R K BREL
R, BEAAREIEESSIIAE, FREAESsbZ A, T Eelement_nameF¥5 E K% T - W element_name
PINBE S RIS 2 PR, MEEREO0 - (CHFEHSRIMCEIR SR B EEEREN, 7HREHE0E . —
HEBE R EE Eelement_data, 33 *claimPO%L(H -

6.7.2.35 mpo_externalize_vnode_label

int mpo_externalize_vnode_label (struct label xlabel, char xelement_name, struct sbuf
*sb, int #*claimed);

23 Wi B BixE
label e FSNEIE AR EbRiC

element_name %%3%%5&%1%3 EI‘J%EH%E@% ?

sb FARAFTBRIE B SO R R I 2B 74 buffer

claimed AN AIE FTelement_data 18, T EEQ(E 1

RIFEANPIFMEEN, PR LINTE AR RIFRE . — DMIMBERIRE, BFMCHNERRISCERR
~, EHAPRPANHAEFRETRH, SRR . HETFIMACSEEL T SRR F SRS BRI R EL
Hit, BARERESSIIARE, FEAESsbZHl, T Eelement_name ¥5E I F - W element_name
PINESIREIREE 2 F AR, MEEREO0 . (CHEHRIRMCEIR S 2 HEEEREN, HREEHE0E . —
BB IR EHEH Selement_data, 133 *claimAEUE -
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6.7.2.36 mpo_internalize_cred label

int mpo_internalize_cred_label (struct label xlabel, char xelement_name, char
*element_data, int *claimed);

S 1B Bl
label R E R RIFRC

element_name %%W%Ei%%*ﬁlﬂ E’U%H}% E@Zl %Z
element_data aﬁ%g%ﬂii’??ﬁ% E/‘chzl—(ﬁ%
claimed WREAR G E R, N HE (AR

RIE— AR RINTE R RRCETE, A — P NERIE RS - B BIFIMACTT 2RI A
B SRBS FOAE R AN R, SRMIN PRI ERERHE Sk, (Rlitk, SEEMCRE L0 E Seil it
#element_name [N AF B CHIKEE & F, Rl & BT ik Hielement_data {7 AETE - R, 0
R FAILEL B E BOR AR ERLY), ZRECRE0, FHiEdE *claimedHI{H -

6.7.2.37 mpo_internalize_ifnet_label

int mpo_internalize_ifnet_label (struct label xlabel, char xelement_name, char
*element_data, int xclaimed);

S 1548 BiE
label B AT RIFRIC

element_name TR B NERFR RO F TR 14
element_data T T W FE 1 ) SUR B
claimed WREIE R EWRER R, I HE(EH

RIE— RSN ZR L EdE, A — 1 NEENIFRICEE M - B T FIMACTT R0
P SRBE FIME R RS, ORI ARC R B g, I, SEIACR T & SEiE i b
@Celement_name‘:fz'ﬂﬁlj\]gﬁﬂEEE"J%H}%@?, %ﬁﬁ%%@%%i?ﬁ%element_data‘:F’ﬁfﬁ(ﬂ"]ﬁﬁo %Mﬂ/‘], ilﬂ
R FANICHL B E BIR R IR ERLT, ZREGRIE0, Hibt*claimed )(H -

6.7.2.38 mpo_internalize_pipe_label

int mpo_internalize pipe_ label (struct label xlabel, char xelement_name, char
+element_data, int *xclaimed);

S Ll BiE
label FHHE T RIFRIC
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2 Ui B BixE
element_name T5 2 NHRFRRIMC I REE ) 4 5
element_data i 2 HOFR HHI U £

claimed WRBIEPERRER e, W HE(E 5

IR — AR ASMRZTRIICESE, I — DA RIPRICSEH - B ETRIMACTT SRR UTE H
PrE SR HORE R A DR B, SRIFRARC AN HOE R, B, SEIUCR L E el H
Helement_name F N AF H CUOSRIG 4 7, AHHE & 57 24 iftelement_data A7 BUNEE - KU, 40
R A EECECE BAE e SR ERT), ZEREURE0, H iR claimed I(H -

6.7.2.39 mpo_internalize_socket_label

int mpo_internalize_socket_label (struct label xlabel, char *element_name, char
xelement_data, int xclaimed);

B i BiE
label FHHE R RIPRIC

element_name %?W%E%%*ﬂt\lﬁ, E/‘]%EH%E/‘]% ?
element_data %g%&yf?ﬁ% E‘JjCZlKﬁITE
claimed WREIE R E TR, T B

R — AR RINT R RRCETE, A& — P NERIE RS - B BIIMACTT 2RI A
G SRBS FOAE R AN R, RN PRI R HE Sk, (Rlitk, SEEMCRE L0 E Seil it
Belement_name ! [N AF B CHIKEE 2 F, BlfiE & T 22k Hielement_data 7 HUHETE - R, @0
R FALEL B A BIR R AR E R T, ZREGREI0, i +claimed 1(E -

6.7.2.40 mpo_internalize_vnode_label

int mpo_internalize_vnode_label (struct label xlabel, char xelement_name, char
xelement_data, int *claimed);

S 1B Bl
label R E R IFRC

element_name aﬁ%%ﬁﬂ%ﬁi%%*ﬁ\ﬂ E’U%m% E@Zl %Z
element_data aﬁ%g%ﬂii’??ﬁ% E/‘chzl—(ﬁ%
claimed WREARHE R, N HE (AR

RIE— AR R RRCETE, A — P NEIE N RPMCSH - B BIFIMACTT 2RI H
B SRBS FOAE R AN R, SRMIN PRI ERERHE Sk, (Ritk, SEEUURE L0 E Seil it
element_name ! [N AF B CHIREE & F, Bl & I FT ik Hielement_data A ETE - R, 0
R FAILEL B E BOR LR ERLY), ZREORE0, FHiEdE *claimedHI{H -
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6.7.3 PR EF

SRESIRAT FAIMAC HEZRERHEAY “FRC B RADREL S REPR DI THRAE - SRBS IR &
SERATBOPRIC AT SR BORE R A A R B AT IR H AN D A B - N SRETPIIATIL - QIR
T T A o ERLN R BN A] ISEINERRE, B, AvrA PSR R ERIPRICE - X SRR ST
DASERERFE IR R B, Han 5P EAMRMPRCEM . — DM RRHRC S AR L o AR E
VNS i€

LINTR Y=o o
(N ZARRAIEF) \
PRl o

HFTCFE, o--<—-.
AP GAE R, | \
Vil ~—=>—-0

PRCEHEL o

FEFRPRCHIIR LA D pREL, SRIR AT LILL TG — /) - XTSRRI R 7 S EMCRI6(E -
S ECLE— ISR slot (E90, X FEAE ARSI AT REH AT ZHUT R [ THIWIA L ERLE -

PRGBSI AT TR — D NZEOR SR — D B SSRGS B, (A SRSEBi4L) et
Zl. BN, EEEMHERZE], £ HN 29 Fmbuf BHESH, BFEFRN “RER RE. B
I, mbuf B9 BCERVERF S BT Zmbuf FIAVRICPIIRILIRIE, Timbuf O EVEN #E R 21 Zmbuf HIES
— MR IRAT KRB AT . B, ARAEHSREEEFN LTI, BEEE . @SRRI R
HABX BAFRICES .« Flin, H—NEEFOE— Pmbuf B, BT HOIENmbuf X EFRICZ AN, (ERAIEE
MERFSHIMC IR ARG E . NMEEEQEN SN ES BN GFRREEER T QIEREnT
RERAETEXMEREE RS ESRPINZE O £ A, FASIEEAARREFERM, U ERSENES IR
T -

S EEE R E G — A ST & A IPC S, (HRAEN SR F R R AN, RS EA TR LI
PRI T I B E - i, 7EMAC_UPDATE_IPQ A LM A, HAIP 4 A EHIFHIFRIC
ATRES R WA B T 35T I mbuf T 5T -

DA SR A R S BT A e -

REOE L HITIRICHEERE, ROV E D ECR AR S R B RS, Z /5 A AT AEE Bl B
KSR B RS -

bR T 558 NI S8 E B MC 2 b, I E — MR MOV R AL IRETARC o IXEERRICH TR
AP HARBEREZEFREE - SR ESRERIES Ebrd— i, JE0EEHE
4, MAC_INTERNALIZE, B&EAN[E: ZREFER H ARG, SRR ANZERIER .

6.7.3.1 3 RGN RITIC A

6.7.3.1.1 mpo_associate_vnode _devfs

void mpo_associate_vnode_devfs (struct mount *mp, struct label xfslabel, struct
devfs_dirent xde, struct label xdelabel, struct vnode *vp, struct label =xvlabel);
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28 Ui BiE
mp Devfs HHEE 5

fslabel Devfs j{{#%éﬁ*ﬂt\ia(mp—>mnt_fs label)

de Devfs H K

delabel 5 de MREXAIRIGFRIC
vp 5 ge FHREEFIvnode
viabel 5vp fARERFIRIGIRC

RIEZE de & ANHdeves HFRIREFRMCRE LR, J—DHL 0K devfs vnode HIEFIL (viabel) -

6.7.3.1.2 mpo_associate_vnode_extattr

int mpo_associate_vnode_extattr (struct mount *mp, struct label xfslabel, struct vnode
*vp, struct label xvlabel);

L BiE
mp RS S

fslabel M RGIFRIC

vp FFHE L fvnode

viabel 5vp tHRERMIFEEEITIC

M ARG R B 1 A BB vp B9FRIC - A, R0« AR, MHEerrno TEERIAHR AR IRGRIY -
QRS ARG TR MR HRAE, WA LA BN fs1abel M Eviabel -

6.7.3.1.3 mpo_associate_vnode_singlelabel

void mpo_associate_vnode_singlelabel (struct mount =xmp, struct label xfslabel, struct
vnode *xvp, struct label xvlabel);

28 U BiE
mp R

fslabel X RGHRD

vp FFHEFRIC Fvnode

vlabel 5 vp *H%E%E‘J%Eﬂ%ﬁﬂ

HEARZEMCHRG L, EAIZAORE, RIEHFERAIRC, £slabel, Hvp WEKMIRIL -
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6.7.3.1.4 mpo_create_devfs_device

void mpo_create_devfs_device (dev_t dev, struct devfs_dirent xdevfs_dirent, struct
label xlabel);

28 i BixE
dev devfs_dirent Xﬁmﬂ/‘ﬁﬁ%
devfs_dirent RPN HIDevfs H I

label B EE ) deves_ dirent FRC

HENZEFTER)deves_dirent IEFRIC « ZRECRHER 8 U RGUINE - BB IENE & I 3%
H.

6.7.3.1.5 mpo_create_devfs_directory

void mpo_create_devfs_directory(char xdirname, int dirnamelen, struct devfs_dirent
+devfs_dirent, struct label xlabel);

2 ] BiE
dirname %ﬁ@ﬁ%ﬂ’ﬂ%?
namelen ?f@‘%dirname E@‘Eﬁg

devfs_dirent FiE H R {EDevfs Hxf N A H SR

HtE N BRSH i devEs_dirent EHEVRIC - ZRECRHEMNS - EMIREXHFRS, S HM—1 %
BHEE BRI RE S A R -

6.7.3.1.6 mpo_create_devfs_symlink

void mpo_create_devfs_symlink (struct ucred xcred, struct mount *mp, struct
devfs_dirent *dd, struct label xddlabel, struct devfs_dirent =xde, struct label
xdelabel) ;

28 U BiE
cred E/TZIS{%/EE:U(
mp devfs HEHE S

dd A= RN
ddlabel 5dd FHFRBHIFRC
de 5 R
delabel 5 de tHREXAIRIGIRIC
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FFE O R devis(5) FFSHEETUAEIRE (delabel) -

6.7.3.1.7 mpo_create_vnode_extattr

int mpo_create_vnode_extattr (struct ucred *cred, struct mount »mp, struct label
xfslabel, struct vnode xdvp, struct label xdlabel, struct vnode =*vp, struct label
*vlabel, struct componentname +*cnp);

28 Ui BiE
cred £1$1'§EE)U(

mount X{#%éﬁ&%@ﬁ

label XHFRGML

dvp X H3¥vnode

dlabel 5dvp tHRER)EEEIRIC

vp F I I vnode

vlabel 5 vp HHREKAIHEBEIRIC

cnp v B4

Fvp KIFRCE AT BBV - BT, RPRCE A viaber, HIRE0. B, JREX B HE RIS o

6.7.3.1.8 mpo_create_mount

void mpo_create_mount (struct ucred *cred, struct mount xmp, struct label *mnt, struct
label xfslabel);

ZH i BiE
cred FHEEIR

mp = SRR RS

mntlabel :{Zf%ﬁi,ggﬂ/]mp E‘J%ﬁﬂi%i‘fmﬂ

fslabel RIHHEBE mp HISUIERGTHIRBEIRIC -

A N ERFERT AR AEE IR G IR0 « ZERECRAE U R GRS R -

6.7.3.1.9 mpo_create_root_mount

void mpo_create_root_mount (struct ucred xcred, struct mount *mp, struct label
*mntlabel, struct label xfslabel);
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ZE A Bl
556.7.3.1.8 7.

AN ERFERT AN RIEGIRC « ZRECRAEEEBRSUE RS, mpo_create_mount; 22
JEBEM -

6.7.3.1.10 mpo_relabel_vnode

void mpo_relabel vnode (struct ucred *cred, struct vnode xvp, struct label xvnodelabel,
struct label xnewlabel);

28 Ui BixE
cred ETZM%‘EE)H(
vp Rt EHTPR L Avnode

vnodelabel vp Iﬂ*ﬁﬁ@%ﬂ%ﬁﬂ
newlabel 4%7‘@1Jﬁvnodelabelﬁ/‘j%ﬁ (ﬂﬁgﬂ%%ﬁﬁj\> N

RIE R ANBFPRICF AR EEIR, EHiSEvnode HIFRIC -

6.7.3.1.11 mpo_setlabel_vnode extattr

int mpo_setlabel_vnode_extattr (struct ucred xcred, struct vnode xvp, struct label
*vlabel, struct label xintlabel);

28 Vi BA BiE
cred £1¢1§1{E)ﬁ(

vp 5 HFRC TR B vnode
vliabel VpE’]%m%*ﬂt\la
intlabel Rt B NHEEHIFRE

Y58 int 1abel A HRIWRD S B 5 AT Evnode I BEM - R E W vop_stdcreatevnode_ea Bt
W -

6.7.3.1.12 mpo_update_devfsdirent

void mpo_update_devfsdirent (struct devfs_dirent xdevfs dirent, struct label
xdirentlabel, struct vnode *vp, struct label xvnodelabel);
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23 Ui BixE
devfs_dirent A, devfs HFIN

direntlabel WFHEHHIN devfs_direntﬂ@%ﬁ%*{ﬁia

vp “Cvnode CHiE
vnodelabel VpE’U%E%*/TWE

*EfE%f?)\E@devfs vnode ﬁﬂ, Xﬂ'devfs_di rent E@*ﬁlﬂﬁﬁ?%%ﬁ ° i%ﬁﬁiﬂ*ﬁ‘devfs vnode E’\]f;':éﬁf
BN )G, RFHRZRECEEARMCIES, ath, RIFEAEN AIvnode BRI NZENRER, ASE
KVRCHIFPRS « A, fFdeves FETE— M SR BB nac_vnode_create from_vnode, HFf
WHIZREL, Xvnode FRICHATHIAGLERIE -

6.7.3.2 IPC X R¥RiC HH-#R1E

6.7.3.2.1 mpo_create _mbuf_ from socket

void mpo_create_mbuf from_socket (struct socket *so, struct label *socketlabel, struct
mbuf *m, struct label *mbuflabel);

23 Wi BH BixE

socket EET ERFHEWIP
socketlabel socket E‘J%ﬁﬁ%ﬁlﬁ

m ZAR; mbuf

mbuflabel FFHHIEE Hm BISEBEPRIC

RIE T A EZETIRCH BRI mbuf L HRIR EIRE  BHERTE— DB IRSEEHER, HF
R HAAMEE S Embuf I, R LR

6.7.3.2.2 mpo_create_pipe

void mpo_create_pipe (struct ucred xcred, struct pipe #*pipe, struct label x*pipelabel);

2 ] BiE
cred Eﬁﬂgﬁ:)}k
pipe %’;JE

pipelabel pipe HISRES R IC

RIEEANEREERSE, REHEEERIIC . B —DREEREE, R -
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6.7.3.2.3 mpo_create_socket

void mpo_create_socket (struct ucred *cred, struct socket xso, struct label
*socketlabel) ;

ZH Ui A BisE
cred E?—l—‘%‘ﬁﬂk $ﬁ3ﬁ§
so B RO ERET

socketlabel 4%%Bfiiﬁi\§ E]/‘]so E/‘ﬁﬂ?la

RIEEAMEREERSE, REFEEZTHRC . B8R DEEY, X ERsRA -

6.7.3.2.4 mpo_create_socket_from socket

void mpo_create_socket_from socket (struct socket xoldsocket, struct label
xoldsocketlabel, struct socket xnewsocket, struct label xnewsocketlabel);

2 TiBH BiE
oldsocket Hﬁ%@j%?

oldsocketlabel oldsocket E/‘]%EH%*/T\IE
newsocket %ﬁ@@j’%?

newsocketlabel newsocket E’J%Eﬂ%ﬁwﬂ

HIElisten(2) B F oldsocket, ﬁﬂ%ﬁ@aecept@) KB F newsocket, WHEIRLD -

6.7.3.2.5 mpo_relabel_pipe

void mpo_relabel pipe (struct ucred *cred, struct pipe xpipe, struct label xoldlabel,
struct label xnewlabel);

2 TiEH BiE
cred Eﬁﬂgﬁﬂk
pipe %&JE

oldlabel pipe E"]%ﬁﬁ%%*ﬁ\lﬂ
newlabel ilgfjlﬂpipe &EH"J%E"J%H@WE

ﬂ?pipeiiﬁ%)ﬂﬁﬁanewl abel o
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6.7.3.2.6 mpo_relabel_socket

void mpo_relabel_socket (struct ucred *cred, struct socket xso, struct label xoldlabel,
struct label xnewlabel);

28 Bi A BiE
cred iﬂgfgﬁilﬁi Kﬂﬂﬁ&’“

so wik, BT
oldlabel so HXEiFRiD
newlabel 3{%%socket lﬁﬁﬂ/ﬂ%}ﬂ‘ﬂt\la

RIEEANBIFRMESEL, W ERT W H BIARCE T 55 -

6. 7.3.2.7mpo_set_socket_peer_from_mbuf

void mpo_set_socket_peer_ from mbuf (struct mbuf *mbuf, struct label xmbuflabel, struct
label *xoldlabel, struct label xnewlabel);

2 ] BiE
mbuf NEBFHWE FE— M E0E R
mbuflabel mbuf HIFRIC

oldlabel EFZFHIHFIFRC

newlabel 4%%@?%?%55@%%%16

HRYE % A B mbuf FRE, BCEF Dstream BT HINERE o FRUnXEIER T 250, B85 — 1 stream
ERT RS D EEERE, ZRECRE PO -

6.7.3.2.8 mpo_set_socket_peer._from _socket

void mpo_set_socket_peer from_ socket (struct socket xoldsocket, struct label
xoldsocketlabel, struct socket xnewsocket, struct label xnewsocketpeerlabel);

23 Wi B BixE
oldsocket Z’—‘ﬂﬂ@ﬁ%?

oldsocketlabel oldsocket HIRBEFRIC

newsocket BT

newsocketpeerlabel 3{%%newsocketiﬁgﬁ/‘]§€m§7ﬁﬁa

RIEEAREREEE TS, — Pstream UNIX 5EET BN EIRD o« B2 BT X Z [E]7
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FTEaEmT, % R ECRAE P 0 A BRI -

6.7.3.3 Network Object Labeling Event Operations

6.7.3.3.1 mpo_create_bpfdesc

void mpo_create_bpfdesc(struct ucred *cred, struct bpf_d xbpf d, struct label
~*bpflabel);

23 W BiE
cred Eﬂ-‘%‘ﬂﬂk Kﬂ%&m

bpf_d BAK; bpf fkT
ppf K HNppr a5 HIKBEITIC

RIEENRTEEEIRSE, AFERIBPF ik 7 EIRL . HEREITIFBPF &7 A, %R ECR
B -

6.7.3.3.2 mpo_create_ifnet

void mpo_create_ifnet (struct ifnet =xifnet, struct label xifnetlabel);

e L] BiE
ifnet WJ@%T&D
ifnetlabel 4%?91@%%5%%%%%

TR O EARC - ZREHELL B N S — R O 2o AR, BB
— i O AT R T3 P BRI SE LR

6.7.3.3.3 mpo_create_ipqg

void mpo_create_ipqg(struct mbuf xfragment, struct label *fragmentlabel, struct ipg
*ipg, struct label xipglabel);

23 Ui B BiE
fragment F— R RIIP 5 A
fragmentlabel fragment E/‘J%EH%*/]—WE

ipg Bk bric AT ELHPAY
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S8 Ui B BiE
ipglabel 0 ipgHE HIKREHRIC

RIEF — D ERWE 5 Friimbuf SKEREE, HTERIIP 50 F ARSI ERRC -

6.7.3.3.4 mpo_create_datagram from_ipqg

void mpo_create_create_datagram from_ ipqg(struct ipg xipg, struct label xipqglabel,
struct mbuf xdatagram, struct label xdatagramlabel);

2 Wi A Bl
ipg IP EZHPAS]
ipglabel ipg HISRBEPRIC

datagram 4%%&*5169@@?%?&

datagramlabel :{frj] datagraml abeliéig E’U%B@*ﬂ?}a

HRAEIP 73 ELHBAS, D9 NI 2H 52 58 1P EUE RIS EARIC -

6.7.3.3.5 mpo_create_fragment

void mpo_create_fragment (struct mbuf xdatagram, struct label xdatagramlabel, struct
mbuf xfragment, struct label xfragmentlabel);

23 Wi B BixE
datagram iﬁﬁ%jﬁ

datagramlabel datagram E@%E}%*ﬂj\l—d

fragment 4%‘%&*/]1\169/‘]@\)#

fragmentlabel :{%ﬁﬂdatagramiﬁgﬁ/‘]ﬁ%mﬁﬁ—ﬁa

IRIEECHEAR TR BL fImbuf SKEMER, HEFHERI D A Bmbuf SkHR S ERIC -

6.7.3.3.6 mpo_create_mbuf_from mbuf

void mpo_create_mbuf from mbuf (struct mbuf xoldmbuf, struct label xoldmbuflabel,
struct mbuf xnewmbuf, struct label xnewmbuflabel);

ZH P BixE
oldmbuf 2B/ (J5) mbuf
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2 Ui B BixE
oldmbuflabel oldmbuf HISKEEHRIC

newmbuf :[%7‘ %ﬂi*ﬂt\'ﬁ E/‘J%ﬁ@mbUf
newmbuflabel ¥ HNnewmburiEE KRG PRIC

IRIEHE N IVEEIEIR mbuf SLFREE, JFrEEdER fmbuf SkER I EIRC - W E R THERAZL
KA, Hoan, ETON ST SR E T BL R T mbuf

6. 7.3.3.7mpo_create_mbuf_linklayer

void mpo_create_mbuf_ linklayer (struct ifnet xifnet, struct label xifnetlabel, struct
mbuf xmbuf, struct label smbuflabel);

¥ Ui HA BixE
ifnet N

ifnetlabel ifnet HISEBEHRIC

mbuf BEEEGE R FImbuf ST
mbuflabel R NmburlEE HIHRIEFRC

RFELEERE O b F T 3R I 2 0 L T BT B AR AR A mbu k3% B AR o 1 REUS RS T4 T
VA, S IPv4AFIIPY6 IR ZEN N ARPEL E ND6HRT -

6.7.3.3.8 mpo_create_mbuf_ from bpfdesc

void mpo_create_mbuf from bpfdesc(struct bpf_d *bpf_d, struct label xbpflabel, struct
mbuf xmbuf, struct label xmbuflabel);

bpf d BPF #iA¥

bpflabel bpflabel HISEBEFRIC
mbuf R FRC AHT EEmbuf
mbuflabel 4%jﬂmbufiﬁgﬂg%%*ﬂ?la

JEFZEUBPF ffiid 1 0 AT AR R Fmbuf S EARIC - =X ZEUBPF ik 7 B R ECHUBPF 3 f
PHATERIERS, Z R R -

6.7.3.3.9 mpo_create_mbuf_from_ifnet

void mpo_create_mbuf from_ifnet (struct ifnet *ifnet, struct label xifnetlabel, struct
mbuf xmbuf, struct label smbuflabel);
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2 Ui BiE
ifnet N

ifnetlabel ifnetlabel HISRIEFRIC

mbuf FTEEIE R I mbuf KR
mbuflabel R HmburlEE HIRIEPRIC

M 2845 O 2B FOEERAR A mbuf Sk EbRIC -

6.7.3.3.10 mpo_create_mbuf _multicast_encap

void mpo_create_mbuf multicast_encap (struct mbuf xoldmbuf, struct label *oldmbuflabel,
struct ifnet =xifnet, struct label *ifnetlabel, struct mbuf *newmbuf, struct label

*newmbuflabel) ;
2 ] BiE

oldmbuf I EAE R A mbuf S5
oldmbuflabel oldmbuf HISKEEHRIC

ifnet 2 n|

ifnetlabel ifnet [ISEERFRIC

newmbuf 4%‘%&*/?\13 E/‘]%ﬁ @ﬁﬁ‘?&mbuf %%ﬁ
newmbuflabel l{gfjlﬂnewmbufiﬁgﬂf‘]%m%ﬁ?ia

LE AR CHEIR R4S € 23D (multicast encapsulation interface) ZCERN B, gl
FIEIRE IR T fEmbuf SKERIZEFRC - B2 FIZE I O %38 — P mbuff, R FIZ AL -

6.7.3.3.11 mpo_create_mbuf_netlayer

void mpo_create_mbuf netlayer (struct mbuf xoldmbuf, struct label xoldmbuflabel, struct
mbuf xnewmbuf, struct label xnewmbuflabel);

2 UiHA BiE
oldmbuf %L&E/‘]ﬁdﬁ?&
oldmbuflabel oldmbuf HISEBEHRIC
newmbuf %ﬁ@ﬁﬁﬁﬂi

newmbuflabel newmbuf B@%%*ﬂt\l—l’j

TP HERR R MR N R SR (o1ampur) TIHTEAVEURIRIZE Embuf L EIIRIC - FFEHER N
B RNZRE, N, MERICMP TESREGERRS -
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6.7.3.3.12 mpo_ fragment_match

int mpo_fragment_match (struct mbuf xfragment, struct label *fragmentlabel, struct ipg
*ipg, struct label xipglabel);

ZH Wi B BiE
fragment 1P ﬁj’ET&ﬁj\H
fragmentlabel fragment E’J%EH%*/]—“\IE

ipg IP 47 Jr B ZHRAS

ipglabel ipg I SEBE AR

RIEFT AP 73 7 BT (ipg) KIPRID, REES—MIP EIER (fragment) Hmbuf FLHRZ
B EHER . f76, MLREL. T, RE0. &SP HRZER— M RINEEEE S F AR EE R
o R EHRIIFPE, REARZREA T Ze0s; WRR, Fon =i — s A EAH
1o SBETT IR FZ A R, RETRICEE HA S BB LA EEAIP 70 B -

6.7.3.3.13 mpo_relabel_ifnet

void mpo_relabel_ifnet (struct ucred *cred, struct ifnet xifnet, struct label
*1fnetlabel, struct label *newlabel);

S 1iAH BiE
cred JI_TZ'—‘T%@E:{K

ifnet gﬁg, Wé%ﬁl:l

ifnetlabel ifnet HISEBEHRIC

newlabel Y§79ifneti%BEHIFIRC

7FE3’EET1§)\E"J¥E*ZTWE, newlabel, L)&Eﬁﬂ%ﬁé’ﬁ(, cred, Xﬁlﬂé%%l:lﬁ’ﬂﬁwﬂﬁﬁ%%ﬁ

6.7.3.3.14 mpo_update_ipqg

void mpo_update_ipqg(struct mbuf *fragment, struct label xfragmentlabel, struct ipg
*ipqg, struct label xipglabel);

S 1 BH BiE
mbuf P H

mbuflabel mbuf E@%Eﬂ%*ﬂ?}ﬂ
ipg IP 53 5 EZHRA Y|
ipglabel :{%%Biﬁ%ﬁﬁ/‘]lpq%gl Eﬁ%ﬁ%*{ﬁlﬂ
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IRIEFT (& ABIP 2> Frmbuf SKFR (mbusr) NEMCERIP 20 R EAS (ipg) BIPRCHETEHT -

6.7.3.4 FHREIRCE B

6.7.3.4.1 mpo_create_cred

void mpo_create_cred (struct ucred xparent_cred, struct ucred *child cred);

28 BiA BiE
parent_cred QET¢1§EE’U(
child cred ¥£1'$1§H:){j(

RIEFT AN EHRGEER, AFEOTHREEREERIL - 828 — D EERstruct ucred i Fcrcopy(9)
I, R LR ZRECN R S AR EH] (forking) B BIEZFAHRAN—IX -

6.7.3.4.2 mpo_execve_transition

void mpo_execve_transition (struct ucred xold, struct ucred *new, struct vnode =*vp,
struct label *vnodelabel);

¥ Vi BixE

old oA EREER ANAT PR A
new BRI E A E R

vp BT RS EHEE

vnodelabel vp E/‘J%H]%H—WE

— MAEEERo1af I FERH THAT (vp X T S EARCEL LN, Z K ERTEvnode bRt i AR EHHFR
iﬁjﬂnew ° ﬁé/l—/l\ﬁﬁ%*mﬁvnodeyﬁ:, ﬁﬁﬁ]i)\l:l l%]%f&mpo_execve_will_transition ﬁ&yﬁg@
FOSEBRI ORI L A SR T LU % AT A RS AR S V8 Flmpo_create_cred 5
A EEL, so as not to implement a transitioning event. — ESRHE LI T mpo_create_credtiy, BIfFXE
%fmmpo_execve_will_transition, ‘lﬂﬂlﬁifmﬁ'z@ﬁ

6.7.3.4.3 mpo_execve_will_transition

int mpo_execve will transition(struct ucred xold, struct vnode *vp, struct label
*vnodelabel) ;

ZH BiAH Bl
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S 1 B BiE
old TEH U Texecve(2) Z Bl BT AF IR AN AT 028
vp FERHIT RS

vnodelabel vp B"]ﬁé%*ﬂt\ﬂ
HIEBGRE, 4S5 R EREFEERHIITSEvnode I, 2 ETREM T MIRCERHREIE. WRTE, B

E1; B0, 3&E0. BIfE— RS RE0, BHLTN H EAHER R mpo_execve_transitionfiHE
TS, B REA M — SRS R, AR T I R AL .

6.7.3.4.4 mpo_create_proc0

void mpo_create_procO (struct ucred xcred);

S B BiE
cred FHIET R EREER

itRR0, FrENEARRRIESE, SIREAEER-

6.7.3.4.5 mpo_create_procl

void mpo_create_procl (struct ucred =*cred);

ZE Bl
cred FHEG R ERFER

AR, FrE M RS, SRR AEER .

6.7.3.4.6 mpo_relabel cred

void mpo_relabel_ cred(struct ucred *cred, struct label xnewlabel);

2 Ui BA BiE
cred E%%E#ﬁ
newlabel 3{%7@]252)5@ @J cred I E"J%ﬁﬁﬂ

RIEE ARTFIRIC, X EAEER L AIPRCE AT 5 H -
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6.7.4 IR HIKE

AT DT R HI O R, SRESRBER A P AZ T R IR SR - SREIBOLT, AR, — iR
FIANORESEE, — 1 EEE T IRIGEER, FIMERERIER KO EAMAERER (P gEa
FEML) o VIFEERIA D RECREO, FRAVFIZERIE, BN, JBE—"1errno(2) FERHIG - WHIZA DK
B, R ATE RGN ARES IR, R — AT RIS R IR SRR, 2RI T AT EE A A F SR
FIREIGER: FUE S PTA FRSRY MVFZIRIER, A RInRE - B0, anfE — D EEE S TR ARG
=], 'J_"%AMQTLQ WHREZ BRI E HERE, K HE X fEkern_mac.c Fferror_select ()
RENENIRERERRE T, G, RESHF

b4 ) Wived EDEADLK
EINVAL
ESRCH
EACCES

ARk EPERM

AR FTH SRS EROR (B ) BB G B 0500 B LR LR BTSN, MMER R — 1R E .« e
RIS — BRI . WRERR, RIS, SRAFAE, WREHELE, FIHE MR-

6.7.4.1 mpo_check_bpfdesc_receive

int mpo_check_bpfdesc_receive (struct bpf_d xbpf _d, struct label xbpflabel, struct
ifnet xifnet, struct label xifnetlabel);

ZH 1B BiE
bpf_d F{&; BPF kT

bpflabel bpf_d HISEIEHRIC
ifnet ETZIK, Wé%fﬁm
ifnetlabel ifnet FISREGFRIC

RTEMAC HESRR T NIZ A VFRE 2880 1 B ORI 1% 1225 FHBPF iR T BT RLAZR I X < B

Iy, NMERE0; EN, IREEHRRIGE Berrno . EWUERARERMIZHE: EACCES, FTHRC AR
i; EPERM, HTH/DEAEIEN -

6.7.4.2 mpo_check_kenv_dump

int mpo_check_kenv_dump (struct ucred *cred);

SH UL BixE
cred Elesfgﬁilij(

REM R ERZDIZHATFERAZIEDRE (ZFkenv(2)) -
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6.7.4.3 mpo_check_kenv_get

int mpo_check_kenv_get (struct ucred xcred, char xname);

S Ui BixE
cred ET¢T§E—:)U(
name %N AF & 4 F

REM KR EMZD AT LB RN 45 BRI -

6.7.4.4 mpo_check_kenv_set

int mpo_check_kenv_set (struct ucred *cred, char xname);

SE Ui BiE
cred £1¢ffﬁf>{k
name WHZIMRZS &4 F

REMREARZETEOOLELS ENEIMELEHIE -

6.7.4.5 mpo_check_kenv_unset

int mpo_check kenv_unset (struct ucred xcred, char *name);

ZE Ui BiE
cred EE{ZM_EH:)U(

name WNIZ IS & 4 FKernel environment variable name

RFEMR MRS EREIRG ERINZIMNTZ BN E -

6.7.4.6 mpo_check_k1d_load

int mpo_check_kld load(struct ucred xcred, struct vnode *vp, struct label *vlabel);

B Bl
cred E?M%EEW(
vp Nz AEE Bvnode
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28 Ui BiE
vlabel va’\]ﬁ%E%ﬁlE

PRAEE K AR DU B R HIBR ST -

6.7.4.7 mpo_check_kld_stat

int mpo_check_kld stat (struct ucred =xcred);

SE Ui BiE
cred £1¢{_§ﬁ§>{k

PR TEAH R T AR A B AT [R] I ARZ RN B R ST 2% LU AR SR ST R -

6.7.4.8 mpo_check_k1d_unload

int mpo_check_kld unload(struct ucred xcred);

e QI BixE
cred _,I_sz_a“q'{-l{j(

RAEM R E MR DEE — DN .

6.7.4.9 mpo_check_pipe_ioctl

int mpo_check_pipe_ioctl (struct ucred xcred, struct pipe *pipe, struct label
*pipelabel, unsigned long cmd, void =xdata);

ZH Wi BixE
cred ‘Eﬁsfgﬁilﬁ

pipe /;EEJE

pipelabel pipeﬂ@%%*f?\iﬂ

cmd ioctl(2) fiF %

data joctl(2) £11E
RE AR R EE B E PO A TEE Pioctl(2) KRGV -
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6.7.4.10 mpo_check_pipe_poll

int mpo_check_pipe_poll (struct ucred *cred,

*pipelabel);

ZH Ui BH BiE
cred E{ZM%_'EE%

pipe %:'JE

pipelabel pipelél/‘]%m%ﬁj\ia

REMREF RGN EIE pipe AT poll R -

6.7.4.11 mpo_check_pipe_read

int mpo_check_ pipe_read(struct ucred xcred,

«*pipelabel) ;

2 i BixE
cred E{ZMAEA’EE:U(

pipe %T'JE

pipelabel pipelél/‘]ﬁiﬁ]%ﬁt\ia

REZERZEH LR pipe-

6.7.4.12 mpo_check_pipe_relabel

int mpo_check_pipe_relabel (struct ucred xcred,

+*pipelabel, struct label *newlabel);

2 UiBH BiE
cred £1¢1§’E>{jﬁ
pipe HiE

pipelabel pipeEl"]gl ﬁﬁ%fﬂ%*ﬂtﬂﬂ
newlabel llgj'ﬂﬂpipelabeliﬁﬁﬂ'(]%ﬁﬁj\ia

REZEMREEH N pipe EHTIEIRIL -

struct pipe *pipe,

struct pipe *pipe,
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struct label

struct label

struct pipe *pipe, struct label
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6.7.4.13 mpo_check_pipe_stat

int mpo_check_pipe_stat (struct ucred *cred, struct pipe x*pipe,

*pipelabel);

ZH Ui BH BiE
cred E{ZM%_'EE%

pipe %:'JE

pipelabel pipelél/‘]%m%ﬁj\ia

REZFEEREEENENS pipetHRHFIHER -

6.7.4.14 mpo_check_pipe_write

int mpo_check_pipe_write (struct ucred xcred, struct pipe x*pipe,

«*pipelabel) ;

ZH i BixE
cred E{ZMAEA’EE:U(

pipe %T'JE

pipelabel pipelél/‘]ﬁiﬁ]%ﬁt\ia

REZEFRZEBHNE pipe-

6.7.4.15 mpo_check_socket_bind

int mpo_check_socket_bind(struct ucred *cred, struct socket *socket,

*socketlabel, struct sockaddr xsockaddr);

2 ViRA BiE
cred £T$1'§H:)|j(
socket 4%%&2%%5"]%3‘%?

socketlabel socket E’\J’fﬁﬂiﬁﬁxﬂ
sockaddr socketﬂ/ﬂi“ﬁi’ﬂ:

6.7.4.16 mpo_check_socket_connect

int mpo_check_ socket_connect (struct ucred xcred,
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struct socket =*socket,

struct label

struct label

struct label

struct label
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*socketlabel, struct sockaddr =*sockaddr);

S Wi B BixE
cred Eﬁsf_ﬁﬁe%

socket :I%‘?)jsz}% E"]E%?
socketlabel socket E@%H}%TE—WE
sockaddr socketEI"]i‘@iJJZ

H%%L%E% (cred> %@ﬁﬂﬂqgfgfﬁi (socket) gﬁﬁﬁf@mﬁiﬂ:sockaddro EEIjJ 1\)2@0 EU\[JJ\BE*
MRS errno « EICRHREIR9IZHE: EACCES, HTFRCATFAIEN; EPERM, HTRIFCHER
B -

6.7.4.17 mpo_check_socket_receive

int mpo_check_socket_receive (struct ucred xcred, struct socket =*so, struct label
*socketlabel);

2 ] BiE
cred Eﬁ-‘fﬁ‘ﬁ:){k
so BT

socketlabel solél/‘]%m%ﬁ—“\la

REZFEEBANERERET soHRER -

6.7.4.18 mpo_check_socket_send

int mpo_check_socket_send(struct ucred *cred, struct socket xso0, struct label
*socketlabel) ;

2 ViEA BiE
cred £T$1'§EE)U(
so BT

socketlabel SOE@%E{%ER'LE

REZEFEGEIETERT soSAEE -

6.7.4.19 mpo_check_cred_visible

int mpo_check_cred visible (struct ucred *ul, struct ucred *u2);
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SR U BiE
w1l EREFER
uz2  NREFEIR

WEZFEBREERIEZETEN “see” BEEFEERuz HEMEMR. mIh, RE0;, TN, REHEIRYR
Herrno. BUCKHBEIRIZHE: EACCES, ATHMCAFFAIIEN; EPERM, FH THAUNERIE
#l; ESRCH, FIRIRHEATINE - X RECATEF 2R NI, B35 & ps BT H AR B AR Bsysctl,
PLIGE I procfs HPRASE IR HERAE -

6.7.4.20 mpo_check_socket_visible

int mpo_check_socket_visible (struct ucred xcred, struct socket *socket, struct label
*socketlabel) ;

2 Wi B BixE
cred ﬂfﬁxfgﬁiqj(

socket E{zl.i, %E?

socketlabel socketE@%%*ﬂt\iﬂ

6.7.4.21 mpo_check_ifnet_relabel

int mpo_check ifnet_relabel (struct ucred xcred, struct ifnet xifnet, struct label
*ifnetlabel, struct label *newlabel);

23 Wi B BixE
cred Elesfgﬁilij(

ifnet AR, W 442 1

ifnetlabel ifnetfmﬁﬂ/‘]%%*ﬂt\ia

newlabel RN R fnec b BIHTRORIERIC

REZERFEREEHIE R EARPRICEHSHON A E A% O TR T ERE -

6.7.4.22 mpo_check_socket_relabel

int mpo_check_socket_relabel (struct ucred xcred, struct socket =*socket, struct label
xsocketlabel, struct label *newlabel);
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2 ViRA BiE
cred £1¢1§EE>H(

socket ik, BT
socketlabel socketfmﬁ E"J’fﬁﬁﬁﬁwﬂ
newlabel :I%ff)}zmﬂq@Jsocketlabeliﬂ"}%%ﬁ*ﬁiﬂ

REZERFERESHICRAEARIMCN £ TSR RC T E L E -

6.7.4.23 mpo_check_cred_relabel

int mpo_check_cred_relabel (struct ucred xcred, struct label xnewlabel);

2 1A BiE
cred I{ZM%‘TE:U(
newlabel 3{%%&52% @J cred . E@E%ﬁﬁfﬂ

REZFERELREDTEICR B CRRC B E A %A E R E R -

6.7.4.24 mpo_check_vnode_relabel

int mpo_check_vnode_relabel (struct ucred *cred, struct vnode *xvp, struct label
*vnodelabel, struct label *newlabel);

S8 BiBH BiE
cred ji{¢1§ﬁ:4j§ Xﬂﬁﬁ/}“
vp %A% vnode B

vnodelabel Vpﬂ_ﬂ,ﬁ E’\]%Hﬁ*ﬁlﬂ
newlabel l]%‘%ﬁﬁzﬁﬁ @J VpJ: E’\]/ﬁiﬂiﬁﬂ‘/fwﬂ

BB FEREERE S EIRE S E vnode FIFMCEHNS B NTEEMLC -
6.7.4.25 mpo_check_mount_stat

int mpo_check_mount_stat (struct ucred *cred, struct mount xmp, struct label
*mountlabel) ;

e Ui B BiE
cred EETZ'K{%EE:U(
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28 ThEH BiE
mp TR U RS
mountlabel mpE’]ﬁEEH%*T\IE

B KX EREEIRE T ENEE LS E RS ETstatfs FIZ55R - B2y, WHRE0; &0, &E
—errnoff - BRI IR%IS: EACCES, FTHMOACES; EPERM, FTHRAGE - iZ KA HE
TF@ TEOL I HOR A Estatfs(2) FAEMAE S FAEAR], 208 4 FFEMN U RGP EEHERRI S0 &

Gt b, A A getfsstat(2)Rf

6.7.4.26 mpo_check_proc_debug

int mpo_check_proc_debug (struct ucred xcred, struct proc *proc);

SE Ui BiE
cred £T¢1§E§>ﬁ( Kﬂaﬁg
proc BAk; #HHE

T E 1 R FARMG AR ZE B H N debug 28 €2 - ALTh, NEREI0; BN, JBEl—"errnoff » BN
AR EACCES, FTHRCAILES, EPERM, FITHUEAW; ESRCH, FHTFEHHIRHIE
TE . ptrace(2) Fllktrace(2) API, LAKH:Lprocfs #RAEIRFIHHZKEL -

6.7.4.27 mpo_check_vnode_access

int mpo_check_vnode_access (struct ucred *cred, struct vnode xvp, struct label xlabel,
int flags);

S8 Ui BiE
cred E{ZI—({%H:)UQ

vp 4K, vnode
label va’J%H%ﬁwE

flags access(2) Fridi

HRABHE I F ARG E EXT 44 B vnode VAR FE VI IRIRR ST Faccess(2) A1 E At A8 5 Vi FH AR [BI{E -
M, NSRS mpo_check_vnode_open AH[EAITE XORSEHIZEAL . BT, MHERE0; N, KE—
MNerrnoff » BEWHEH MRS EACCES, HTHHEARICEL; EPERM, FHATHRANE -

6.7.4.28 mpo_check_vnode_chdir

int mpo_check_wvnode_chdir (struct ucred *cred, struct vnode xdvp, struct label
xdlabel) ;
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28 Ui BiE
cred £1$1'§EE)U(

dvp &K, chdir(2) 8 H fJvnode
dlabel dvpHIRE&FRC

WM R EREERE B BT LIE B KU E4E Evnode - ALZH, MERE0; &M, RE—
Merrnofl » EEWAFFHAE RS EACCES, HTHHCEARILEL; EPERM, HTHURANE -

6.7.4.29 mpo_check_vnode_chroot

int mpo_check_vnode_chroot (struct ucred *cred, struct vnode xdvp, struct label
*dlabel) ;

28 U BiE
cred Eﬂgfgﬁil{ﬁ

dvp H Xvnode

dlabel 5 dvptH KELHIEIEFRIC

e 5 T2 5 H 1l chroot(2) F|Hi(avp)2a E I H 3% -

6.7.4.30 mpo_check_vnode_create

int mpo_check _vnode_create (struct ucred *cred, struct vnode *dvp, struct label
xdlabel, struct componentname *cnp, struct vattr =xvap);

23 HH B
cred E{ZM%‘EE)U(

dvp ZAK; vnode

dlabel dvpHISREEHTIC

cnp dqu:’ E/‘])J*ZJ'E"\ Z

vap vapHtvnode JE 1

MR EREERETEMESELAF, UAENZATMEME, HIL—"Tvnode. FMTh, MR

[0, &N, JRE—Perrnofd . BLEHAVERIY: EACCES #ERHTHRMOAIEE, MHEPERM, H
TIERAE - LLO_CREATHZ40H Fopen(2), EiXfmknod(2), mkfifo(2) S /)IH AR SEOZREHH A -
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6.7.4.31 mpo_check_vnode_delete

int mpo_check_vnode_delete (struct ucred *cred, struct vnode xdvp, struct label
xdlabel, struct vnode xvp, void xlabel, struct componentname xcnp);

28 U BiE
cred Eﬁgfgﬁi:{k

dve 3 H3Fvnode

dlabel dvpHISREEFRIC

vp BAR;, RN ER vnode
label vpHIRBEHRC

cnp v HIRLG 44

W R EREERETETNG ERLH T, MRS E4FHvnode - A, MERMEO; TN, &
[Fl—errnof - B IRMIG: EACCES, FTHRICANILEL; EPERM, A THURAGE . {#
Funlink(2) FArmdir(2), RFSBOZREBRH o FEHEZA D R B SR IA L 4T SLH —
/l\mpo_check_rename_to, )ﬂﬂ%ﬁﬂﬂﬂ?ﬁﬁ“ﬁ%ﬁwﬁ%ﬁ(% E ﬁjﬁﬁlﬁ E@ﬂﬂ” [3/% °

6.7.4.32 mpo_check_vnode_deleteacl

int mpo_check_vnode_deleteacl (struct ucred *cred, struct vnode *vp, struct label
*label, acl_type_t type);

S8 Ui BixE
cred Eﬁﬂgﬁilﬁi Kﬂﬂ&g
vo & vnode HEHIE
label vplRBEFRID

type ACL 23!

WM X TR R E T EIBRL Evnode FIAEREIMIACL . AiZh, MEEEI0; A, JRE—
MNerrnofl » EEWFH I IRGIY: EACCES, HTHHCARILEL; EPERM, HTHRAW -

6.7.4.33 mpo_check_vnode_exec

int mpo_check_vnode_exec (struct ucred *cred, struct vnode xvp, struct label xlabel);

S8 Ui BiE
cred 3314(1%@5)%
vp B BT Fvnode
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28 ViHA Big
label vpHISREEHRIC
WA R EREEIRE T E AT Evnode » X THUTFAN AR IE S AR AT BRI 5 - AR 58 22 T 4 40 FF
B . BT, MsRE0; T, JREl—Terrnoff - HINFHIEEIRMIYS: EACCES, TRt AL
fit; EPERM, FFAURAES .

6.7.4.34 mpo_check_vnode_getacl

int mpo_check_vnode_getacl (struct ucred *cred, struct vnode xvp, struct label xlabel,
acl_type_t type);

¥ Ui BixE
cred Eﬂgf_ﬁhﬁilﬁi

vp 24K, vnode
label va’J%H%ﬁwﬂ
type ACL ZEZH!

MR ERE TR EETENEIRL Evnode LA ERBIMACL . ALZh, MERE0; &), 5RE—
MNerrnoff - BEWEH MRS EACCES, HATHHCEARILEL; EPERM, FHTHRANS -

6.7.4.35 mpo_check_vnode_getextattr

int mpo_check vnode_getextattr (struct ucred *cred, struct vnode *vp, struct label
*label, int attrnamespace, const char *name, struct uio *uio);

23 T EH BiE
cred Eﬁi{%‘fﬁl{j{

vp %K vnode

label vplﬂﬁ’ﬁﬁ%ﬁmﬂ
attrnamespace i BB IS F 25 A

name T REMA

uio /O Z5159%8%t; % Wuio(9)

WEE R FREERETEINE RS Evnode FATBEZFERIMEZFHY BEMY . Y EEMSSIR
ICA B SR IS IR A] BE & T X Lo el M PRV E A TR A0 P « BT, IRIE0; &/, SR[E—
MerrnofB - BILHF AR IRMS:. EACCES, HTHRCASILEL; EPERM, FHTAURAWS -
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6.7.4.36 mpo_check_vnode_link

int mpo_check_vnode_link (struct ucred xcred, struct vnode xdvp, struct label xdlabel,
struct vnode xvp, struct label xlabel, struct componentname =*cnp);

28 U BiE
cred jﬁﬁﬁfgff%k

dvp H Kvnode

dlabel 5 dvptH RELHIRBEFRIC

vp HEHZ H vnode

label 5vptHRERIRIEIRIC

cnp  CREHE B BERENT R A A 51 44

M R R T AR S8 vpl € Hvnode B — 1 HI S8 cnplh € 4 T HOBERE -

6.7.4.37 mpo_check_vnode_mmap

int mpo_check_wvnode_mmap (struct ucred *cred, struct vnode xvp, struct label =xlabel,
int prot);

ZH BiE
cred Eﬁ-‘%ﬁ:%

vp R 5T A vnode

label 5 vptHRERIRIEIRIC

prot mmap PRI(Z Xmmap(2))

B 8 A 2% = AR R R4 B vnode vp Phprot8 R MIERTF 77 ZHE A TR S,

6.7.4.38 mpo_check_vnode_mmap_downgrade

void mpo_check_vnode_mmap_downgrade (struct ucred xcred, struct vnode *vp, struct label
*label, int =*prot);

S8 Ui

cred See #:6.7.4.37 Ti.

vp

label

prot FFPEFEN B immap protections
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RIEFEAEARIRC, FEimmap protections -

6.7.4.39 mpo_check_vnode_mprotect

int mpo_check_vnode_mprotect (struct ucred *cred, struct vnode xvp, struct label
«label, int prot);

Z3 U BixE
cred Eﬁﬂ%gﬁ){k

vp B Evnode
prot ﬁﬁ%{%ﬁh

PR E AR TR 4 Evnodevp BT N 725 (A FITE B (RIF S RO B VTR E(E -

6.7.4.40 mpo_check_vnode_poll

int mpo_check _vnode_poll (struct ucred xactive_cred, struct ucred xfile_cred, struct
vnode xvp, struct label xlabel);

23 Wi B BixE
active_cred FHEER

file cred '—ﬁstruct ﬁlei‘ﬁ?%ﬂ%ﬂ"ﬂ%ﬁﬁ(

vp B AT poll #1EHIvnode
label gvp*ﬁ%ﬁfﬁ/‘jﬁﬁgﬁt\lﬂ

B 1 2K AR TR O 28 FE vnode vt Tpoll 1 «

6.7.4.41 mpo_check_vnode_rename_£from

int mpo_vnode_rename_from(struct ucred *cred, struct vnode xdvp, struct label xdlabel,
struct vnode xvp, struct label xlabel, struct componentname *cnp);

e L] Bl
cred £1¢1'§EE)U(

dvp H %vnode

dlabel —':Jdvpj:aa%Ef E’U%Hﬂ%*ﬂt\la

vp FFHE i 44 fvnode

label 5 vp*ﬁ%ﬁfﬁ@%m%mt\la
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28 Ui BiE
cnp Vp’:F'E/JBZE’%

HREAHREMRE S ENE AL Evnode, vpe

6.7.4.42 mpo_check_vnode_rename_to

int mpo_check_vnode_rename_to (struct ucred xcred, struct vnode *dvp, struct label
«dlabel, struct vnode xvp, struct label xlabel, int samedir, struct componentname
*cnp) ;

S8 Uil BixE
cred £T¢1§EE)U(

dvp H Fvnode

dlabel 5 avptREXFIEIEIRC

vp # 5 vnode

label 5 Vp*ﬁ %Eﬂ‘]ﬁ%ﬂi%ﬁﬁ

samedir Mi/RBAR & WISIEF B 09 B 2R, NHE

cnp H #Rcomponent 4%

WEM R F IR ERENE M AL Evnode vo, BIEE HRdvp, BiEZ Nenp. WRTFEEDH X
#, Mlvp Fl1apel BIER HNULL.

6.7.4.43 mpo_check_socket_listen

int mpo_check_socket_listen(struct ucred *cred, struct socket xsocket, struct label
*socketlabel) ;

28 Bt A BiE
cred Eﬁgfgﬁi%

socket §1'$, E%?

socketlabel socket%%%*ﬂt\ia

WEMXFHRETENRITAEERT - &3, WEREO0; B, REERRmEEerrno . BIEHA
HHRYRID: EACCES, FTFFrid AICE; EPERM, FFIRAG .

6.7.4.44 mpo_check_vnode_lookup

int mpo_check_wvnode_lookup (struct ucred =*cred, struct vnode *dvp, struct label
*dlabel, struct componentname *cnp);
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28 Ui BiE
cred £1$1'§EE)U(

dvep  &MK; vnode

dlabel dvpHIREEFRC

cnp  WRERIAG A

WM X T REERETE AL EN H Fvnode FHE A E L FH U Tlookup_IE . BT, MR
|0, EN, JRE—"Nerrnoff . EWFAERSIE. EACCES, A THrOAILE!;, EPERM, FATRREAR
% -

6.7.4.45 mpo_check_vnode_open

int mpo_check_vnode_open (struct ucred *cred, struct vnode xvp, struct label xlabel,
int acc_mode);

2 ] BiE
cred £1¢T§@E:U(
vp ZAK; vnode

label VpE/‘]%EH%*ﬂt\la
acc_mode open(2) AR

MR FRE R EEEIAELS Evnode I LIZA BRIV A H Topen B1E - WAL, MIREIO;
TN, R E— R . B AR RS EACCES, A THRCEAILE, EPERM, FTHURA -

6.7.4.46 mpo_check_vnode_readdir

int mpo_check_vnode_readdir (struct ucred *cred, struct vnode *dvp, struct label
+*dlabel) ;

28 Ui BiE
cred Eﬁ—(fgﬁ;:{k

dvp  ZM&; H3Evnode
dlabel dvpHISREEFRIC

HEMFFREERETEINAES ERE Fvnode FiHfTreadair #1E-. BT, MBREO; W), KME
— SR R e rrno » BT AVEERRAS: EACCES, FHTHRCAICES; EPERM, HHTAUEAS .
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6.7.4.47 mpo_check_vnode_readlink

int mpo_check_vnode_readlink (struct ucred *cred, struct vnode xvp, struct label
*label) ;

S8 W BiE
cred EETZ'K{%_{{‘)U(

vp  ZAK; vnode
label va@%Eﬂ%ﬁwﬂ

B X EREERETENEL EH S vnode FHUTreadlink BIE. BIh, WERE0; FN, &
Bl —"errnoff - IR RHIS: EACCES, FTHROAIUCAL; EPERM, A TARANGS - 1Z KA A]
BEEE TS N, fEHE R ERPIT readlink WA, BiE B FRENITEZ FEIRRBRZH

ﬁ’E"Jreadl ink o

6.7.4.48 mpo_check_vnode_revoke

int mpo_check_vnode_revoke (struct ucred *cred, struct vnode xvp, struct label xlabel);

S8 W BiE
cred EETZ'K{%_EE)U(

vp 24K, vnode
label VpE[/‘]%EH%*ﬂ—WE

BB = FARME AR R THE PIREE ST 45 Evnode VAl - AZh, MEREI0; B, 3RE—"Terrnoff .
EUUFH PR IY: EACCES, HTHRCEAILES; EPERM, FTHRAE -

6.7.4.49 mpo_check_vnode_setacl

int mpo_check_vnode_setacl (struct ucred *cred, struct vnode xvp, struct label xlabel,
acl_type_t type, struct acl xacl);

¥ HiH BixE
cred Eﬁsfﬁ‘ﬁ:){k

vp  ZAK; vnode
label va/‘J%EH%*ﬂ:\lE
type ACL EZH!

acl ACL
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WM X T REERRETEIGLEL Evnode A ERAIMACL . ATh, MEEE0;, A, JRE—
MNerrnof - BEWHEHA RS EACCES, HTHHEARILEL; EPERM, HTHRAWE -

6.7.4.50 mpo_check_vnode_setextattr

int mpo_check_vnode_setextattr (struct ucred xcred, struct vnode *vp, struct label
*label, int attrnamespace, const char *name, struct uio *uio);

23 Wi B BiE
cred Eﬂ-‘%fﬂk

vp %Ak vnode

label vplél/‘]%m%*ﬂ—“\la
attrnamespace i BB S F 23]

name T REEEA

uio /O 25159485t % Wuio(9)

MR EREEIRETEPOLES Evnode FLEE L FZERITEESF N BEIENE . FHYT RE
P& 2 A FMC RIS AT BETR 225 H A A BB M SR NI AR - Ao, FHTER B A KPR BR8]
AIREFAE RS, RIS R ZBE SO ARTE R H ui o BB MR - (R IEERIT— M ERERIE, TS
Hluio WEMATEE AnuLL . BN, MERE0; B, iRE—"Terrnoff . BEWFH RIS EACCES,
FFHREAEEL; EPERM, FFAURAS -

6.7.4.51 mpo_check_vnode_setflags

int mpo_check_vnode_setflags (struct ucred *cred, struct vnode xvp, struct label
~*label, u_long flags);

¥ Ui BixE
cred EETZ'K{%_EE)U(

vp 24K, vnode

label va@%Eﬂ%ﬁwﬂ

flags JXfFIRE; 5 Mchflags(2)

B A R ERE RIS T E RN LA E Kvnode B ERIFRE - Ih, MERME0; A, &E—
MNerrnoff » BIFHMEEIRMS:. EACCES, HATHRCAICEL; EPERM, FHTAURAES -

6.7.4.52 mpo_check_vnode_setmode

int mpo_check_vnode_setmode (struct ucred *cred, struct vnode xvp, struct label xlabel,
mode_t mode) ;
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3 i BiE
cred EETZM%T{WK

vp ZAE; vnode

label vplSREEFRIC

mode CHFEF; 2 Mchmod(2)

e R R EERETERUGA Evnode FIEEHEE A EM - BT, MWEREO; I, KE—
MNerrnoff - B FHRENRGIS: EACCES, HATHROAILAL; EPERM, FHTHUEAWS .

6.7.4.53 mpo_check_vnode_setowner

int mpo_check_vnode_setowner (struct ucred xcred, struct vnode *vp, struct label
*label, uid_t uid, gid_t gid);

ZH Ui BixE
cred ITZM%‘EELUK
vp AR, vnode

label VpE"]ﬁi%*/ﬁlﬂ
uid FHFID
gid 4HID

HEH = EAREEIRE T ERIELA Evnode HIS 1 uid FIS Hgid W B NAEME - WRTLFEEF, HxS
BUEFREVOLE N (-1) - BT, NWHREO0; BN, R[E—"errnoff - FEINAH RIS EACCES, AT
FRCASUCES; EPERM, FHTANRAS -

6.7.4.54 mpo_check_vnode_setutimes

int mpo_check_vnode_setutimes (struct ucred *cred, struct vnode xvp, struct label
*label, struct timespec atime, struct timespec mtime);

S Ui BiE
cred EETZMEFCWK

vp gﬁ-‘ vp

label vplRBEFRID

atime VH[RIASA]; 2 I utimes(2)

mt ime B [E]; 5 Dlutimes(2)

T E A RS B BE UK Evnode [IUH RIS BRI FRZ0% B NS M - AT, MERE0; BN, K
Bl —"Nerrnoff - BEFEFAEHRIRIL: EACCES, FTHRCAILE!;, EPERM, FTHREAGS -
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6.7.4.55 mpo_check_proc_sched

int mpo_check_proc_sched (struct ucred *ucred, struct proc xproc);

SE Ui BiE
cred ET¢T§E—:)U(
proc &K, #HE

WEM R EREERETENNE S EHBREESE . AT, NHEREO0; B, 1RE—"errnoff -
W AE PR SRES. BEACCES, HTHRCASILES, EPERM, FTAEAGS, ESRCH, FTIRAAT W%
i

See setpriority(2) for more information.

6.7.4.56 mpo_check_proc_signal

int mpo_check_ proc_signal (struct ucred =*cred, struct proc xproc, int signal);

S8 MY BiE
cred Iﬂg{%ﬁfl{k

proc Eik; #HE

signal [85; ZIkill(2)

EMRFERGEEREDTEN RS EHELELERFS - 530, WEREo0; G, iRE—"Terrnoff .
WA PR SRAS. EACCES, HTHRCASILES;, EPERM, FTAURAGS, ESRCH, FTFIRMEATH W%
& -

6.7.4.57 mpo_check_vnode_stat

int mpo_check_wvnode_stat (struct ucred *cred, struct vnode xvp, struct label xlabel);

S8 BiE
cred EEMM%EE:U(

vp 24K, vnode
label VpE/‘J%EH%*/]—WE

MR ERE R RS EIAELS Evnode L HUTstat #IE- HTh, MERE0; FI, iRE—
MNerrnoff - BEWHEH MRS EACCES, HATHRHEARICEL; EPERM, FHATHRANS

See stat(2) for more information.
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6.7.4.58 mpo_check_ifnet_transmit

int mpo_check_ifnet_transmit (struct ucred xcred, struct ifnet *ifnet, struct label
*1fnetlabel, struct mbuf *mbuf, struct label *mbuflabel);

ZH 1iEA BiE
cred EETZM%_@‘E)U(

ifnet 2N

ifnetlabel ifnetHIFIEHRIC

mbuf ZAK; SRR A 7% B Imbuf
mbuflabel mbufFISRIEHRIC

TR M R P 28532 O R BA AR 3445 %€ mbuf -« AZh, MEREI0; AN, 3REl— " errnoff . EWEHK
R gmiS: EACCES, HITHMCAUCES; EPERM, HTHARAS .

6.7.4.59 mpo_check_socket_deliver

int mpo_check_socket_deliver (struct ucred xcred, struct ifnet *ifnet, struct label
«*ifnetlabel, struct mbuf *mbuf, struct label *mbuflabel);

2 Ui BiE
cred EE{ZMEGE){K

ifnet N

ifnetlabel ifnetFISEIEFRIC

mbuf Ak R %1 B Imbuf
mbuflabel mbufHISEIGHRID

WE M R EE TR T E IS E Kmbuf FEEIER . AT, NERE0; G, jRE—"Terrnoff . #
WA SR SwIY: EACCES, HTHMCEAILAL; EPERM, HTHRAGE -

6.7.4.60 mpo_check_socket_visible

int mpo_check_socket_visible (struct ucred xcred, struct socket *so, struct label
*socketlabel) ;

2 Vi A BiE
cred £T$1'§H:)|j( Z:EJE&#XR
so Bk, BT

socketlabel soE’]%B%*ﬂt\la
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TE R F ARG Rered 2B ERFH RS R REL, U, Hnetstat(8) Flsockstat(1)fif B HIFEF -,
BRIBEWNERE T (socket) . I, NERE0; HM, 3REl—"errnofd . BINEHAEIRmY: EACCES,
HATHRCAERL; EPERM, A THPRANE; ESRCH, FTHEMAA] WA -

6.7.4.61 mpo_check_system_acct

int mpo_check_system_ acct (struct ucred *ucred, struct vnode xvp, struct label
*vliabel) ;

28 Y BixE
ucred E{ZM%‘EE)UK

vp R i acct(5)
viabel 5 vp*ﬁ %Eﬁ B‘Jﬁﬂ

RIE FASICFI# T B EERIFME, WEZEERTAEBEIHE T

6.7.4.62 mpo_check_system_nfsd

int mpo_check_system nfsd(struct ucred xcred);

e QI BixE
cred _,I_fz]_({_a“q'{l[j(

T AR R E AR A BUA Fnfssve(2) -

6.7.4.63 mpo_check_system_reboot

int mpo_check_system reboot (struct ucred xcred, int howto);

e SR Bl
cred ETZM%‘@'EL{K
howto K Hreboot(2)F howt o B4

MR ERETENLIIEE A AER RS-

6.7.4.64 mpo_check_system_settime

int mpo_check system settime (struct ucred xcred);
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SH Ui BixE
cred 312’-(1%‘1?&#(

MR PR AP E ARG B -

6.7.4.65 mpo_check_system_swapon

int mpo_check_system_ swapon (struct ucred *cred, struct vnode *vp, struct label
*vliabel) ;

28 MY BixE
cred E1¢1§H:){j(

vp swapi &

viabel 5 vp*ﬁ?%ﬂ%ﬂ‘]ﬁﬂ

HEMARERRE T ERE I — MEswapist & fvp -

6.7.4.66 mpo_check_system_sysctl

int mpo_check_system_sysctl (struct ucred *cred, int xname, u_int *namelen, void =xold,
size_t xoldlenp, int inkernel, void *new, size_t newlen);

23 B B BixE
cred FREER

name Z W sysctl(3)

namelen

old

oldlenp

inkernel fi/RBVER; WRMNNZBOIAH, HEHE

new 2 Wsysctl(3)

newlen

AR SR AR T RO ST T T8 E Hsysctl(3) H55 -

6.7.5 i B E M

= P HARE RO I REPICHEAT BN, K5 R EHIICEA: - W R E TR ED PP
Hoo, dTUIRERRE, FALLTCERBRER A PRITE; RE . AR A — MRS O R ET bR
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CHTIEER . EFPRICA M BREUE B AE KRR HIN B - N ZARCTRETAERFRCE, 1ENEA
ZH . N REFIMCRIERRICR B BRIVMCREIRS . FTLL, ARFERE N RIFMEBEuT R T iRE
R, HUMASRABAE I L AR 35 7 B A -

6.8 N FH R 1A R L5

TrustedBSD MAC HEZEEL & T —HERTL KA TTE, SFEHEMSRMCHIMAC B OE, X R5E
{EREBRAR 2 FIEER, N P2 BEMAC PRic A2 F 5 flogin FERRER, LLUNCE T (A ST4ES A1 B AR S
B~ MG OS5 Z M TR - AR, BFEEZ X TR HBERGEHNFENE B e Sk .

6.8.1 SRHE - X bR iC B ELAPI

TrustedBSD MAC &K EERERI RS, R HET Mo —0 - SRS IR B4 H R4
HXTREIMAC FRiC - Qait, NAREF AT DU E B FRSRRE FIARC,  ToTR A oot 315 8 SR A ST
HEHRIG . FLERTE, Hllifconfig8), 1s(1) Mlps(1), {5 X LETREEIC 3 FHE: 1 AR L4450 - TR
HBEIFMCER - XEAPI U T XFMAC BHETE, b
i, getfmac(8), getpmac(8), setfmac(8), setfsmac(8), Flsetpmac(8). MAC APIFJIS T4 Al % mac(3).

AT FIMAC FRMEERFEEEZ: NEIE, FSRR EFNEEH R SR ARE

(mac_t) ; ETCFRRMINIER, (EATRMCERE T rERoE=, BT rAP 2REE B AP
Ao B—1PMAC PMCH—HAVMCTTRARK, HFS N TEE—NEW (&%, B HZxd. NEThNE
RIS RIS € — MR EMA T, HENTRTMEH 51%4 0 N AE R A E R E 1077 S0 T8
Mo SRASMBIEAXFRINE, EVMCTTER R NG T/ B, TEZRILLES 5. NHARESF A LUE
FIMAC HEZRSZHEAIAPL K5 — D 2 VMCENFIE SR A 2 BT - 834 M N E IR R
LAEFMER, WEEFIAMC AR X BT L & R AR NERAMC A v - i, SEH SR N E B
2z —: f#Hmac_prepare(3) M— M & MHBEIMCICEMERSF; 5%, #F Mmac.conf(5) Bl & HH
INESREATEREERRENT R - X SR ANEBEEETC, R R FNHRFENE R G KA
KIRBEHTEOLT , thBem A PR E S5 S KRB AE B U Z 2Rl -

ER: BRIRMMAC ARSI EEBEMNTERAITIC TR, Pra MESeL UL R R IIRPBRIET: R
PRCEH S SR F AT, WA BT o, S R EA N 2URiE - RN AR IESSE R
B, A LAER SRR AR NERFE AR T B R B O -

6.8.2 JyH FERERIC

P BT CEEMPMEE D, setusercontext(3) , T HEEHEMN, Mlogin.conf(5) HEIHS HAFH
FUE SRR RERIMAC ZE2PRI0 . M 10oGIN_SETALL #KE, Bi#& Y rocIN_sETMAC #FAMGTE B, X
Lz e bnC R MEM A P B SRR E -

W TP, A4 EHHE AT, FreeBSD ¥HEMAC FRICMlogin. cont I P RBIEIREHE, HE
Yt — S BRI TEMETS, setusercontext(3) APIRIIZRFFANES
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6.9 /N5

TrustedBSD MAC HEZE G NIZRGELI—FPEEF ISR, EEARI L LK ENIB A HIE R
WX S E, REEH FAMAC HEZRID B4 (1) % 2 bRc ke, SRSV R ] - ESRIR B RIE 6615
TFR NG AR ARG, anfHBSD IR MIE IR (credential) 5 SCHEERIHLAHIHI SRR, LA
EEMZ 2% (AIMLS #Biba) - LWL LIRFHEM@MEADR, FTUSHARIE, DT HRINEZ S
TRIRHIE B -
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71 YENGFREH ——vm page_t

Py 7 E T 45 Pvm_page_t DATUNERAITEE . WIH AR T T4 B R IS5
fvm_page_t TN, X EGE MAE AR T4 TUEEIAS A ) — D B -

— 1A LML TFAE 2 (wired) ~ 15 B/)(active), 251 (inactive) ~ 2847 (cache) ~ B H(free)IR7 - B T 7EZRIR
B, B EE—DNARERS R, KR TGRS - ELIUNCEE SR -

FreeBSD 9 & A7 UM B HITTSEER T — DN E M TSNS, DISEII T 0 R E P - B — TR AT
WRCEZ NS, BRI L HEN RO AL BB — 2R « 2 RERAF - UHESTL—MF TN, FreeBSDR AT
— M IERAFR T I TR S ECA AN AR B -

HAh, — AT LV — 5 R, TR — TR - BRI RS ST T AR
E” (ultimate locked) A7, — P TUA] LA TR EPG_BUSYFERiX—IRA

B2, B TIRASER % FELRU(Least-Recently Used) R M TAE -

B 1 iELeast-Recently Used B FRIFEME ;1.5 “least-recently” FRff N ALK, Bh “&E” |
HANEEIR N BOL R E &R . 295 “least” 1 “recently” FEENEIA, #BEM “used” , BANEE
RN Bofl/DER o X PRI T U SE R SRR AR ] -

— N IUEHE RV TESBIENIRE - RN, TUREHE KRBT TR . EUAFRSUES HEE—
BEE B TTRAS(LRU)ARE TLAARES ,  DAERABA 1R 2 — MEANIE BRI TIRAS - B sh B A7 i TURIR 5
— VMM RKE, (E#EIERILI B AREE - 78 85 BEX T E TR B IERB AR - FreeBSDRE AR T
AR B HBAS Y, BRDAORTF—EEE R H T, LASEmA N A 4B -

WS — A RER I U5 1] — D ANEE TR A AL T — BB A B T (B a0 238 AS N BRER AFBAS), — DA FESR
%\/ngggﬁﬁeﬁi SETRER - MRTURANFET RAGNFZE, HIRLAHZE, M T
ML AN -

BHE: Intel] A HICPU TIEAECRIT T, AT FRSCBUEILAAT « = FHhk Al 25 (R0 BEE H SN AERF, TIIE
WG, SIFUAHIEEENAE N RAESEANFR, CPUSFA—1 “HR> | BHRIERG S MM SR &HT
e, EIUNAAFENS, GG HFENE - XD R HIERERSEMARF T Z AR T
ik, REECPUME LIS MR F BRI E RS AR HER I A EVLHIAER - 2 W intel ICPULRIT R
T4 F it -

FreeBSDENASHIAEE TTEAS, SR A BB A O TR AE — & S AL L, R EEE AR P Bt
EEEMNAREEI] . PR L EERE T RENAFRITE « XFEFTF# fpageout PP RESE IR,
BIEEEARTEE (S M T E &R D) « WAL 95| BTEBRR (B & E A TAELRURA S B AL & Bl
ANFITHERARE B TIRAS RIS B) = ELGIAF BB AERR S [AERE T, ANt =55 - FreeBSDHIVM AL 2R H i
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E DU P AR R B R KR — DS BAVEUE, AR — TSR/ IR B R SEFEE - aX AT LU BT fiR
5E fATS T 2R/ 3l — D DB RS -

7.2 Zﬁﬁm%ﬁ%,@\%*@%w_object_t

FreeBSDSCH 14— “REANNFEXS R (VMA SO AR - VMO 3R AT LLS SRS BRI A 77 LA U7
FESE &—— B H (unbacked) - ACHi(swap) - PIERIR & - M- BT I RGUE AR B VMAT R E
BNEEE—CF RS, BT X BRI S R S — 1 -

VMG AT LIHE R 8 il (shadowed) - ‘B AITAT DL HE AR H & 2R A VMAT SHER A TR - Filan, LR —
NZHVMAT G, B SCEVMAT SHER AT . DASCEIMAP_PRIVATEf mmapO3&(E o iXEEA AR IRIE
WA DU SR SR A P RE R L =, B E AR Bl (copy-on-write, FIT HEIHF RS, PURA Hidk
2318 -

REER, —Tvm_page_t GHMEEE—NNZIAGES — N VMIT A REL . VM S A A LISEH]
5 SE A5 () = AH R A T

7.3 RGN —bu 45 H A

vnode VMK %, HLOISCHEVMAT %, —BFREAES T H CA0EHE (clean)/ RIFH dirty) (58, TIAVKIS
T RGRE B AREHESET - i, AVMARGEF D — Y E TTMEX N RS Ees, VMRS
BB NB LIRS A TP N EIEEE - BN, U R E RIS S 8 S0 TeRE 12458 4
NN F VM) H DUE#ERE -

FA SR AT X Lo B ) SRR AR BT R AN SCHE RGTR AT, struct bufBiop. S RGHERN —
DVMARE R ERIERS, B8 2R PR RANXHER 7 BRESEstruct buf, FH HFfstruct buf o BRI A
FEFAA A (KVM) = [RIRERY, 2 A/ Al 5 25T R VMRS SR 0 B Bl buf 5548 (R, IR J5 X buf4s
ST RN R - TR Ivm_page_tFERI A HIARLEE BRcy It - XHERGRFES

T XN TXHERGEREREFAERE G, XU RGTR A ERE S VME SE T (hard) B2 FRE LS -

FreeBSDR & — & £ & 1) N AZ K2 FUL N A7 R A7 il struct buf BRI, (ER X ebuf G4 14 R %2 s BT 1) -
IXEENAZ R LA DU RA OBRSS, HARBI A EIRIIRES - PR, YEEIREF R vn_page_t ]
—IIEE, AR RGRFITIEE - R, BT RS AR B A, A fTTES BIBR S T
RIS AT R A AT RER R - (HR, MTEREART AR AN, BrLUXFH A S w R -

7.4 B TIE —~vm map t, vm_entry t

FreeBSDRA) TR TTREEII M\ VM ARG 40 B8 T Hiok - KRR TUR AT DUBL RS 2 (on the fly) B EE, FF
HIBEFEHIA N R —IKIER) o FFPRATTR, WINRZEERIAFA(KVM), 8 H R SOK AET B XS TR
B IR -

FreeBSDiﬁﬁivm_map_t%ﬂvm_entry_t éj:*@q%‘ﬁfijﬂmﬁq:‘vm_objectsE@%i@ﬁt‘?@%Bﬁ%ﬁ%ﬁ% o 1
%@%ﬂiﬁ]’%E/‘]}J\vm_map_t/vm_entry_t/vm_object_t ':F'ﬁ)%ﬁ'\ﬁl‘]/ﬁ\ﬁHfﬁED QE%EEE‘3~F %ZTXEE@JE/‘]

“%ﬁﬁfXE%’ivm_object*ﬁﬂéﬁ%” #Kﬁﬁﬂgﬁ o vm_page_t &%&%%&%?%?‘JEES Z7Fﬁﬂ\éﬁfﬁ/‘jﬁi§
oo BTTRBAAR, —Dvm_page_t IR DIBEER S| JL P pmaps - AT, HTH TEXREIRE, Fitt
EX R A AN [F— A5 2 5 HF—vm_page_tZ5H04E, iXFERLSEIN T B8 X 38(board) U2 FF S — -
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7.5 KVMZE i 5t

FreeBSD/# FHH KVMAF & P& FE R N AL L5 #  « ZERVM A B KA B SRR ST RT R 17 - Bk
Sstruct bufLAH RIS -

A4 Linux, FreeBSDANE AT E HI4) B N Z R ZIKVM A o X & BEE FreeBSD ] LIAE320F & FEHHE
HAGBHINFECE - KL, WWRmmuGFEETE: FIEERTE “NAFEHHEIT” . “Memory Management
Unit” ) B EWHIFET], FreeBSDHEIL EAILIZERNI P& L EH KR LSTBMNFILE - AT, KEZHB32FH
HEEBLSTAGBINTE, X HEEE— 1L -

BILMHLHI AT LUVEEK VM « EEKVMPEZLHE XIS ECSS (zone allocator) » XI5 AL g & HH
EKVMATAH, BRI WEE RN, DUE IR — R A A S5 AR 0 BE - /R AT DA A
Avmstat —m — M ETKVMA XAFEFREN -

7.6 ¥ FreeBSDIHENE RS

TF & W [FI%% 71815 FreeBSDR] LA BATEh-S AR AL - —MORUE, BR T NIZELE %
WimaxusersMINMBCLUSTERS, VRN MM FELAIEN o XL IIEAC B L T(— M) B FEE
T /usr/src/sys/i386/conf/conFIc Fire 2« BV Al FNIZEL &5 A a]
E/usr/src/sys/iiﬂS6/conf/LINTEF':ﬁzZI:[J °

E— N RAGHIEES, R RERE MnaxusersHE - BUBETEREIAF 105128 - FE, o FEH
fimaxusers BB A BESFE RGN LFRAT HAOKVMAH g, 5 ETCIETIENAIERAE - BT Rimaxusersi®
H—NEEOEIE, HBRINEE®I, WnvscrusTers, RIGINFEE BT -

WRAR R G Z A AT I M4S, RFeEi hinvscLusTERs AU{HE » EUE T BEHE B 7102424096 -

NBUF LR E ST RS RIS E - XD SRR E R GEA] FH R WU ST 3 S A/ 2 7 FUK VML
. IR ITMSEER-HNEFRAERRR - XS EATE3.0-CURRENT 1 LUS B A 1 Bh S
T, RN ST AT o AT RAEFE Eveur - ERGATHEE - KIESFEEHEF IR
IS RGUHRE; RRIESEA TS P D TTE, AR IS TAEZRIRE -

BRETEOL N, FreeBSDINIZSRRERS B AL o R AT LIFE N AL L E S Fmakeopt ions TREHE
i (debugging) FILALIRE » TEE, IR—BARIEH -9, FRAEIRBERS R A L = A2 AR AR (B ) 2 TMB B
CESR
makeoptions DEBUG="-g"
makeoptions COPTFLAGS="-0 -pipe"

Sysctif& it T AEIZFT IR AR AT A 3 . B H AR EIEE EfsysctZ &, JLHRES VMK AR ZE

il

BT VMAT R SE B RN B —L . e, N2 R AT REFEUFS/FRS Ui R 4t _F 48 H Soft
Updates - 1 /usr/src/ sys/ufs/ffs/README.softupdates BERXTWNFEEER -

Hix, NYEEEWEZIHEE . RN YEFMYEUE FRE ] X, &E4h, ERER
) < TAE” BEELE o RN EEZD2ET ENFRISCEAEA; BROIREE % NERTE, CH0 XIENE
% o IR RS FERR B E P R RN ECE R E L KRN, LGB R EE RS X
T o INERARATE RGBS N AW 2] (crash dump), B —NACH XA E DS FNFE—RE
K, /var/crash/UVE B HIZS (B AR -

NFS_EHIZE 7 X AT DIARLF B4 XEUE R ARG, (BRI FINFSAR S5 &35 2483 TR B
VEARBR A
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R

SMPng— (@ |

U * O John Baldwin Z Robert Watson. HO ™ c .

8.1 25k

XA SCR H I SMPng ZEF B30T 5 55 HIEAT T 04 - EESLIE T EANEEMER TR, BEE
K TFreeBSD NZHIFED SHUTIEAL, & FHRIHE T REARGHRIBERR, Himd T ES DT REF5IA
ABRLEE R EP R SE B AT LR R, SR SE IR, F DU R M T LRk B, I
IR T AR PR R O S B T BE P AL A B AR

XA SRR S M, HR AW B 8T DU k5 SMPng T A R st 5 SCE B L - HA G
Z/N B FARRN, BERNSFEH N EFRLNE . RTXD IR, EA LIRS -

SMPng HJHFEENZEEB I L HIT . AR L, NZE—TMRRMERIET - ZiLNIZRENE 2 &%
AT, BATFREFAREEE S EREEFESINTAZIMN TR, XEFEELFEmutex) - 24k
{(shared/exclusive lock) - 155 & (semaphores) 155145 & (condition variable) - R AE T TS H
ESMP Rif, EZHAHb 2, —77.

8.2 EATHE FBirHEAAiA

8.2.1 R T BAEfRR S Ml

KTNFMMRTRIFES EERREN AR, FHX = ATEN LA TR G - WS
Z, MRENE-ZE EEW, BTN R OB E AT IR E . bR, AR TER
FETEREN AR ERARNIUY, EHARIEATFRIER B - 52, AFMHEARIECPU R AR
WA S R AN AR B BN 7, TR AE BRI B R CRIP AR, T 8EE 2N AR 8
HICPU Bt & A I - FFANFFMICPU AT A H ARG A7 B A7 i 2k i PR BE R P LT A B R0 - (EE R
if[A], {HapREECPU R —EdETC LT IR T#RAE, MW —1CPU LIRRIE, HATRUFIEIEE, X
NFEARBT ZREME T ERE, WE A CPU AL .

fan, BostE—RBRET, WHEEFEE —2RRIES) PREEZT L, S5 —CPU L
RIFTHAER, HECPU WM Al 00 [/ — PRIBUCR A 22 L2 S8, RN
JE W AR FERARIEEATRE -

XFE—, TR IR FHERERIF AN BT TR 24/ 0 . i, 7652 Hsleep mutex B, FA(]
WA Hatomic_cmpset A Zatomic_set KFTHMTX_CONTESTED fif « iXIFMIIRAE, FATFFE
mtx_1ock WEILEIFENZE, FFIRIIFTERE . R, FATLBIE RGeS E, A GEETA 11T
FREPIERRP A EDI - Ft, Y#iTatomic_set B, FATRESH A—HFITEN, MAREIHFI TR
%E"]ﬁﬁ—/l\ ° ﬁﬁjtﬂz‘gﬁiﬁ_ﬁl\iatomic_cmpset ﬂ%{%lﬁﬂﬁﬁﬁﬂ] E/‘]{%%WTE%%%?E/‘]E#, j‘ﬁﬁﬁgﬂ/‘&“%ﬁ
T8N -

B, RFRERARTF—IREFEOE—NNFRIC . FEEFHERZ AN SITN, By miE e
HET - flan, RFEEFWAMEELRERATTEGERR, SRS, AN IR R FHRIET -
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8.2.2 &5 58

B AT ZRE AR - SXPTRRRRIAB], AT ZE A O T AT U R AR B A RSE - SR,
AEGRIELARHMR), T2 RN L% 2 ikF — 2B A(E . ARSI RS T3S RIE
BFZE BRI -

FFMOTEE s B, ERTLIH T E I E A AHEfR B, T s MRSy S 8 o X R I o0 R
BT

5 RO IRINS RAHE - AT DUHZ D BORRITF — it - 8, RHREE AR — M EsiAET . R
. WRFEEEAE, MFZELLENES . X KRRESRIEONRM, HHATRELE A A
[FIEERT AT REAE A - B0, SOHRESREHE RN Zproctree_1ock sx WA FEmutex fRIFH  7EH A
ERE BRI SOARERT, Fproc BIHE N A . HE, HE LMY, flilinferior XA EEL LIE
FHESREN LTRGBS T, B, RETEIE R BT BT REH
LERPTIRIERS, ZRTeER FHROUKIB R -

8.2.3 LHPIRAMELE R

WREFZEHBORARFITCELBIPRT, FHRUHUTRLERIER, BARNIHEREREZ N H
BB, FEPTRIEZ AR . PR EFRATE, XS S AT MATRE RS .
B, AEFTHIING | & EhELE R Z B, DTS IRTSF EBIIRAS -

8.3 LAy L5 B

8.3.1 X AT 4 B

5% £ HEZHFEUNIX NI RBAEE ML, FreeBSD 2T T MR F ML &AE R0, 3X
FEAERSLL P AAE A B B B BHZE - (B9 Tl Se AL EERIEIR, RIWrERAEAE N, R DS REfft
TPty Hit, FWEERERANPITEA, DRBSEEENRERE . i, T2 0ERERTL
DER—RWARE, PRI ANRRER, BUEM AT RESEURIRAOBT, DOl R H e I AR I
B, o

H A fEFreeBSD 1 HHIT AR R TR B B TR « IXHEMIPFENTRIRAET , 2 Pl A 2 i
IR LN SO - HERANSEIF, ARARFR L, BRI RS e b, 20
LR N EAE L ZEEOR B P S 2 E A RERAT -

9T PR OE SIS [F][R]R,  FreeBSD INAZEIAERA 198 U SRmS - HAl, HARARmutex 804 £
HIETIN A REFOMT AL R, (B2 B FRR fEFreeBSD LSBT BT A A 240 o7 2R B2 SRS -

FEAEFTE B T AR R B ML PR AR | R U T - MR, RN 2 BEREAE M BT
AT o XL ERRY, BUERE R a2 PR PTG ERRE, RO RHEARRCR R A% A A
T INTR_FAST PR RAMCX S A7 - B B AR B W fl & 010 & PR X —RE . BTHiXEs
HEFEEMILF LT, FHMEN#ARERGHEES, Fittst g8 H B Emutex -

&E, B MR RER LI, o LAEMD REF R o B Rl &R S A% L
FICRPUTHY, BT LUE AT DUME B R GARE ) vmspace (R TN fFHOHEZS B BRIL, fERER N XY,
DIHR 2 W AR H AT HRNT R ) vmspace, 172 18 I W 22 ) vmspace - AR 1 FITZEAR ) vmspace A~
TEFWT AL B FRHVE R, P TR W R AR AN 18 A Hovmspace Z Bl N ARTFHATHT - NIA$EEIAB I
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W] BEAE P AR AR PHZE B S A 4 - AR PITERAE A B ZE, M E IR FB IR H B 2/ L
WX, XRER, AT DUR R T AR T -

AR AT EA TR B RAE S, T ESEI B e, it B FEX R RE T R KR P Rk
EARRA - BEDXE U AT REL BT R, T S SE ERATRE S T SR RE TR, By LA BT
ACPEFE PR 2 SLAN 2 Ry B(Giant) FHZE, THXFPEHZER A TFH ZAARREIE . H5h, Mike Smith F2UICRA A
— T R AL B LR AE

L AW R S B Sy, — D EE W B SR T I A (predicate) FI—1ME B CHIZAE BT
HHAT R ERFEF (handler) -

2. G A ERRE A A, S A TR, BT E A R ERREE, WA IZ PR e
B, NEAFWHRE - REARER, 50EPEEER, R LR HRER -
XA E SR R L N I AT RER AR R B 2R - RN A TR RE A B AEAR R —

B, EMIERFNTR, MiZEENHRERER F X FrTIE, UE#E—PEghl s
B, MEERERRER T TMESER .

8.3.2 NIt 5 Sl 5T X

8.3.2.1 NI R

NAZIE G RIBERIR A, HEARIERCPU BN PITI R Em I TIE . S%, 2OEEABI T E
XRE . FEERE, ARX NN e T, UETEILRFR M ESEAER-

SEISER BN 08 FEREREITIERREF RGBTSR, RETHRERESTHT
FHIEAESTRIEAR - QnSREIXRERIE, ST — IR B R SCUIHE LB T IR T4 -

RUEBRERSAEIE ST ORI ZHEURE, (BN AR Ll e abie S/ - flin, WRFFA B gmutex
MIZRERIE s, MR B ZERE R — B iEmutex, FrEAEM AT fE—EHIE N £, BOVB PR ISAE Al e
IS ENEBAITT - Mo, FLRIG, FlanfEAlpha FMexec X HFFEHINEZS A1 905 T IR E ARG A
REREIBRT, RONEBHRSFFRR LN AU A AL BT, Sl (57 DORIRR 25 A e
oo

8.3.22IHAKX

([ 5 X AP ST SR AR I R X P & A B SC e - ST et G S, BR T HRi&Ez s
FIEEERREIE M set runqueue BREIEWT S o critical_enter FI—MLI X E2 % E —ELEAEIMC,
FHEHEX N T TERR - R set runqueue IIRE TiX MR, MITCIRFIEIEFN S A SR8 b AL e s
&, #ASEERS. R, HTIRAXSTE iEmutex T8 % LT X, mEBEBREREZ 8
JEmutex, FUbIGFXAPL LASHHRE - HTXNEE, BRTASEIARA TIREITE, MAXIGERD
HILRFEFRAE

N T R ATRESEE NN E], FEm A XA EHE SR, MARBEREER - RERENHIel, HigE
HALEAT, MHURIERELTIHAX, MaxE -SEREINE, BRE — AT IERERIE . S5
BilnA DGR R, SREX—E, MR EHEMS, NAREESHEeN, DarE&eREErin
B1T

Hilr 25| & — N F1 B Emutex R AIAIR . WSRRE PTG ERFFED, ERARE WA 7R Z %8
IS, DB AT RER A RIRIREIR S B Ol - BT, X— LA &t 5 X API
Plepu_critical_enter ﬂsﬂcpu_critical_exit REEIEESEIA) » B EIX—API &1 T EFreeBSD AT
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FriF & EEMMER R R - XM AR RICE), (HEESHEE, WEASIERMBSCI. Hig
£, X—HHBIAPL AR EE S E L M LN SCHE Blgmutex 6/ - 2810, 9 TiLRESE MRS, EHHE
T A A lEmutex, EEEFEPITEIRTX L FFEIMI AP AR HRBAMD APL, JH AEFREEHTE
HIMI API i H fiEmutex SEELH B8 AT RES A AP AURCR « WARFATEREZRM TiXASEELA 5, MIMD API A]
RERT 2L, DI BH N —BHAPLX — 55K

8.3.2.3 it ®
WEITEREIR), M52 GHIESRRMREIRER, REUT —SEr R 055 -

FITRE, BEREFABELECPU KL - BUxEANTEMICPU, AFIB, HAA LRI
o4, B EAREMLEHE2 . RCPU B £ —{5eon] MEESE A TR, M b, Bl 17
HCPU A DI E X —ifrece, iXHERVE I MU e ikm FARRAEIT T - R, BHEW1CPU #Eit S5
BiE, FHEEIPLAANCPU X HES, HEMMRIED TIERRMG @ e - Bk, HiifREam
#ICPU B U1 EH ML R AEAR - WEERXHEMUN 2L RGO NELFAPIRAS, BACPU B & ZHATILSE
B A2 AR LRAE o

55 AL PR R BRI T SR SR R O AZ AR R SLRIIE o - R AT T E SRR S ERER I BRI TE
RIS 2 O BB T (SRR HIm 5T X EHIEH) - T, W2 ENZTHITRARE, FREZ AT
REL MBS Rt 2 FHZE SR E A P - Hit, RNGEENX AR T E AR RNEEE, TN
FIRERTEIX LA S | BRIR BT S8 e 2 BNl & o I XFE—2, CPU WL A TRIZR 77 LIBL & 8k
BRRPT . HAROREZIBHERT SRR, EXFEEFERZAERNRBEEFER - W, RN
AERSRE xR B ZE BR [ P S AR M AR IR T SR 2X 2 S5 B, I BERS % 2 RSN B ST «
Fit, BOAMGOT, RAEERCIEENARERE LR, 1654 & LAHITIeRrRE -

JEFET ST A NIZ &R 230 X TR IERE R, A ES BB HFE LRSS F(race
conditions) « FEME RN LETE RS R A FRSS R, X BETNEER . Eib, |ATERM T Wizt
WiFULL_PREEMPTION &2 FHEI N BT WAZLREAIE E, X & EEH TR EN -

8.3.3 L TH

AL, LA —PCPU BahE| A — P LR RRIETR - 3R ST, XA SERE X
M1, BN Fns1eep BOREIZEF AN A &L - BE, RSN, Pl GE LA 53]
By, HFEUTH - XTCPU RVHERIEIETT =X AT RER W R —LE MMM, K PRcurthread Meurpep M
SRR AT BRI E R R P R AL . T ARSI, HERZ R IICPU AHEEEI 2
B« Xt R LB LT, DIRGIRERCPU R H £ -

A RIRAIRAIG R KR aiTR, W (TR E T3 - (B2, SoaR TR — T 75
BB, BRI TS ST S BRLE M BT AN F RIS - R, $RHT B—MAPL LU X i
PRI, RRGEBEIR—CPU.

XEAPL WA EREZES], EHAERREM . XHAPI BFEMWN DKL sched pin FMlsched unpine XM
NEHAFEBMABRAA NI e d_pinned . MBEREHEATE, WAREEBIE, MARIFRBTH
Hig B onE, R TREHIRE . FrEMARREIT, BRI &R L TE R
Flsched_pin BFT7EIICPU LiEFF . T RAGEHCASHET, MRELCARESEHNEREE
BT, B sched_lock Bl A £EHEIEL, WV Mtd_pinned Fb LB sched_pin BI¥IEFHH
BRI, Misched_unpin MIBFEBE - R, XECREIRIEL AT, FE R ES T TR BT
AMHICPU | o BB ERARFESTER|FEERMICPU L, M RA# FH sched_bind fllsched_unbind e
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8.3.4 i Hi(Callout)

WEHLHl imeout RFANBLIRSTEM REL, LUENsoftclock B MR —H 0 K0T « FHRET
Pl 7 R S B S BRI 2R AT, FRAE KL TERE AR 8] [ 8 P SR (At A R R -

HKiktimeout (FEI) HHEHI2HEZH—4 Fmutex, callout_lock BRIFHI; FTE X timeout FTIA],
HAL I E e EF X P mutex - Zsoftclock MRS, BRIAMARPER R, FHHHREEhAIARLE .« bk o i
J\E}?, softclock Zﬁﬁg%ﬁlﬁﬁ%?ﬁfﬁﬁgt imeout [Bl1 @ﬁﬂﬁéf‘ﬁ%ﬁﬂ(callout_lock mutex o ﬁﬂ%?ﬂ?&ﬂﬂ
M H W& carrouT_mpsare b, TIZEHA AL REZ Fl, D2 eR/me, HEZ K. &

E, callout_lock mutex %E%Zﬁﬂ‘fﬁﬁﬁﬁﬁ(ﬁ?@ o softclock 1ﬁﬁ%ﬁ¥§ﬁﬁﬁ4\mutex ET%\EIE'%'/JVB@{JM%
FFRE—BORE - WHRFH Toiacnostic, NMENRKEPATI A SHEOF, R THE—BEE, T&
FEEES .

8.4 ¥ & BIE B R IG

8.4.1 £

struct ucred & NIZ N ERRI IR, Tl F1ERN AL IHTE R T W AU A2 H AR - BSD-URAE
FIRGCRA—F “GRE#H] OREDRGNEERESTE. F—REENETREEEZ N5 A, WRFEENH
HATEI, MEX SRR E S - B2, RNEEEIZGIH - B TAEFT R B T SS 8007 ()45 i i 3 B
BT A, XFESWARITT AN - i FRRI40R EERISMP B, X —8 th 49 2217 K & i
1B, WA REREZMZI/AGESLEMEIL, FmmE g 770 A L= EIRN R [F R AE -

BRI — 5, BOANERTER; SRR 2 RS, SN REL
KM . cr_mtxp mutex F TR struct ucred BI5| I, DIAEIFE 20 o S IESART LI7E
ARG, BE AT B NN EH A F 8 6 T R R R -

struct ucred mutex & —FMmutex, HTMHEEZE, Eifidmutex ML

HTZHETUREHRE, SIEEEEL TR ume, s —&NFH cd_ucred, FAE
ANRE LB YEINFRETEN, REMEFE B VIR Eproc 8. QBB FHERIELIF
JEHp_ucred, U\ﬁ%fﬁﬁﬂq’%ﬂ@%ﬁﬂ Bﬂ' E"Jﬁ?&%1¢ °

WP A R R PR A R G 2 E AT U R R T, Wed_ucred HATURIHET N 24 B #E R
B o IXFEMEETS R A USR5 - RS BEEF R AN NAZET, SRR cd_ucred T8
ETRE TR p_ucred, LAERUEPNAZ T ]2 H] 88 FH 215 1 5 18 -

8.4.2 U R FF RIS R A R
AN AR e I SN

8.4.3 Jail 4k

struct prison PR17 T T4 AL E T jail(2) APT A jail FTAZIMEEEE - X0l FEYLL - 1P
Hiht, DI RERE - XS E S AT, IR X — A ARSI TR S EE S M R
FZ B . FT — 1 mutex, pr_mex RRIFNSIHATTECL LT il 595 EF 85 R . B—
tean g Qe ail IR ZI & AL, RFRFFE A % struct prison 7] LIFFIAELX(E T - R TEANTHE
B EBIRIERISTR, P Esys/jail. h FITERBHHRE] .
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8.4.4 MAC HEZ2

TrustedBSD MAC HEZE % Dlstruct label FTE AT — RINPRLNT SAVEHE - — R, PIRZH Blabel
(FREE) 2 5 H R A AL G [RIRE B ARA ) - 640, struct vnode _FFv_1abel Fr&s & HH Fr#Evnode b
AJvnode BRI HT -

BR T A ZIVMENZS R PRS2 5N, MAC HEZR T/ E 4 —H 6 & S M RIEOE SRS 1515 -
REEFEFTITECH — 14 Fmutex (mac_policy_list_lock) PR - HHTREAS[EIRS HATHIHEAT L V5 (Al
O, XIIRBE R AR, FERGRIT TR, REZEROA O TR E E S FFE X P mutex - MAC A D#R1ER]
R HATFEKE AR W mutex -- HEERAE, FlA03CH RGN S PR ERE-- BFFEAN . EBELURRS
=, PIANEEMAERR A SRS ET , FEEFE hmutex, T HESRS|FHITECNE, DUB G 7RI BT

B -

N TFREEBREANRERERLE, R T — 1 FHFLBmnac_policy_list_not_busy, {HiX—%
g AR AR R CBE A RN, SNATRES 5 A B0 P AR - T AR MESR A L
Eafmis T AR A BEER: Sx BIRRRTET, SFH51FENRERTILRERT LUK
BE, TANE VLT EAEMAC HEZR A 1 (BN ER) BB (8] B398 A 0L

8.4.5 Hikk

MFERF RS, ATRIPERZEIRER T — D88, e — 1 H2AHEX) 8, F2IENFE
REECAEZEHMBR T, B FATHRMAE T LA 7 5458 FH B 2R B AU X MR Rl X 22 A] B
fEsys/module.h FIHE], HAEEIEFEAEAT o XMBRY I EZ Emodule_t (4 DIFL=T750 E8) fl4
JFiffimodulelist_t iIX P MEMA, DURISR o LR — DI X USRS, BT
Ekern/kern_module.c IR .

8.4.6 Newbus & &

newbus ARG T — Tsx Bl o WHI— 7 NFFE HZ L) Pisx_slock(9)) 15 B— 7 NI FFHHEHB(E)
Bi(sx_xlock(9)) - NFPRE—MATFESIT 2B, moMERA] WA N ARE T2 L8 - B LT B AT L8,
IX eI B AR AR R HER), (B d0device_get_softc(9)), HMH NS ETTREM - F% newbus EUIELEH
FIEMAEXT TS R, R B 2B, mABeE A EREHTI -

8.4.7 &iH

8.4.8 LR
- AR R IREEHE
- proc PN HS%
- FE RGO AN R R EAERAE Bproc THAIA, & #Etd_ucred
- HREIAIHRAE
- AT
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8.4.9 &5
IR T BAEM TRE % Fsched_lock HIS LR .

8.4.10 Select FPoll

select Mpoll XM PR VLR FHZEF 5 SUMHMIATT LI B WHITE DL SR 2 5
AIEEA]E

8.4.11 SIGIO

SIGIO AR5 fo vt R T SRAENT € SUHF TR AT BB RS R 2L 2R (LR, RESIGIO {5 5 A& 28 HtREd -
EBHEENEN G, RAr—# R BAEEMSIGIO, X #H R sHFRLHMR 78 E (owner) - B—3C
FFSIGIO {EMHIN G, #E & —FRETE, RN EREMN vworn, HNE—FEFF#HRX—FEM struct
sigio FIFREN o iX—FBHl—4%Amutex, sigio_lock fRY" . WHISIGIO 4Ef/ sEES, WAL “f&5IH” 77
B —F B, DU ERA LM B AS 00 XD 7 BN RS B R AP -

A REREHRREOARRAN TN G, # 2 9H—struct sigio £515, FFEIFIREIZ RA0TEE - BE -
EEELE B, UARTE-EMN—BEER - 8 Rt i2EH 6 S — 1 CEMstruct sigio G5H9 1K)
GIF%, FARERUEp_sigiolst, MIAAREEMNEpg sigiolst - XELR AN KPS HBIRY -
BR T FH LR struct sigio ERERHREH FHsio_pgsigio FEZAP, fEstruct sigio FHIZEFBAEE AT R
HEAZE. —ME, FFRANRTESEIHAISCRRSIGIO HIABN RN, 27 Bk 5 75 FHSIGIO SCHF K
., flinesetown Hitunsetown FFALEMAB], LI RFFEALTFBIR 2 /RSIGIO B 7] BT . 18
A LUEI IR A A R BRI AT ECRIAELXER B R, BN, T EERIER, SERSIHENEED
SRR AT ISR BRIE, BT DU 2 -

8.4.12 Syscitl

sysctl MIB RS2 MNAZNES, LR SRINART RGN T A - X251 %20 A
BIE BRI H—R g 4 = B REIREa R, B2 5B sysctl 2 O U5 R B 2E 250
BRECZ [FIIACH. - HH Tsysetl A EIES HEZBE) NZSUTEGE LUKELE S, sysctl HLHLAALE X
oA = AR B BIE - HET, sysctl fEH— 2 Risx BRI sysct 1 #IERBITIL; SR, XEERE
FEH2RPRPE, I LREREE RIS - X—7FERFRS REE N8 LS fsysctl #1222 Bh0
o

- T B R sysctl HHEFTFHATIBRIERNUT, MWRSERIZIBME « copyin Flcopyout~ EH{H, X
Hcopyin~ 8 EIHME - E#E -~ B8 copyout. —fMsysctl HEcopyout IH{EFH 1% E A Icopyin 1%
BEEE, BIRAT LR IHZC AR o SR, 5T FTH sysctl L0 BRFE 7oK FH 28 — RS Z 3B r Bl E T, 58
TR AT RE B AL — L .

- RFTHEE I, sysctl AT AN — T mutex F5ETE|SYSCTL_FOO Z=FEEM A o 1X%f £ £lsysctl # &
BRI X T Hsx B Higmutex, EEFRE—KiRmutex Z MRS, 7] LLFSYSCTL_PROC 7 A,
RSERLIER A L4 -
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8.4.13 1£55F\%|(Taskqueue)

Tf%ﬁ)\ﬁﬂ(taskqueue) E'(ﬁﬁ | @%Wj/]\‘—ﬁ Z?&E?%E‘])Eﬁ ?f%?}ﬂ*ﬁ%ﬁjﬁ E/‘J%ﬁ o taskqueue_queues_mutex
EHF R taskqueue_queues TAILQ K8 - 53X RG KB B — P mutex BZ AL Fstruct taskqueue ZE R
A & o FEBLAL G EP IR B H FI7E T PRI struct taskqueue R FITE RN - DIER IR, FHIEE BHBMAY -
AP H B8 0 TIEHFTRRA AR, B XEREAR E AR kern/subr_taskqueue.c BN
TR

8.5 SLHY i AA

8.5.1 /KHRBAF

PRERPAZ & — B T ORAE R b — 1~ 55 173838 (wait channel) FIRIREFRTIREIRLEH - TESFEEE
L. BT ISR AR 21T — D RIREAS S5 - SERRASMEE LA EHERN, EaRK
HREASI G5 R LR TR S e - 55 B E R IRIRIAS IR AFAE — R

PRERFAFES R ERAF T 85 /0 — " IHELRE RS FrEE L AIRIRBAS - iXAE 3 B ROTIRR
{Esleepqueue (PREREAZY) 8% - BB S T — MMRIREAZIAUEER, DL —1> Hl€mutex - HLALT H igmutex FT£%
PIRERBASIER, DL EARERBASIGERINE - — NS RHEE RS REE— MRIREAZ - (A 21518
ER—S5FEE LFHZE, NMRERIAS| R RERBREE — MR Z AN 2 ERERE - 2 MIRAREAZ H i B2k 2
B, R EANRME—HERIRERE, SR EIRIRBAS A2 IR R _EAIRIREASIEEH - jE— 1 4f2
STEWE BTG FIRERENS ] - B TLRAEE AT BE LAFIINARERBASUANE AOIR Fe N B, R, 26F2
I A ] RE 2 #E 5 Hodt AR AS[E] O PREREAS -

sleepg_lock @?&%@ﬂff?gﬁ%ﬁ%@ﬁifﬂQHRM@J%@E"] Eﬁ;’imutex o sleepqg_lookup @ﬁ%?{:fﬁiﬁﬁ
FAFB | R P LG € S HEE - RS E B ERIREASY, E4REINULL. sleepg release A
XF 45 RE SE R IE A P R BRI B iEmutex FE1TREDT -

RN ANRIRBAS 218 s1eepq_add RFEMMT - X REHISECEIEERHEE « T8RP SFHEE
FImutex FIFEET - FSRHEBRIA SR, DIE— M rEREE . R ERECZ A, Ml sleepq lock ARARFA
FIBE 8- Gn SRR E R IE T mutex SRIPRI(EE E HE /R, MR FFmutex F8EHZE ANULL «
Miflags (F7:85) SENEHE T —PMREFE, HUFRRERERIRIIAZIRIRIRIAZI IR, UK E B2
] T A(SLEEPQ_INTERRUPTIBLE) - H Bl VB WFISRBIFIPREIRENS: Eidmsleep flwakeup BREUE H AT
GifRIRFAS(sLEEPQ_MSLEEP), DAMET &L EMIIRIRIAS (st EEPQ_conDvaR) - TRERFAZIRAIFNEIFEH
XN SEGE SR TR SI0E - i sleepq_add FIEHE, NABARIAE KB Hsleepqueue 455
Fs1leepq lock HIT EBIZIE, HHHAER REGERIRIAS L FHZE 7 BB FTE I TR PSS RnEE
Hinterlock o

I s1eepq_set_timeout AJLUCAMRIRIZEMN - X RN SO FESEFEE, LU LIRS
PRIFREECR AT AR S TR o AN SR ARAR R R BIRAVE ST, NLAR A s1eepq _catch_signals B
iﬁ, ﬁﬁ\@ﬁuﬁ—%%ﬁﬁjﬁ%%ﬁ%ﬁﬁ ﬂﬂ%ﬁt?ﬁﬁa%ﬁ?ﬁ{%ﬁ%‘, |J—]\IJsleepq_catch_signals 4%‘]5@
FEEHS, HeBT, HiREENLZO-

— BRI A RARIASN A, #a UF Hs1eepq wait HREEZ —RHHBAZET . Bk gt T
PNEERFREL A BURAT R R B R EARVFERBER - BG5S, sl SEERESRTHRIRR
Bo HA, sleepq wait PREUE HMEER, E@Ji—“lEﬁ?ﬁﬁ@ﬁ%/l\ﬂﬁﬁ(wakeup) PR E K S5
ﬁ?, sleepg_timedwait IZ@IUUJ%% E@J%Eﬁ?ﬁ*%%ﬁﬁﬂi&uﬁ%ﬁg ﬁ%ﬁ%ﬂﬁﬁﬁﬁi
Ms1leepq set_timeout WEMIMERS; sleepq wait_sig MEEFR EAMMEE, 538 HLRIRHPHIET
ﬁﬁsleepq_timedwait_sig @ﬁmu%ﬁ#ﬁfﬁi&ﬂﬁ%@g\ iﬁ@]ﬁﬂsleepq_set_timeout lﬁ'ﬁﬁ/‘]ﬁﬂq 3@2}27&%5{]
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IRIRSE WX =R 22—« A XLERRERIE — S B RESRHEE - BRIt
&l‘, sleepq_timedwait_sig E@%:/]\%@Z%—ﬁ\%ﬁm@ %%Zﬁmﬁﬁﬁsleepq_catch_signals NP
BEMARRES -
MR A MIKEZTT, BHRIREESE L, NSERRESIREE, RRRIRRD) - RERE
R PRAR AR RN B P AR AR 2R 1T, TSR [EFE R, erno £UE - FEFENE, FHsleepg wait A
fEkE0, FELAREANGERERECREMG 2ERELR, MMEREE M T —IRSIRRIR . [, R%E
FIPRERAS [RIER A, FFREIR#R 1L, Msleepq timedwait_sig FRRE—MRRE LB R . FE
@E%§1%1tﬁ%%0 ﬁﬁﬂ{ﬁ)ﬂsleepq_wait_sig EZS leepq_timedwait_sig %?ﬂﬁ?@%, U]JJEZIEJ
Flsleepq calc_signal_retval RIEEGHERRES, HBLEFSEIHREE . BRI
)ﬂsleepq_catch_signals ﬁ%?ﬂﬁ’»}%%’éﬁ%’, E‘Z{?ﬂﬂ%ﬁf?éﬁsleepq_calc_signal_retval o
EEQ4KHEJ§JELTAQEEE@Z£E EfU\EEIsleepq_broadcast EZsleepq_signal @éﬁ%ﬁﬁf@@%@%o 13_(
P BB S B AR A R BE O S R e R ER AR O e W (priority) IREEIZ D, DLE— 5
T (flags) ZEEER R EWE BT HIRIRIAS IR AL . SRR SERENFRARMER, AR E RI%RE T e
RS SECE = EUEFER) WERERA S HE . MESEEZEAT RTINS, HEAKRIRIAS
EW S SRR R Flan, FUZERECANIKE SRR BT - sleepq broadcast B
BRI E P 18 € IRIRIEE L FIFHZESTR, Misleepq signal NI RIKE FEEFREE LU SE M fm HRH 2L
. FERAXLRB A, NEEEHsleepa_Lock XARIRIAS L8 -
ﬁ‘ﬁﬁgfﬁiﬁjm‘uf@ﬁiﬁ]ﬁﬁsleepq_abort IZI@I}EEPH‘E/H\:?WE%KO J‘z/l\lglﬁ/u\ﬁ?’fﬁyﬁ—sched_lock HTJ_
AREVAA, T &L A TIRIRBAS | Z I o 2Rt n] LB s 1eepq_remove MIEUATEE HITRARIAZ
FHIER o XA RECEIEN S8, RMRERIEERZAE, & AESREL T E MR IREE FIPRARIA S 2 I
ReELE - SRR ATEI MRIRIAS Z £, BRI AT 57— S5 RpE i R RIRIAS £, TULX A e EeRe A 4
AT B R A -

8.5.2 ¥4 ](turnstile)
- SORERIAZ AL BEFIASTR -
- EIR/SEFFRE R (lookup/wait/release) - /M 4ATDF_TSNOBLOCK 3& #5451 -
- AR AL -

8.5.3 * T'mutex LI f— Ll Ty
- BATE BN E Kmtx_destroy() FiEmutex, F WTLEZ M S CTITEHE TN S5 56°

8.5.3.1 HJjigmutex
AR

8.5.3.2 fkEEmutex
- fiiAmutex MR BT S
- WARERFE TR TR, AT DL e s R mutex Bmtx_lock -
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8.5.4 Witness
- EREMT 4
- B TAE

8.6 H'E ikl

8.6.1 HWTIRAMICU fi 5

- struct isrc

- pic IKXzh

8.6.2 H.'& [n] /i
- BB N Finterlock fE4h sema_wait?
- BN AR R R = sx 87
- W — LR T IER A 5 R4 -

oo, 2,
JFF

ZHEEE = O FPES, AR RERCR N L E TR CPU AT I, URRE 9 7 #RdE - PRSI
THERNASERRMN . MEROMRRRNE, WREWFHZ DR DR, W
ENERIEERAE LU - BBEIETR, W] IFRE O E 738 0E

k D : #1E.

PHZE
AT BRI PR ZE o X —ARIE R AR T T R E R -
k D : fRER.

I X

ARVFE IR HHIHASEL - # Fcritical_enter(9) API RF R AFLR HIRF X -
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MD
FoRGESrFaE -
k D:ML

N R 1E

N BRI EE S S NP RTEENE -

MI
BRSNBFETE
k D:MD.

B
D : MR IE

EL TR D

A B SRR 3 R A AT BT EUT AR B o XS T IR RGBT P B R

R, DU v4G R M P TRV T I AL B

SER N AR
—ME RN ERE . BEl, A RRELREE T SR e R N R RE -
k D : Z&FE.
PRER
LU HABREEHEETE T ns1eep Hitsleep PHIEEFHE APRIRBAZIET, FREFH ARIRIRE -
k D:BHZE.
a] PR AR B

IR

A PRBR B —FEFE R PRARISH T AT F A A8 - B B &R (lockmer) BiiFsx B2 H Al FreeBSD H A HIA]

PREREN - %, Hbsx B, fltNallproc (2HFFHAE) Mproctree GHEFERT) BIRFRCA A AT ARHREN -
k D : fRHR.

57
Histruct thread JTFRIAINAZLRE - A2 RT LIRS, FHHEMZAHUT BT

EhrlE
AR AT LI EARIRA N AZ RE DL -
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RO

W FreeBSD——HRT “

U* O Murray Stokely. & 0 u C ~ intro(4)O Jorg Wunsch. H O spellar @ SMTH.

9.1 fai4}

IREFE AL T W7 HFreeBSDYRE WA WMBNIEF « RIBXEEX/ILI L N XHEZHTRARSGEHEH:
MHFRPIRTE, WiEE, FTEINL, KERR S L EREE . &S BRIERS TS I 1
B . BEPTERNEE, B IREIEF APFEENE & RIT N, T B EREREL 1% &IKsh
A DR SgmiEt 25, s B ANZEETE kd EFERINE -

FRUNIXEE RS H IR ZEOR A # R T 1 & 17 SRR, BB FR MR R S« X SRS
1R E IR GEF) B H LT /dev B3 N o #EFreeBSD 5.0-RELEASE AR A FTHR A, X devfs(5) 83 Ff7iA
BB W EREFreeBSDH , B ME&E T L EFRSOIE, FHHM THSEERNETFEE . REFK
ZHOR AT ST IE TMAKEDEV I FE Y -

PR INEHRE AT LU 7> A K, AR & BN AR

9.2 B ANEERE T E—KLD

kIdE: O R R EE R MBITRI RSB SN IAIERINEE - X A% &I ShIE T HI9R 5 & A ]
FET T INE B2 T RN, A N TG myn E 1 =5 -

k1d¥2 H i N A A A -

e kldload - MEGH NS
e kldunload - HI# AN ZIEHR
e kldstat - FIZ& 2 Hi il Ek ARk

NAZARIR AR P HESR

/ *
* KLDIEFHELE
* ZAndrew ReiterﬁDaemonnewsLE@Iﬁ@fEﬁ
*/

#include <sys/types.h>

#include <sys/module.h>

#include <sys/systm.h> /% uprintf =/

#include <sys/errno.h>

#include <sys/param.h> /% kernel .hFHHAEIFIENL «/
#include <sys/kernel.h> /x FRRPIAMLAEHET «/

/ *
« PNEACEEREL, A 5AEKLD AN AN .
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*/

static int
skel_loader (struct module *m, int what, wvoid xarqg)

{

int err = 0;

switch (what) {

case MOD_LOAD: /* kldload =/
uprintf ("Skeleton KLD loaded.\n");
break;

case MOD_UNLOAD:
uprintf ("Skeleton KLD unloaded.\n");
break;
default:
err = EINVAL;
break;
}
return (err) ;

}
[« TENREEARER 2 AR« /

static moduledata_t skel_mod = {
"skel",
skel_loader,
NULL

}i

99

DECLARE_MODULE (skeleton, skel_mod, SI_SUB_KLD, SI_ORDER_ANY);

9.2.1 Makefile

U FreeBSD+ + PAG*

FreeBSDfEfft | — 1 makefile & 3CH, I E R AT LUPRE b 4 138 VR RN B AL AR T8

SRCS=skeleton.c
KMOD=skeleton

.include <bsd.kmod.mk>

&7 B FH X makefileiB Tmak e BLAE W B L M skeleton. ko, BEALNT A LUEEIMEEI A

# kldload -v ./skeleton.ko
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9.3 iRk F B P

UNIX &t T —E AR AT EA M~ N - SRR E T AR, NEE) LR
VA 4> R BRI NN B KB AEF - MK/ dev/MAKEDEVAIRBI RGUERL T REZ BN & T A, (HIRIRERE
TF& AR B ERERENET, ATRER EMmknoa SR B CHIBA T A, -

9.3.1 R ABE T A

mknod il & T B MU N SHORBIE R E T A - (RLITEERETANAT, WERRE, RENESHM
RN -

9.3.2 /X ET R

BRI ARGE, Bl lideves, 2RI RGA T 2R PR A& A 72 mE I« XHEER T
BT ARENESIREF M ARSI TR, B FBET S E 2R & IR e M R AR
B - Devisthi7Edt s, (HEZLREW TIFSHYEET T .

9.4 FAFX A

TR &R B WA PR AR, BRI R - R R E R — R s
Fr, VRESH PR AR TR #T -

XA BRI & B T2 E R ERMERME, B SRS BB ES R S EIR B AR - T
ERTH MR, — & TFreeBSD 4.X, — 1 i&H TFreeBSD 5.X

#19-1. 1& F T FreeBSD 4.X ] [B] i £yi% £ WX h 2S£ 51

/ *

* T8 ‘echo’ fHIXFEKLD
*

* Murray Stokely

x/

fdefine MIN(a,b) (((a) < (b)) 2 (a) : (b))

#include <sys/types.h>

#include <sys/module.h>

#include <sys/systm.h> /% uprintf =/

#include <sys/errno.h>

#include <sys/param.h> /% kernel .hHHEIAIE XL «/
#include <sys/kernel.h> /x FRRPIAMHEHET «/
#include <sys/conf.h> /* cdevswiEF «/
#include <sys/uio.h> /* uiofEt «/

#include <sys/malloc.h>

#define BUFFERSIZE 256

[« BRI o/

115



d_open_t echo_open;
d_close_t echo_close;
d_read_t echo_read;
d_write_t echo_write;

/x FRAREADSA «/

static struct cdevsw echo_cdevsw

echo_open,
echo_close,
echo_read,
echo_write,
noioctl,
nopoll,
nommap,
nostrateqgy,
"echo",

‘99

33, /% NlkmsfR®E - /usr/src/sys/conf/majors */

nodump,
nopsize,
D_TTY,
-1

}i

typedef struct s_echo {

char msg[BUFFERSIZE];
int len;
} t_echo;

/x E «/
static dev_t sdev;
static int count;

static t_echo xechomsg;

MALLOC_DECLARE (M_ECHOBUF) ;
MALLOC_DEFINE (M_ECHOBUF,

/ *

* IXNEREM k1d [un] load (2) ARG,
o DUTE I AN 1 s R i T R BB -

*/

static int

echo_loader (struct module #*m,

{

int err = 0;

switch (what) {
case MOD_LOAD:

sdev = make_dev (&echo_cdevsw,

O ’
UID_ROOT,
GID_WHEEL,
0600,

"echobuffer",

"buffer for echo module");

void *arg)

/* kldload =/

U FreeBSD+ + PAG*
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"echo");
/+ kmallocHECHIRSIIEFHEHIINGE +/
MALLOC (echomsg, t_echo %, sizeof (t_echo), M_ECHOBUF, M_WAITOK);
printf ("Echo device loaded.\n");
break;
case MOD_UNLOAD:
destroy_dev (sdev) ;
FREE (echomsg, M_ECHOBUF) ;
printf ("Echo device unloaded.\n");
break;
default:
err = EINVAL;
break;
}
return (err) ;

}

int
echo_open (dev_t dev, int oflags, int devtype, struct proc =*p)
{

int err = 0;

uprintf ("Opened device \"echo\" successfully.\n");
return (err) ;

}

int

echo_close(dev_t dev, int fflag, int devtype, struct proc =*p)
{

uprintf ("Closing device \"echo.\"\n");

return (0) ;

}

/ *
» readBAIEZ Hecho_write () FZiEbus, FHIFEIREIE|IHZSE,
« DAL AR pRE A A] -
* uio (9)

*/

int

echo_read(dev_t dev, struct uio *uio, int ioflag)
{

int err = 0;

int amt;

/ *
« X DERIERZ K
« SHPERRN—FE, SESTRRBIREOAR )

*/
amt = MIN(uio->uio_resid, (echomsg->len - uio->uio_offset > 0)
echomsg->len - uio->uio_offset : 0);
if ((err = uiomove (echomsg->msg + uio->uio_offset,amt,uio)) != 0)

uprintf ("uiomove failed!\n");

U FreeBSD+ + PAG*
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}

return (err);

}

/ *
« echo_writeBZZ—PMFHEHFFERFIEMNX, HTLURHDIN -
*/

int
echo_write(dev_t dev, struct uio *uio, int ioflag)
{

int err = 0;

[+ FFFEE AP EPINFE R BN E] «/
err = copyin(uio->uio_iov->iov_base, echomsg->msg,
MIN (uio->uio_iov->iov_len, BUFFERSIZE - 1));

/v BIERBELInu I ERFHER, HILRKE «/
* (echomsg->msg + MIN (uio->uio_iov->iov_len, BUFFERSIZE - 1)) = 0;
echomsg->len = MIN(uio->uio_iov->iov_len, BUFFERSIZE);

if (err != 0) {

uprintf ("Write failed: bad address!\n");
}

count++;

return(err);

}

DEV_MODULE (echo, echo_loader, NULL) ;

%19-2. 1& F T FreeBSD 5.X 8] & £93% £ 3K 5h 2 5 L5

/ *
« fAIB ‘echo’ fhiZ#& KLD
*
* Murray Stokely

*

« WARIBHSeren (Xride) Straarup®#iZ|s.x
*/

#include <sys/types.h>

#include <sys/module.h>

#include <sys/systm.h> /x uprintf «/

#include <sys/errno.h>

#include <sys/param.h> /x kernel .nFHEIAIENL «/
#include <sys/kernel.h> /x* ERPTIR IR IRE «/
#include <sys/conf.h> /* cdevswZEty «/

#include <sys/uio.h> /* uiofEty «/

#include <sys/malloc.h>

#define BUFFERSIZE 256
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[+ HREUREL «/

static d_open_t echo_open;
static d_close_t echo_close;
static d_read_t echo_read;
static d_write_t echo_write;

/x FRRREANAR */

static struct cdevsw echo_cdevsw = {
.d_version = D_VERSION,

.d_open = echo_open,

.d_close = echo_close,
.d_read = echo_read,
.d_write = echo_write,
.d_name = "echo",

}i

typedef struct s_echo {
char msg[BUFFERSIZE];
int len;

} t_echo;

/x ZBHE «/

static struct cdev xecho_dev;
static int count;

static t_echo *echomsg;

MALLOC_DECLARE (M_ECHOBRUF) ;
MALLOC_DEFINE (M_ECHOBUF, "echobuffer", "buffer for echo module");

/ *
* XN EEHEk1d [un] load (2) RSN EANREH,
DA E I AN B FE E R BB 1E .
x/

static int
echo_loader (struct module xm, int what, void *arqg)
{

int err = 0;

switch (what) {
case MOD_LOAD: /* kldload =/
echo_dev = make_dev (&echo_cdevsw,
0,
UID_ROOT,
GID_WHEEL,
0600,
"echo");
/* kmalloc/ELHHAKENEFFEFING «/
echomsg = malloc(sizeof (t_echo), M_ECHOBUF, M_WAITOK) ;
printf ("Echo device loaded.\n");
break;
case MOD_UNLOAD:
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destroy_dev (echo_dev);

free (echomsg, M_ECHOBUF) ;

printf ("Echo device unloaded.\n");
break;

default:

err = EINVAL;

break;

}

return (err) ;

}

static int
echo_open (struct cdev xdev, int oflags, int devtype, struct thread xp)

{

int err = 0;

uprintf ("Opened device \"echo\" successfully.\n");
return (err) ;

}

static int

echo_close (struct cdev *dev, int fflag, int devtype, struct thread xp)
{

uprintf ("Closing device \"echo.\"\n");

return (0) ;

}

/ *

* readREiESZ Hecho_write () FMEMbur, HFHEIREEIH A2,
« DAEE A R0 ]

* uio (9)

x/

static int

echo_read(struct cdev xdev, struct uio xuio, int ioflagqg)
{

int err = 0;

int amt;

/ %
« XPMERBEEZ R
« SFETHPIERBRDN, BESTRREIRRIRA .

*/
amt = MIN(uio->uio_resid, (echomsg->len - uio->uio_offset > 0) °?
echomsg->len - uio->uio_offset : 0);
if ((err = uiomove (echomsg->msg + uio->uio_offset, amt, uio)) != 0) {

uprintf ("uiomove failed!\n");

}

return (err);

}

/ *
« echo_writelXZ —PMFHFEHFRKEREEMTX, HTLUSHH.
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*/

static int
echo_write (struct cdev *dev, struct uio xuio, int ioflag)

{

int err = 0;

[ REFERFE MNP RN FEEHIBINZEE «/
err = copyin(uio->uio_iov->iov_base, echomsg->msg,
MIN (uio->uio_iov->iov_1len, BUFFERSIZE - 1));

[+ BIERELnul 18R FRE, HIDRKE «/
* (echomsg->msg + MIN(uio->uio_iov->iov_len, BUFFERSIZE - 1)) = 0;
echomsg->len = MIN(uio->uio_iov->iov_len, BUFFERSIZE);

if (err != 0) {

uprintf ("Write failed: bad address!\n");
}

count++;

return (err) ;

}
DEV_MODULE (echo, echo_loader, NULL) ;

FFreeBSD 4.X L% 3R ILIRENRES T, /RRF B SER 2L AN N i S AEVRRSC R G L O — 17
# mknod /dev/echo ¢ 33 0

WehREFHmEs, IRROZREM A —LLR T, 0.

# echo -n "Test Data" > /dev/echo
# cat /dev/echo
Test Data

HIERE & T — ik .
e Dynamic Kernel Linker (KLD) Facility Programming Tutorial

(http://ezine.daemonnews.org/200010/blueprints.html) - Daemonnews (http://www.daemonnews.org/) October
2000

o How to Write Kernel Drivers with NEWBUS (http://ezine.daemonnews.org/200007/newbus-intro.html) -
Daemonnews (http://www.daemonnews.org/) July 2000

9.5 BRBFIHTH)

HAUNIX ARG SR 7 — RE WA, HOVRIRE - SURE RGN ENHR IR MRE 3R - X
MM ERRS LA, S RIER AR . R 2EHLERIENRT, FEMARFRAT
TEAL TR 2 S I RGE VR O L N A ROBE T » X S B REEEURSE Gl RS, $dRZES) AR
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ISR IR E O AT BE . T B RIESIER, ARTTERMARFREW M EN S RIFEE TS
IR, X PHEIN T SRR . BTXNER, BIERN AR AMR T s, HEL, JLF
FrE VIR IR R PR R N TE B AT (B0 “raw” ) && - HTSRIFEIHE (9X) FE
BANFEE LW MR —R, IIEEAE R AZ AR RS ML, (R AR VORI AS TN UIL
f—%R4>, FreeBSD M T X7 G i (RERL % & 1030 -

9.6 M &ZIBIEFF

T R P45 % 25 BIR BN AR N A0 R A 7 o IR0 I B2 2 2 T AR TN B0 B Ak 8 T AN =
W FHopen(), W95 & HO 18 B FH RS0 F socket(2)5] A -

BEAMT, EZ Wifnet(9) BALFM - EEMEERIRIUE, LUKXBIll Paul B85 AR IREHEERF -
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U * O Sergey Babkin. * e C ~ O Murray Stokely Valentino Vaschetto Z Wylie Stilwell. ~ H O spellar
@SMTH.

10.1 A

RENE T IWEISAREINENIEF R — M - X URR I REAE S 4, RESHEARKES R
ERRE, AR DUEE - ElEth T 5 eI R4 - BSERIH)7 AT LI SE PRI s
RIS P RE] o epflana BEE BRI AR -

10.2 EXFE
ARV IS AR BH AR FF 7 22 LA N 602 S04

#include <sys/module.h>
#include <sys/bus.h>
#include <machine/bus.h>
#include <machine/resource.h>
#include <sys/rman.h>

#include <isa/isavar.h>
#include <isa/pnpvar.h>

EATHHR T ESISAMLE ST RGTHIAR T -
ST ARG LATHT (A0 SR 05 SUSC IR, 2 S A a1 AR SRR R T T2 B RO 7]

ISAJREHAE 7 SEIR AR 5 2 7 TR 03 3R S AR (T B S e ARAEL o ST &FH “xxx” MIEAEIEEIEER
ENTR

e static void xxx_isa_identify (driver_t «, device_t); JE”%FH?E&Zﬂz@lﬁﬁ%%ﬁﬁ?%&%%ﬁiﬁ
B . EXTISAIEE, XD AEERRAE: RS SRR ERER (JEPnP) 7715 B shiiiik
&, XBIRERT ISR .

e static int xxx_isa_probe (device_t dev); s (8PnP) M EHRMELR - N T LA ER
WA, XM ARSI R & E B e S B sh T -

o static int xxx_isa_attach (device_t dev); FEEEAFIIAILIZAE -

o static int xxx_isa_detach (device_t dev); IR A IXSIIEIATRIESL & -

e static int xxx_isa_shutdown (device_t dev); RAFRMBIHUTIEEIIFMA -

e static int xxx_isa_suspend (device_t dev); R ATROIRSRIHEIZ S - AT LA IE1# 5
THERES -

o static int xxx_isa_resume (device_t dev); MTTRERZIREGKE L& BIEEIRE «

xxx_isa_probe () flxxx_isa_attach () B IERHERY, HRGIFEARIE LS M2 o] LUE S SE T -
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N T — HA R AR A AN s BE R B R 5T
[+ TFFRSEITHER «/

static device_method_t xxx_isa_methods[] = {
/+ PRSP SC R IR BT AR EL «/
[+ BEEARTHFHIREL «/

DEVMETHOD (device_identify, xxx_1isa_identify),

DEVMETHOD (device_probe, xXxXX_1sa_probe),

DEVMETHOD (device_attach, Xxx_1lisa_attach),

DEVMETHOD (device_detach, xxx_1isa_detach),

DEVMETHOD (device_shutdown, xxx_isa_shutdown),

DEVMETHOD (device_suspend, XxXxX_isa_suspend),

DEVMETHOD (device_resume, XXX_1lsa_resume),
{0, 0}

}i

static driver_t xxx_isa_driver = {
n XXX"
4
XXX_1sa_methods,
sizeof (struct xxx_softc),
}i

static devclass_t xxx_devclass;

DRIVER_MODULE (xxx, isa, xxx_isa_driver, xxx_devclass,
load_function, load_argument);

HEAb HIZE b xxx_softea — XA R E RIZEH, B S FVE KR sh e R AN X Sh AR Fe SR B A 7 -
B S BHRENF DG — 1 softc R FF -

AR BNREFAE R T IN ARSI, BIKN R F N B i, 2 WA 10ad_function () REGHT
IR A E FIPIIE L EIEEE TR, FFFfload_argument(ER ALK — NS 2 F#dE % o WRIKSIFEF AL
FrENS N (MeA)EL, BRSNS | X EERN S E R0, &5 0E SRR T BT
7N

DRIVER_MODULE (xxx, isa, xxxX_isa_driver,
xxx_devclass, 0, 0);

A SRAK BN RE P2 N SCRFPOPHIR & T S 1Y, AR A B ATE L — D& A SR HIPnP IDHI « X PR
BEIKENRE BT S PP IDAOF SR AN LA 4E A - 55X EEIDXS R A RE 14 SR AURIR 5 AR 41
A e BERAT:

static struct isa_pnp_id xxx_pnp_ids[] = {
/* BFIFEPnP IDE—AT +/
{ 0x12345678, "Our device model 1234A" 1},
{ 0x12345679, "Our device model 1234B" 1},
{0, NULL }, /* REEHE «/

i

WRARENRE P AN SCRPPPisc A, EIART B — 12 HIPnP IDE, 1 PR
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static struct isa_pnp_id xxx_pnp_ids[] = {
{ o, NULL }, /* REER «/
}i

10.3 Device t¥5%t

Device_ti& IR & L5 E LAFEE KA, X EHATH RO NS R IETE o0 G & 10 BB BB
% THEJTEF RS 45 T

o device_t device_get_parent (dev) KRB &K HL -

e driver_t device_get_driver (dev) JRBUFE [ EOXBHAE 45+ OFEET -

e char rdevice_get_name (dev) IRIURENEFHIZ T, TERATHIFIFHH mxxx

e int device_get_unit (dev) REETTES (58 NIKEETF REEFNEENOFHERS) -

e char sdevice_get_nameunit (dev) REUX&EL, BFHRITE . HlU1 “xxx0” , “xxx1” o
e char sdevice_get_desc (dev) JRBUR&IA - BH E UNF R AR & HTIES .

e device_set_desc(dev, desc) WEMIAER - IXHEHREMAIE FdescFFF R, MEXMFRHFHBEA
RER AR BR AL -

e device_set_desc_copy (dev, desc) lﬁﬁﬁﬁﬁ{g/% Tﬁﬁ%ﬂi%ﬂl?ﬂW%Kib?‘féj\@ﬂﬁ@%@IZ, ﬁ*idesci
FFERIE LU AT IR A2 T A EAE R -

e void xdevice_get_softc(dev) ﬁm%ﬁﬁ'ﬁ‘&%ﬂ%ﬂfﬂ@‘&%fﬁﬁf@ (Xxx_softczj:ﬁj) EI’»JTE%Jro
u_int32_t device_get_flags (dev) &EXEEEI#FEP%%%?WQ%EQH#‘% °

ATLAMEA — MR R $ device_printf (dev, fmt, ...) MEZERWHEFHITEHHE . EBINE
WERAINEITTAME 5 -

device tHIXEE T IELE XM kern /bus_subr.c FISEHT .

10.4 FCESCH5 B e &1 18R 51 A0 ER 0 8N
ISABLEEE PR B S A A T

device xxx0 at isa? port 0x300 irg 10 drg 5
iomem 0xd0000 flags 0Ox1l sensitive

I U~ IRQIEFNE M BRI 515 & RIRAIBHRME - IRIER AN B SIBCE R EA SRR R,
XEEERFER) - Flin, FEZERARATFEBDRQ, A LEN o iF % & WIS & L B M BEHUR QI E -
WRHESE Z MISAR S, ATDIERCE P IfiTE €A 84, Wisaomisal, HNIRAETHISARL L
BREE -

BUE (sensitive) B—FVRIRRR, CHRUAENTE LA 2 AHIE . AR IR, |
1P MRAE B BT AE TR e (T -
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KTERISAKRE, REBITENEFMREB I ESL . ERASGTRENS HRELMER
—PECEAT - WRAGTREF R ME, A NIRRT RE - ECET, fn:

device xxx0 at isa?

MARB - M EEWEE -

(B T 3l PP R B SGHEAT B AR B, — PECETMEBREARAS PR RS, WL
EAECEST, B R A

device xxx at isa?

R A RN PR SCRFRE B SR B R0S& SO RrE s, BRI RN ZRE—a L,
2 AR E PR Z Rt 205 7 - BanRBIRI &R B shisim -

WRISAIRE & B BN, ZEMFMHWT:

FE R &R FFEIRBI B (B35 IRB] BT A PP & KIPnPIRR BIRE) DABENLIRFBORA - M 1R 5]
IS SR RSN EISA S LRSI -l H IR P BRI BIRR R s & 5 E A TR BN AR e KGR
Ko MPnPIARIFIFEH AELE HARIKENAEFF, R ARERFIRENIEFF 5 € B s & REGEA -

5 FHPnPII L PP s P NBEIR,  DART IEEATTHIRN 505 -

BHTAT U8 (sensitive) FIFEPNPHCA IOFRIBIREBORA - (AR & ATy, B AR LRI
(attach) fFI7FE -

I (PPt FOFR AN Be IR DA A 5 N0 A -

PP & MBEIR K E R, FHA TN ELImERIIFRE: VO« WAHHEIERE - IRQFIDRQ, PTE XL
50 BENEEEARASIR.

S TFEAPPEE, TEISAREIRNTEF RGBS IAR . B NERIOE &R F R
R . Z M IREHRF LRI e SR — M & FIIBOUR FTRER), XFEI T, BA&m e sk sh
TR - BB R F 1sa_pNp_PROBE () B ELHIPnP IDAIXEHARFF L EFHIIDF R IELLER, W
FIDAERFNEREIR - X BREF TIRRT, BN TFRHEMPaPE & NIRRT, #LTON AR
KPP & T4 1sa_PNP_PROBE () , X TRENEE, BDEH—NZHIPnP IDFVHH IR B LM -

HMFIREIBR BRI 2R E— N EE (BHRE) | RDhhREE 7 E -

FAHNREME A TPoPR & XL MR OMBIL - Flin, ZRFRAE DAFT R HEEs A R IR
FRAAR ML - I EENAE AR N - ZEFRMFIRE R s ERERE P S (MATEYL, IR [E0H)
WENEF BRI ER, RE-AER, IRE20EARE, W TE) - @RS DR R E
WIE, ARAmSEHARERIE . B, tnREshiEFRE0, BEAGEWHECRG AR -

B E IR FIRE RESHF — KM AR B IR TEIRA & - MR EHPnPRORIL—1F, WTH
—E, SWNX—KFETERRSRER - BT XM S M IR IREIRE P oSSR, SA SO
FAFTUBE -

B TR S B PP & W, NS B0EEMIR (—X(EREXRE, —IRKIEAPoP) - H
WFSRBIFIRE AR, IXAME I N IS R E R R — & A 2 PO S WEh R IR
—IRVERERHEAAEER, —RIEN 8RB -

KT BENRBIEERE (EEPPAIRERFER) KA —DEBEER, NENNKEE S+ e 1%
BIEAR o BRI EN LB AR GRS, B2 0ETE BahRAH% & (A BT 5 HoR)s & Iihs, B¢
% Fsysctl#% AT A2 BT -
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Ll_1fﬁﬁ ﬁﬁlﬁgresource query_ * %uresource_*_value E?ﬁlﬁl‘ﬂmﬁ /ﬁ U\ﬁﬁTUTﬂE@(‘ﬁﬂﬂ
ANE BB E - b{l]ﬂ’]kf)ﬂiﬁzkern/subr bus.co. ZHIDEWZLIRENE8 1386/ 1sa/wd . cBLE X HE(F FH I
F o (B SEE FHELE FIAME T T - R BL B RIRX R FIE 6 BB -

10.5 ¥R

M P EABINZECE U I E BN BCE SR, HEREIN . BERBECE BT 5
BHF H L fon 2t device tWIEA S Z RERIVELBR . X TEREN TOEE, WehiEF ]l IE#E

Fresource_« MEHRIBCEBOR - SR, 8% AT EMAHEIEXEM, FHX ) LT3 — P18 A
B

BEFIRGEMEHEREK - B RBMRE PR IRRENT . WMTISAEZ, & T MR

o SYS_RES_IRQ - Hli 5

o SYS_RES_DRQ - ISA DMAEE S

SYS_RES_MEMORY - BLET Bl 255 4 1723 (6] 191 & N A7 TR
SYS_RES_IOPORT - ¥ &1/O% 7 23 75

RN B NOFF IR, HILtnFE &G W NFEXE, Efsys_res_uevory KA HFIRRS
FOFIL . WIRRBECIESHIREI TR, IERIRMEEECIES unsigned long BB, I HALERT AAHLT
RAVGEH e (cast) - THIRS ANIELSL, REXT TISAEAN—MEELR - ISAERE RIFI TR S M-

IRQ: 0-1
DRQ: 0-1
MEMORY: 0-3
IOPORT: 0-7

PR BRI s il BRI E R RO TSR - N TIRQFIDRQEE, HE—M&SET 1. WERIMESI AY
L -
xF BHRAERS AT = MR BRI BIE:

e set/get
o allocate/release

o activate/deactivate

Seti B BHRFEHINVEHE - AllocationfR & HIFKINEH], HEETRENERSH GHOBERLERE
WHEHEEREEH) - Activation T L EMSHEHEEIRSER AT IR BIR (B0, X TNE, ERumkat
BINAZRI AL 2 E)

BRAEBTR A RS -

e int bus_set_resource(device_t dev, int type, int rid, u_long start, u_long count)

TR ELE - INNERE0, BNEREFEIRE . — MR R G Ftype, rid, startBcount Z—H]
1Ei$7ftﬁﬁ’]/lllﬁ‘/\ﬁﬁfﬁa&

o dev - WENEF IR &
o type - BEE, SYS_RES_*
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o rid - RERIFFAIEIES (ID)

o start, count - ‘i%‘ ?ﬁ?ﬁ@

int bus_get_resource (device_t dev, int type, int rid, u_long =*startp, u_long

xcountp)
BUEBHRIEE - AIHNLEREI0, an 5 BER M A E SRR [El 5 R -

u_long bus_get_resource_start (device_t dev, int type, int rid) u_long

bus_get_resource_count (device_t dev, int type, int rid)

fEFEeR gL, HHAR MstartElcount - HIEEAOTFIL NIREO0, FE AR FIRMIstant YA HZ —, FLEKX
SHIREIRI0RE TR REE IR - EIZHE, M TIINMTER, BEISARIRFstart(EMOTF4A -

void bus_delete_resource (device_t dev, int type, int rid)
TR IR, SHRE XL -

struct resource x bus_alloc_resource (device_t dev, int type, int »rid, u_long start,

u_long end, u_long count, u_int flags)

FEstartFlend 2 (BB # H T & & b5 FH AL 5 ¥ecountEFTE Bl 4 BE— 1 BER « AN, ANSCRFNFF - tnsR ot
TEMARBORE, N EEETE - starth0, end~0 (£1) FLXXTHEFRERRE L /UF FH LIRS
Tbus_set_resource () X ENIEEME: startFlcountFETNTE D, end=(start+count), IXFMFEIL T, @0
RLIBTBIREE €, MERESE R . REndiET 5 HES, HEEHFAHISASLMEESBEAEEE (H
BRI RFHARIMTIEHTREBRE) -

JEbRE—MOLBRES, A BB

RF_ACTIVE - 15 5157 BeJ5 3 B shigs -

RF_SHAREABLE - 5 A] LIRS 4 2 MRS 2L 22 -

RF_TIMESHARE - 5 LI 2 MREEF 2B L2, Wgtil, S M RRFFE A, EEMs
E P 1R BE R A — NS

B IR 0 - # o BEAE AT PASE A rhand_x () IR I ATHRERAS -

int bus_release_resource (device_t dev, int type, int rid, struct resource xr)
BEBER, rpus_alloc_resource () IREIMIAING - AIHMLRIEIO, 7HNE EIEERAD -

int bus_activate_resource(device_t dev, int type, int rid, struct resource x*r) int

bus_deactivate_resource (device_t dev, int type, int rid, struct resource =r)

WIS B BIR - LR E0, HNGRE R - R BRI 3= B S B A — e FPEes,

JR[A|EBUSY -

int bus_setup_intr (device_t dev, struct resource *r, int flags, driver_intr_t
rhandler, void =*arg, void =x*cookiep) int bus_teardown_intr (device_t dev, struct

resource xr, void *cookie)

KEK/S BT TEAE P 5108 - ACDIUBRIE0, 75 5 [E] B RS -

r - BT ARSI IR QA BE VR A4

flags - FITILER, R 22—

o INTR_TYPE_TTY - ZInFIH B RPN FFF R RS - EHspreey O FRRKEN]-
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o (INTR_TYPE_TTY | INTR_TYPE_FAST) - M ANZRME/INLIHETIN A, T A _EAEIEE KR %
(BB O) o FHspleey O BREAT -
e INTR_TYPE_BIO - HRZEALLE, FNEIECAMEZEHIZE L. [#FHsplbio ) K ENT-
e INTR_TYPE_CAM- CAM (& HU A/ Common Access Method) B ¥EHI%E « [FHsplcam () ik T
fiTe
e INTR_TYPE_NET - M4 O #EHIES o FHsplimp () FIEANT -

e INTR_TYPE_MISC - ZMEEIEE - B T @it splhigh O IEEEHERMEN . splhigh O FlkTH
el

2 APRTAL AR AT, ICECEME e R AIBTE HE RISk, - rIBISNEMISCA], EAREE
e, AR TR -

o handler - 75 A AR R HOFEST, %ﬂdriver_intr_t%ﬂiﬁ)‘{%void driver_intr_ t (void =)

o arg - (REELHEREFNSE, PRRFFERE - HLHEEFRE Nvoid FHEMEFRRTA . ISA Hfrit
HREFHIFAERMERRTESENSE, FE (R ERTERBE oftc TR -

o cookie[p] - }J\Setup () EI%L&E/ME, Y& B teardown () Eﬂ‘)ﬁ?*ﬁlﬂﬂ‘fﬁ*ﬁ}% °
TE ST T T ISR E BRI AT (struct resource *) o i B IXBHAR 4R 5 & B4R

e u_long rman_get_start(r) u_long rman_get_end(r) RY?%%&@‘E&E‘J%Y)ET@E@Eﬁﬁ?ﬁlé*%o
e void *rman_get_virtual (r) BUSHEIE N7 BTIRAEEHE -

10.6 SN AR
REHR TR AT AL & 2 [ RSB AT . TR RER025
() PR T A F b
(b) P B P

B, WSIEF A REFREE R LRNGES EAF 2 BREE EIE - N TR R LR RS 2 A%
I NEZS[E], BN RO B R B 0 E L sys_rReEs_MEMORY BEUR o R BEURRE T AR 4 FL
BUE, ERRERLE S rman_get_virtual () KB BRI SIAE TR i E pmap_mapdev () T I H
B, IR Y HERE R A - B RN SRS B — 1 NE PR .

KEZEUSA T HINAERL B YA T 640KB- IMBYE E 2 AL E - FLISA R FEHE KN ETD
B, fF16MULFREMIE (FHTISARZ 240 bk fRE]) o XFVER T, WERVEE k& N ERE
R Z N (Bra)iEul, ENES) | WABER R & AN ERE IR E — P NEZE R -
YFZBIOS B IA T 14MBEL 1 SMBANFLE IMBINAF 2SR -« WNERBIOS IEAfHIAR 5 N7 =51, FreeBSDJRL
REMG IERC R EA] (ML 7EZBIOS AT RES HR&) -

B, REEEEMIE R £ S, K& FHADMASL R EEFEGE . FER DR &
52, ISAT HEEVIR16MBLL N INFE - HIR, FEHbhEES (8] o S 10 T T R ) B i 25 [A) R Al REANIE SR, %
A RENEANHT BV RE -« BT R Lol R B A LA O AR i, R A 20 FE AR B AR
FHC5ER -
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DMA N5 B T 451 bus_dma_tag_t flbus_dmamap_t o PR (tag) A T DMARFESR
PP o BRET (map) FoRTERIX AR BLRINAE - 2B AT DAS [R]—FRas 0Bk -

PR H I RR I AR A T AE R A L R IR o FARS ARSI R AT 23K, AT DL H B P4,
EARRTFARTEEK -

—i, BTEERTOUE—ATIERE (KEXRE) - RS MEEREARZERMANEZX, N
HNENTHNFRBEOAE MR, XSRS ERN RS T -

{58 FH PR Q1 BRI ) TV P

H— HB— KR EIREERIGESENG (USRI - X—BHTHEN T 5&&EEm
FEAEAART KBS (B OB LE N AR IR o KX NN BB e A S B R WE N THE LYY E NG
0 Rl —EE R

HZ, FEMAETIERREMESS T o X NFERNE— TR E, BRSO A1 =
Ko WHATFRF SN ERIBAE - RAFF SN E— 1 H R & 2K« 38 U1 (bounce page)” , HTEH
[EIFERE - S MAFEE RIREE DU S5 AEIRRS, BOR & Jewds MBI SGRTUR, e WRTTE 82 % & -
LEH, BRSNS T, IREHEE DBV EA AR & F G DUR - SR A6 F0 S 58 DT 2 (6] 4%
DU EBHERRIER D o X—M TR EEM 2 b BREmE gz mX, EallfEhm, g .

TAEEDMANTE L RIRECHE

e int bus_dma_tag_create(bus_dma_tag_t parent, bus_size_t alignment, bus_size_t
boundary, bus_addr_t lowaddr, bus_addr_t highaddr, bus_dma_filter_t xfilter, void
xfilterarg, bus_size_t maxsize, int nsegments, bus_size_t maxsegsz, int flags,

bus_dma_tag_t sdmat)
BIESHPRZE - BIINLREIO, AN E R -

o parent - PR EENULL, NULLHTOIZETZRZ -

o alignment - XPRFZ S ELATTZE RN F X IR FFESK o« “no specific alignment” FHEHR1 - (UNHAT LU

E/‘Jbus_dmamem_alloc () ﬁlﬁz:%bus_dmamap_create () Uﬂﬁ]ﬁﬁ °

o boundary - ¥HEHERH R, SBECAFERANGEZEL - X T “no boundary” 0. {XNHT LIS
B@bus_dmamem_alloc () ﬁﬁ;ﬁ%bus_dmamap_create () WA - L[Z‘ZﬁjUZE/‘jﬁji ° ﬁﬂ%l‘l‘iuujk}:ﬁ
EDMAT AN (Htdii, DMAHILEHISA DMAZSISHRAM AR R&EES) . WK
TDMARERRS], R DTARE R T 64KB (64%1024) «

o lowaddr, highaddr - 4 FREfE LIRS - IXLE(EH T IRHI AT T N7 5 BL RO BAE ) o P ] - EL A
P& SR YE LU AR B0 E R TR BT AN -

o ¥ Fbus_dmamem alloc (), MOElowaddr-18IFTHE IR AT, B E AR iR -

o X Fbus_dmamap_create (), WX [Al[lowaddr; highaddr]Z ZMRIETE HEHEHAR R /T d510] « Y5 2 WA
Hhk DT (2B 2a R R AL, HEARER G AT IIR] « (IR E R AT IRk R, A X R R AA A
CI%

o WTISAWE, EHEE (XELEEE) 5.
lowaddr = BUS_SPACE_MAXADDR_24BIT
highaddr = BUS_SPACE_MAXADDR

o filter, filterarg - IR N ESE . W flter FNULL, ]}_\mé’[ﬁ)ﬂbus_dmamap_create OB, AKX
(8] [lowaddr, highaddr]#% 8 A AN ¥51A] « &, X [A][lowaddr; highaddr] A B4E™ #it B U5 1a) 74 T I A 47
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iiﬂﬂﬁk@ﬁf%ﬁ%?éfiﬁﬁéﬁii, HH?ZEE§E{%%§ﬁTtEﬁﬂO fi%ﬁ@@iﬁﬁ@ﬁ%ﬁﬁﬁﬂ: int filterfunc(void =arg,
bus_addr_t paddr) - = DUHE A] DI IG R B4R E0, BhREFEEE -

o maxsize - BT MR A IS BCERRKNGFE (UFTiT) « BEGXMEMRBEME, sE& T LUEEK,
XFEWR T, S FISAREIXMER L% HBUS_SPACE_MAXSIZE_24BIT -

o nsegments - ¥ & SCFFHI T BUMCER B F IS KB - WERASINFRA], DUl B 24 A
{HBUS_SPACE_UNRESTRICTED » JEWCH ACHRZEE X ME, AT PMRETEE SEFRBRH - nsegments{E
& TBUS_SPACE_UNRESTRICTED HUFREE NBEF TSLFrin# ks, (rl LARFENIERNACHRE - nsetments
AL PRFR I R 250-300, 5w FERF SECNZHERIG H (BE TR IR SCRAR 4 2 B9 B SR 2 i
X) -

o maxsegsz - W& LRI BB BB AR « X TISAE & EAME

%BUS_SPACE_MAXSIZE_2 4BIT o
o flags - JEFRAIOLE o BEOLEBAIEERR R
o BUS_DMA_ALLOCNOW - @l ##rZ5 015 K 2 Be B vl 68 FH 21 A S 5 T -

o BUS_DMA _ISA - HLEHFBRI— MR, DUHT Alphat/les - i386HL287%H E L 'E - Alphat/lZs i HT
BISAREHR L X MRE, (BRI -

o dmat - 75 AR [ FHTREE A R EOTEET -

e int bus_dma_tag_destroy (bus_dma_tag_t dmat)
BHERAREE o BIIBREO, AR F R o
dmat - #EHEATPREE -
e int bus_dmamem_alloc (bus_dma_tag_t dmat, voidxx vaddr, int flags, bus_dmamap_t

*mapp)

S BCHREFTHEIA ) —BRIE S NAF X - B BCRIN AR K/ N AFRZS Bmaxsize - BCIIMERE0, IR [E] 5 1%
5. Uﬁﬁﬁé*%%ﬁﬁﬁﬁ3:%£EXV§¥?Eﬁ%%ﬂiﬂﬂﬂt, ﬁi%Eﬁtzlﬁﬁiﬁﬂﬁﬁﬁbus_dmamap_load()4%§ibﬂ§io

o dmat - *ﬁ%ﬁ
o vaddr - FEAFEREITRET, 2 6E S (R A TR B 4 BE XU N AZ R ik
o flags - FEPRAINZE] o ME—RESERAIIERR Y -

o BUS_DMA_NOWAIT - {15 NEANGEL AN Al LR EIEHR - (SRR EIEIRE, W Fp fe i
iR, BFNFA ML

o mapp - J5 [ [B] TR B0 1F fE A TEES -

e void bus_dmamem_free (bus_dma_tag_t dmat, void xvaddr, bus_dmamap_t map)

B Hbus_dmamem_alloc () M ECHINTE - BHET, XBLEH BISAFRSIFINF IR E S8 . ik,
WA AN R AT gE KA A M R FF AN B B A X 3 . ANEERR S A Se X 3, SRS FE A S (6] 3
ﬁf@a@fo iZi?;ﬁﬁigﬁgg;ﬁﬁzéﬁ{ffﬁbus_dmamem_free(): ?%EE?ETRIZEK%%@Q?E%%ﬂE@Qimo

o dmat - 3%
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o vaddr - N7 R RS H ik
o map - NFFIBH (Blous_dmamen_alloc () IREF)—FE)

e int bus_dmamap_create (bus_dma_tag_t dmat, int flags, bus_dmamap_t =*mapp)

FARE BB, LUS A Fbus_dmamap_load () « AEEHMHEREOQ, ZEMR E R .
o dmat - Fr%

o flags - BIL FRBEARAIAZE o (HIR MR E SOSAEIERR, B EATEZ0-

o mapp - F5 A1 [F] FIET L A7 AR R £

int bus_dmamap_destroy (bus_dma_tag_t dmat, bus_dmamap_t map)
BT« RIDILRIEI0, TR [E RS -

o dmat - 5B RERHIPREE

o map - R H B RS

int bus_dmamap_load (bus_dma_tag_t dmat, bus_dmamap_t map, void xbuf, bus_size_t

buflen, bus_dmamap_callback_t =xcallback, void xcallback_arg, int flags)

IR X B Bt A (R 0T 5 S Fbus_dmamap_create () Bl bus_dmamem_alloc ()l - RiHX A
FIETTHMESWRE, BERMAMGEIENR, AT &R ECR TR - 20 @8Y) B AR
FIEUCE, FRFEAR AR R AL - B B A LR SO N - RGP IR i R SR 32 PR A,
BRI A SR TR 2 A SR P XONRESLRIRTS, IPRAESR RN, 24 S8% i [X ] RIS B 3 A B R e - ansit
B8 s EOLRIHAT AR [El0, anSRaEsREHEIN, S FRPRERET, NBRE “s1neroGRESS” o JE—FFIHIL
T, SHERAR[E]E e £ 2 8] B[R] P AR BN 7 £ T -

o dmat - F1%

o map - BRI}

o buf - ZiM X K NIZRE R

o buflen - Z i X K E

o callback, callback_arg - [EIVEHRE N ESH

[ ] eR A R -

void callback (void *arg, bus_dma_segment_t seg, int nseg, int error)
o arg - 5% %% bus_dmamap_load () Kcallback_arg FH[A]

o seg - BLIARFIEUE

o nseg - EUH T IHEAFF L

o error - ZRBAH AR WHEEN “mrBIc” |, NIARZE ARVFAIE AR HRIBTCIEEMZE X o X MEH
TR PRI R E RBTREVFATHIAR A2 o WX MBI R IR SRR PR E . IRTE AR R A0TE
SC, IREHRERF AT DOLE 9 EEAR SRR [X 50 B AL B — A

BECEF R —TE SN B
o ds_addr - Bt ¥ it
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o ds_len - KKE

e void bus_dmamap_unload(bus_dma_tag_t dmat, bus_dmamap_t map)
unload the map.
o dmat - PR

o map - TR

e void bus_dmamap_sync (bus_dma_tag_t dmat, bus_dmamap_t map, bus_dmasync_op_t op)

et Ty EEE, ISR X5 H R TR - R EGERUR IR I X 5 E BT
A (A PR LR RS TU AR - 47 (R f 2 B AN Z S5 L AU SR P DA T /]2

o dmat - PR
o map - CANEAIBRET
o op - EHUTHIRIGEAER Y.

e BUS_DMASYNC_PREREAD - XA BSR4 [X B E 2 Fif

e BUS_DMASYNC_POSTREAD - NI & EIZ I X FILEIEZ 5
o BUS_DMASYNC_PREWRITE - MZZIHIX Bli% & 115 #IEZ Al
e BUS_DMASYNC_POSTWRITE - NZEM X B & &N ERIEZ G

X HPREREADAIPOSTWRITE A Z#E, (HRERATRES IS, RILIRRFH e ZIE T -
Eﬁbu s_dmamem_alloc () 33%?% E"] WﬁX%?%IﬁJi °

Mbus_dmamap_load () P B RECZ AT, BEERFMEERTR . HBREINE R FRIRAEE
AIBLTRSE A BCIF Y » X FEFH TH38614 REEHE X BrEt H AL PrbR#129°9250-300  (PAX R H4KBIE 2 F 7 45
MEIRAS, BEERS BRI R8T, FMEE LR HRZE) - HTHAETRREE M, Hit
X MELIUANGER B RGE HSEPRTRE - Eiofse, NTREHEEGMNS, TXHNERRREERIRE -
BRI AR F AR B 4R £ A B B R X, IR — &R 5 — BB oAb 3. Nk X A —Hh
g, BN E, REMEEWXP N —8s, txE -

AN REEE R 2 B H AT REFR A SR R X AR/ o anSRSR b X A B DU T 3 B ANES:, 5
FrE it N SRR R R I X R ST M (nsegments * page_size) - A0, W ZHRFRFIBIR ISR AEE ~10, N
TEi386_ L AT LB CR SCH7 IR K G 11 [X K/ NA40K « U057 B8 B8 R ) 75 ZEAE AR B AR e A 48 ] — SRR R 15

WRAE AR AN R B, B IR EhAR T 7 BRI AL ™ 5 BB O SR SRR g i X K
AN, RN ER: WRTCERN TR X, SAENSIRET o B — L2 v XA E S E 71 -

I THI 2 2 {5 P R SRS A TR T, AR X B a B B TN o« F4F-> T R B -
ST MGERE B, XA E —EANTRRX:
bus_dmamem_alloc -> bus_dmamap_load -> ...use buffer... -> -> bus_dmamap_unload -> bus_dmamem_free

PO A e Yo 2 N S P Ecbrii s = R e L P

bus_dmamap_create —->
-> bus_dmamap_load -> bus_dmamap_sync (PRE...) —-> do transfer ->
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—-> bus_dmamap_sync (POST...) -> bus_dmamap_unload ->
-> bus_dmamap_load -> bus_dmamap_sync (PRE...) —-> do transfer ->
-> bus_dmamap_sync (POST...) —-> bus_dmamap_unload ->

—-> bus_dmamap_destroy

L NE FHous_dmamem_alloc () GIEEFIBLETRS, (Zafbdf £ B8 i X bk AR N 20
Flbus_dmamem_alloc () FERAI—HE o sXFE LT HERT DARIEEE DGR 1 X WA/ E R — > BB ssr (BRI /=]
ATDVEET I RL) | I B R AIHUT GIGZEAN2R[EIEINPROGRESS) o iXFIF L [E1H s E R 2 E
HEREYEEHE -

ARG T -

static void
alloc_callback (void *xarg, bus_dma_segment_t #*seg, int nseg, int error)

{
* (bus_addr_t *)arg = seg[0].ds_addr;

int error;
struct somedata {

bi

struct somedata *vsomedata; /=* Rk ./
bus_addr_t psomedata; /« YIHELMLAMAE «/
bus_dma_tag_t tag_somedata;

bus_dmamap_t map_somedata;

error=bus_dma_tag_create (parent_tag, alignment,

boundary, lowaddr, highaddr, /xfilterx/ NULL, /*filterargx/ NULL,
/+maxsizex/ sizeof (struct somedata), /*nsegmentsx/ 1,
/+maxsegsz*/ sizeof (struct somedata), /*flagsx/ 0,
&tag_somedata) ;

if (error)

return error;

error = bus_dmamem_alloc (tag_somedata, &vsomedata, /* flags*/ O,
&map_somedata) ;

if (error)
return error;

bus_dmamap_load (tag_somedata, map_somedata, (void x)vsomedata,
sizeof (struct somedata), alloc_callback,
(void *) &psomedata, /xflags=*/0);

REFEERG ALK, BHREZR, EAREFMIFEMATE. EREERE: MRSEEZ NNFEXE, T
SR ENAE B — A EN AR (SRR TR RS R vFRiE) 22— MRFMER -

HINEER &I X B Hous_dmamap_create () BIEENIBRGTRS, AT EERREGER, FEHTCREUE
RTE S [ R RO AT R - SRR AT
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{
int s;
int error;

s = splsoftvm();

error = bus_dmamap_load/(
dmat,
dmamap,

buffer_ptr,
buffer_len,
callback,
/+callback_arg*/ buffer_descriptor,
/+flags*/0);
if (error == EINPROGRESS) {
/*
* PUATDERRELIRIRS BRI -
* EEBIRRE R BRATPIT T splx () Bitsleep () WA -
*/
}
splx(s);
}

AEFEESREIMT IR 53 5

1 iRl B AHARCIE R DR HOREROER  (FIINCAMIEK) |, WL ETE 2 — 25 B AL BRSO [B]
WA= BRI B, [EASEHRE SPRCIER - ZIRAFERZEIMIFED - ATRERRERE, 7R
RSN EENE RFEMA B AT R M FEE -

2. IFRIE R BAERBUR FIRFSERL (FIIRF AR LSRR EER) | MIFEAZ N XA LE
RIS, FMMtsieep () o TS EHREFRMN, TROATLEFRERPIRE - WRE TRP
PR, EROAA M — P IRERERAE . AXMOTIAT, B R ECE ST R AR R E (BUR AT A015
OL) , ECE TR ARG XA R At B - [RIESERUE, B0V s ROt RE 16 X A i ) BEECH AT
PrE R -

10.7 DMA

ISA .4 H Direct Memory Access (DMA)ZiEIDMAZEHIZS (SLFr L2 TR, (HixX 2 TE k4l
) SR AT ELARTRISAR A R MR, S HI A e A 0B H R R T AEDMATE I B Y o T
72, FreeBSD &It T —E %L, XLLRETK L IEDMATEHI 2% BB T 3 % A IR FRFREm TSk

RGO AR R RER IR 8 - SR PCILERIE &R &1, B8 CRE A B &R N7
Hk . EAIEIENDMAESIZ TR EZFIME—FFE &M LA TILER, EATREEERE MADMATE
%o HERISIIEFET, REIDMATEHIg T 2 MU ME— Bl @ s A A 0T AT E— 1" DMAIEE F 3OS
RERAE

void isa_dmacascade (int channel_number)

Bt — P BEEEE R R A RAE TR o Y E ARSI T, TR Z U - DMAE Y R £ -

MTRE RIS, FHERMZEEN - AN REERE:

e int isa_dma_acquire (int chanel_number)
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RE— " DMAIEIE - FINLREO, N5 TE O AR IR B B R FP AR B IR MEBUSY « KZ%L
AIISAIR &L AHEAL EDMAIEE, X e ECE F A B SR - S A BIRRIILAE O X R
RE RN Z &, EEBMLHER - RAER, NG EDMAFIFER & panic -

int isa_dma_release (int chanel_ number)

BT R AR B FIDMAGEIE - BEAGEEN LAUNRER IEEF TR RIS (A4h, BRGEEE &L IAEE
B L ERRE) -

void isa_dmainit (int chan, u_int bouncebufsize)

40 FE AR 8 JE T 1 FH A SO R X o 1B SRR R X K/ NANBERBIT64KB - LUfE, QSR AE 32 I X Rl TS AN 2
YIELESLR), s HISA BRI IRFINAIEE, B e4KBRLAR, M B AR - WE
R SR AT LRSI (B, Hous_dmamem_alloc () SHELAIFRLE) | NIANFEH
Flisa_dmainit () - {EfFHILERE S 1B DMAE S 2R E M EBEIR 2B IEHE T -

o chan- HES

« bouncebufsize - LA 17 1T S 5828 1 [X A K/

void isa_dmastart (int flags, caddr_t addr, u_int nbytes, int chan)

R B DIDMAE S - SEPnfE sk & AR 2 il FF 1 A R ECR R EDMAEHIE - EREZ M X ER

L) HAEISANFRIE R Z N, ansRAE N B ah i Rz P X o AR FRE BRI X, (HREE XX

HHisa_dmainit () &E, X TIERPIER KNSRI, RS R panic - 515 5k B KRZ X

FIBOLT, BORRFH B ahPE L2 g R X .

flags - NIHERY, FERZTERAIERIERIRAL . J71AfiB_READFIB_WRITEH. ¥

o B_READ - MISA S5 N 7

« B_WRITE - A\NFEFISAEL I

o B_RAW - IR ENDMAERIZ K SILHER X, FHEEHRSRE AhEFVRLEED, HXEE
iR —Z X (MR, WEEFrIREL RS &S — MER Z BB & X PR - REE
wE, ZEAN—XEWAERN, AR T —IRKEMZALA XA isa_dnastart () o REEAEH
SRR R XS FB_RAW A B & L -

addr - 217 [X AR Hi

nbytes - ZH XKL - LAVNTET64KB - AN ARVTFEKE R0 FHDMATERIZ R SEEFH64KB, TN
REGIEEEFE RO, RS SFECNATTN R - N TEESES TS T40ER, KELFEHEE,
R X Bl E R w21 - ARKEERR T, &5 — 1 F T A -

chan - JBES

void isa_dmadone (int flags, caddr_t addr, int nbytes, int chan)

WERIRERRTERE, RPN R ARG X RIE, TREE S5 2% i [X 7% D12 R
%X - ZES5isa_dmastart () KIHFE - RFEHAB_RAWIRE, HE—ABAZE

Milisa_dmadone () o

int isa_dmastatus (int channel number)

BB HFHER TR RE T TR fEisa_dmastart () FIE TB_READMIIENL K, IREIRET — @&
FTZE. FRLAHENE W ANEMIIRPXAKE . EXRAERERELZESHER M SR RE
RIRH) T TE WRFPIEATN0, WX E R RER R -
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e int isa_dmastop (int channel_number)

JECFF 24 B (R BRI R R A& 7 T 8

10.8 xxx_isa_probe

XA R BRI A BB - IR RE R SCFr B ah i A BCE RO LEEE > (A0 P e & 5 A 7 it
ak) L A ST TR B F SE AL -

T EREAMEL, WARAREONEE, s DIENE BRI, 80 AR H A R, R =
BRE—MEERER . MREENFENDIUREE “enxio” . HERER fEFR R MM . THAE
BRE R - KBRS IR BT RORAT) -

LUPnPRASF L AN FEHOREE . G0, AEIRSHIER SR 2 AR A OB s % O -
TG B SR PR DT 5 A o FESRINGI AR AR FR s E O Sh AR PR AR e (B A UE, IR EI0RIINEh AR
FPRAEREMIENR, RE-1IER, RE2MEE, %5%) - X, (CEFEE DR RucE i r
S03E (ELN 4 IR BIRE AR IRE]-1) 7[RI SCRERre SR AT s R PP A 2 (HC 7 2 A 451
FEAIRE0) -

WA IR FF 51 xxx_softe FH R GUAE A R GIAE Z B 70 BC - 2SRRI GIRREIEEHR, #ATF W ARS
HEVEUE L - ISR IR R, X h AR e 0 A ORUE G 7 BL PRI A (R e i FH BB E B, BAfER
A T A RES PRI E AT B 2 HEUH 7 BE - AR IRIM BTN SERL,  #ARFFRE R SR 7 HAE LU (R 2a
MExxx_isa_attach() o WRIMSEFIREITE, BAGERIEERRGR SN B EEEFRE M -
PR SRR 0 N E AL IR B RTPRE BT A I BEIR, HAERE R R G RE D B e -
Yxxx_isa_probe () IREOK, ZEIREIHIBEHEIREE—MFER, A TR N 24X
e (BAERBEHR S AL RBAEOLT . VPSR 2E RN B RER (B 00 2 B2 AR AP AT 2[Rl 7
B -

SR VTR LR 335 R PR 5T 5 T 0

struct xxx_softc xsc = device_get_softc(dev);
int unit = device_get_unit (dev);

int pnperror;
int error = 0;

sc->dev = dev; /+ BEEEEISE «/

sc—>unit = unit;

RIFTEE PP & - I RIET — M & PP IDFIRIIFRATH - BRE ZIXDNINENFEF SCHFIPnP
IDAN AN AT B 345 A5 RO EEID ) & B 5 A A -

pnperror=ISA_PNP_PROBE (device_get_parent (dev), dev,
xxx_pnp_1ids); if (pnperror == ENXIO) return ENXIO;

ISA_PNP_PROBEHZBHIIT: WHRF (GX&FHRIL) HEHIENPPHNE], MR [EENOENT - 1% #
YERPoPITINE], BTNEIFIIDASICEF HFE—ID, NEREENXIO - f)5, WSi% & HE S HPaP HILEI £
I — D, MEREO0, HHHdevice set_desc () ANEHBUSIE X4 KA TR E -

MR RPN PP &, MIB BRI T

if (pnperror != 0)
return pnperror;
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XA R PP IR SRR FF AN TR AR AN HE, (RN IRE R 7 & 53 2 PP IDFE, H R 7EPnPR L1
H&15E|ENXIO -

HRIMGIRSEF 2 OFEFLLEREDROTIR, MVOMHAS, RAIHEM K X TAFKEES, WKhte
FPrThE S HEh K M EA LR HIBER - PoPi & HIFTE BHIREPP T A FUEIRE, RBHREFAFEAHD
HIEAT -

BHE VIR EIRENRDERMER AT . REELRFAFNIFEETFFRTREEREER
(REAZFE S EENIME) o B E A ZaiSn DR E.

sc—->port0 = bus_get_resource_start (dev,
SYS_RES_IOPORT, 0 /xridx/); if(sc->port0 == 0) return ENXIO;

S B B fEsofte St LUBRORGER - BB R ST TG UCHs A R VR ok
LETHERT . MARNEEEREO, WM . AR, it a IR YR, i
WFE TR, T

[+ WX EPTEATREMIEL T /ot A HIEEER «/
static struct xxx_allports {
u_short port; /« ¥mHAMiht «/
short used; /« JEFr: HIHOREEHEMEPETEH «/
} xxx_allports = {
{ 0x300, 0 },
{ 0x320, 0 },
{ 0x340, 0 },
{0, 0} / FEEHR «/
bi

int port, i;

port = bus_get_resource_start (dev, SYS_RES_IOPORT, 0 /xridx/);
if (port !'=0 ) {
for (i=0; =xxx_allports[i].port!=0; i++) {
if(xxx_allports[i].used || xxx_allports[i].port != port)
continue;

[+ BT =/
xxx_allports([i] .used = 1;
/+ TECHI O LR «/
return xxx_really_probe (dev, port);
}
return ENXIO; /x UmHTCIEIRBIEEEHEERH «/
}

/+ (NAETRESE NG ORI R A S BEX L «/
for (i=0; xxx_allports[i].port!=0; i++) {
if (xxx_allports[i].used)
continue;

[« FRCHEHAER - RIMEFA TR S O 4 i f 2 2
« BORATLUE A2 F RN
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*/

xxx_allports[i] .used = 1;

error = xxx_really_ probe (dev, xxx_allports[i].port);
if (error == 0) /+ FEHRPIHALE]—MEE +/

return 0;

}
/« TR PTE P RERI ML, (BVZE R FP) «/
return ENXIO;

ORI SIS N A% I EFEF Bident i £y () BIFE - {BATRER — NI 24 A ESEULRA A 4
TE R probe () PIEAELF: (0FIXFHEN S 1E— L H A BUEGR & L IR - RN GIFEIEE R sensitiveHEF:
BUBAZ & E SN, REREMIZE - Hidentify () BIREEMERMZBIHAA, R ENASEEH
LA A BB ELIX S A -

AR, T 1B O LUSFEE&ER O (PaPR&ERIN) | ENNZERE CHFEEIXME
/%\D

if (pnperror /+ AN HEPnP&&E »/
&& bus_set_resource(dev, SYS_RES_IOPORT, 0, sc->portO,
XXX_PORT_COUNT) <0)

return ENXIO;

g o B S — From D ik 2S 18] (iR Estartflend B EE UL “F A 1# T bus_set_resource ()
WEIRLEE” ) .

sc—>portO_rid = 0;
sc—->port0_r = bus_alloc_resource (dev, SYS_RES_IOPORT,
&sc—>port0O_rid,

/+*start*/ 0, /xend*/ ~0, /*countx/ 0, RF_ACTIVE);

if (sc—>port0_r == NULL)
return ENXIO;

BUAERT LAY Rl BRI B BF F7as e, Bl Tt el LUAFEMT S s S ARIE A R E S R A A1
BRI E H O o SRR, SRR AT BE EA AR & X Mtk b, B X bk ERASE 1A -

IS RE BRI A S E P B R A - X AR PR LU AT IR, BRI
Pperay () SEI - BRI GIREL AR ANGEK AR, "& LPTE SR IHEBR N FERL - IFNE A X
BRI AR, AT R PR B R, e AUR EIEER, AFfE@BI RIRRE, Aite—L
WO (] IR AT 52 RVEBUEDELAY () FEAEMHLES EEBER R AR H], (EFEBARCPURIANFE, LheR
B A —EHNREMRE -

AR IR R R E PR S E A TAE, B R DIMECE AR P . EAEBOXE

/% LU ERKET AR AT U8 «/

if (error = xxx_probe_ports(sc))

goto bad; /+ IRMEHIBEREIR «/
ﬁ?%ﬁﬂiﬁﬁiiﬂﬂﬁiﬁéE@@%tﬂﬂﬁ*%, @@%ﬁxxx_probe_ports()tEﬁTﬁEﬁiﬁiﬁiﬁﬁﬁ%fﬁo ﬁiﬁﬂ%@fi?i%%‘*$¢f%
&5, WA SR RE e 9%, X TPaP &, PaP3CFfNEH HEhi B -

if (pnperror)
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device_set_desc (dev, "Our device model 1234");

FGIRER. = 55 B S BOR S BC B A 7 de Rk R BUP A SRR, s iR~ B0 E - 3l
R BE — MR EANFRFT - TRIUGITER S RATRER FEFA ), XA A R IRD RerEr T
VERE AT LUSE -3t B 25 2 F (R R A

WAL T IAE NAZBCE U AR E , BB W Rk & T LIFEIE B R M RC B A ae P HUEICE -
RPFPBUEE AT AR, AR 2502 FHRNWE? ATRER P R A AL B B SO B s B, (B At AT
EEHOAETHA, MESREFERXD . —DEIRIF] 7 AT RERIX Y-

[+ B EERHALERNE «/
sc->mem0O_p = bus_get_resource_start (dev, SYS_RES_MEMORY, 0 /xridx/);
if (sc->mem0_p == 0) { /+ &H, AFEEE «/

sc—>mem0_p = xxx_read_mem0_from_device_config(sc);
if (sc->mem0_p == 0)
[+ NREEFFRBIANTXIL +/
goto bad;
} else {

if (xxx_set_mem0O_address_on_device (sc) < 0)

goto bad; /x W&EMNIFFIRMEE «/

/x B A, KEHNFERAN,

« NTHEEE S, NERNZFE,

« TR IR ETLE F e TIEH, CUENIZERAFES

* A MRFERAPIERNERNEEN ‘msize” BLERIE,

» HIsSAEZ B

*/

if (pnperror) { /+[OTIEPnPIEE */
sc->mem0_size = bus_get_resource_count (dev, SYS_RES_MEMORY, 0 /*rid«/);
if(sc->mem0_size == 0) /« FHPREIEE «/

sc—>mem0_size = xxx_read_memO_size_from device_config(sc);

if (sc—>mem0_size == 0) {
[+ BEX AR EIEEEN PSS, WE BIELERHE,
» AP ERTFEE, FIEEREERPIER
(IR, ESERRIERSWSHEFAF)
x/
sc—>mem0_size = 8%x1024;

}

if (xxx_set_mem0O_size_on_device(sc) < 0)

goto bad; /«EENILFFRNKAN «/

if (bus_set_resource (dev, SYS_RES_MEMORY, /xridx/0,
sc—>mem0_p, sc->mem0_size) <0)
goto bad;
} else {
sc—>memO_size = bus_get_resource_count (dev, SYS_RES_MEMORY, 0 /*rid=/);
}
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L, RAE SR EIRQFDRQFTFH IR -
R —FATIER , SRIE AT AR SR IR B R -

xxx_free_resources(sc);
return 0;

Ba, SCERTFAEO - PrE SRR MR B R HORR - FA IR — DS softc H AR B 2A T
AR #EL, BB RS MR 2 BE T HLEHIR:  anR o Bl LR IRRA TR -

bad:

xxx_free_resources(sc);
if (error)
return error;
else /x WRUEERARI «/
return ENXIO;

X SEENRNGIRE . WIRKRRAZ MM, B e — 1 mieh, BERFTRER T ER
T

static void
xxX_free_resources (sc)
struct xxx_softc *sc;

/« BB, WRIEOMBEL «/

/% HWTACIEREL «/
if (sc—>intr_r) {
bus_teardown_intr (sc->dev, sc->intr_r, sc->intr_cookie);
bus_release_resource (sc->dev, SYS_RES_IRQ, sc->intr_rid,
sc—>intr_r);
sc->intr_r = 0;

}

[+ BT EE T EMERNGE «/

if (sc—->data_p) {
bus_dmamap_unload(sc—->data_tag, sc—->data_map);
sc->data_p = 0;

}

if (sc->data) { /+ sc->data_map&ETOHEEEIE «/
/* the map will also be freed x/
bus_dmamem_free (sc->data_tag, sc—->data, sc—->data_map);
sc->data = 0;

}

if (sc—->data_tag) {
bus_dma_tag_destroy (sc—->data_tag);
sc->data_tag = 0;

}

o WRE, BEARBNRIIRE ...

if (sc—->parent_tag) {
bus_dma_tag_destroy (sc—>parent_tag);
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sc—>parent_tag = 0;
}

/[~ TEETH BRBTR «/
if (sc—>mem0_r) {
bus_release_resource (sc->dev, SYS_RES_MEMORY, sc—->memO_rid,
sc—>mem0_r) ;
sc—>mem0_r = 0;

}

if (sc—>portO_r) {
bus_release_resource (sc->dev, SYS_RES_IOPORT, sc->portO_rid,
sc—>port0O_r);
sc->portO_r = 0;

10.9 xxx_isa_attach

AR IR G AR [ ) B ARGOERSE AR, MEEGIRE 71 SOR AR - SEPmE 5 &
Gt o WARMGIRDRIEI0 | TE R G REH R H U e B & G5 i softe,  LLZ5H IR E [N, sk
HMFIRERE0, T REHI X MR & R GIRE R S AERR AR S BOA A « SRR BIRRR [ A (E, 3K
EHREF AT REN 2RI BOX -

RN SERL, HEREGIRRRE0, FNHREEHERE .

RGBS IREUGIREARRL, K — L AR — A SR R A -

struct xxx_softc xsc = device_get_softc (dev);
int unit = device_get_unit (dev);
int error = 0;

SR BCHBIE TR BTIR - FR T3 1 Y @ o AE AR R B Bt iR i, Rt R E o i - B 1
ERNGIRECLE S E TR RRIREE, FRENRTEES Wsoftc - AIRKMBITEE T T —L28y
DEABIR, MATRERRSE (EH 0B EIR)

sc—>portO_rid = 0;
sc—->port0_r = bus_alloc_resource (dev, SYS_RES_IOPORT, &sc->port0_rid,
/*startx/ 0, /*endx/ ~0, /*countx/ 0, RF_ACTIVE);

if (sc—>port0_r == NULL)
return ENXIO;

[« WERF «/

sc->mem0_rid = 0;
sc->mem0O_r = bus_alloc_resource (dev, SYS_RES_MEMORY, &sc—->memO_rid,
/+*start*/ 0, /xend*/ ~0, /*countx/ 0, RF_ACTIVE);

if (sc—->mem0O_r == NULL)
goto bad;

/[ BUGREHNE «/
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sc—>mem0_v = rman_get_virtual (sc—>mem0_rx);

DMAI K8 (DRQ) LM LL T AL 43 BE - (i sa_dmax () BREUBEHEATRIIAL - Fla0:
isa_dmacascade (sc->drqg0) ;

FHITIEREARQYH AAFIA - FRT P ECLASN, JXBNREFP AP T AL B pR A R 2 5 8RB - FEH 2
HISATRENRE R+, HARGERS PTG RSB EAITS - EANREFF, HRAE, &
WEIBSR A 45 0 sof e ITRE . — MREZEIFERET H 45 softe WEh B HLE, Msoftc UG ITT S1RA
Sy, MINBICE B softciRIFME . FIFF, XALEMERHTARESEKNARERFEERS—, HAFE
MFERE: BNESEE ORI, %, 2EMEMESEAERIERE, MENTZ R L3RR
PahieF .

sc—>intr_rid = 0;
sc->intr_r = bus_alloc_resource (dev, SYS_RES_MEMORY, &sc—->intr_rid,
/*startx/ 0, /*endx/ ~0, /xcountx/ 0, RF_ACTIVE);

if (sc->intr_r == NULL)
goto bad;

/ *
« [REXXXX_INTR_TYPEME XK T IR NFEFHIK AL,
« BlinINTR_TYPE_CcAMMA FcamMPIIR e
*/
error = bus_setup_intr(dev, sc->intr_r, XXX_INTR_TYPE,
(driver_intr_t «) xxx_intr, (void %) sc, &sc->intr_cookie);
if (error)
goto bad;

WARIR BT FHES NAFHITDMA, WX R 2 7 R7A 77 204 B

error=bus_dma_tag_create (NULL, /xalignment=/ 4,
/*boundary*/ 0, /+lowaddrx/ BUS_SPACE_MAXADDR_24BIT,
/+xhighaddr+/ BUS_SPACE_MAXADDR, /xfilterx/ NULL, /*filterargx/ NULL,
/+maxsizex/ BUS_SPACE_MAXSIZE_24BIT,
/+nsegmentsx/ BUS_SPACE_UNRESTRICTED,
/+maxsegsz*/ BUS_SPACE_MAXSIZE_24BIT, /*flagsx/ 0,
&sc—>parent_tagqg);
if (error)
goto bad;

/% ARZ IRV MACHREE AT H
% sc->datafB FFEILZEIRALEN, FII0— PR IPIXATHER

struct {

*

*

* u_short rd_pos;

* u_short wr_pos;

* char bf [XXX_RING_BUFFER_SIZE]
* } *data;

*/

error=bus_dma_tag_create (sc->parent_tag, 1,
0, BUS_SPACE_MAXADDR, 0, /xfilterx/ NULL, /*filterarg*/ NULL,
/+maxsizex/ sizeof (x sc->data), /*nsegmentsx*/ 1,

143



© 109 ISA++PAGC*

/+maxsegsz*/ sizeof (x sc->data), /xflags=*/ O,
&sc—>data_tagqg);

if (error)
goto bad;

error = bus_dmamem_alloc (sc->data_tag, &sc->data, /* flags=*/ O,
&sc—>data_map) ;

if (error)
goto bad;

fEasc->data_pMHENL T, xxx_alloc_callback () SR L
RFBIE R ES B & R R -

ZH R T EENTFYS — T PR 2 -

HsEAr DUMEGX R

static void

xxx_alloc_callback (void xarg, bus_dma_segment_t =xseg,
int nseg, int error)

{
* (bus_addr_t «x)arg = seg[0].ds_addr;

}

EE I I T .

*

*/
bus_dmamap_load(sc->data_tag, sc->data_map, (void x)sc->data,
sizeof (% sc—->data), xxx_alloc_callback, (void x) &sc->data_p,
/+xflags=*/0);

SECT FTRMIBTIRE, SR N A PRIATL - WL AT RE ELIE TR RRE, BRIRTITEIEM -

if (xxx_initialize(sc) < 0)
goto bad;

ST RGUR BEh RS & LT RN IR B A sl  (HanRINEEFARSTE — R Tk &
E’J%’WM:.M HRFRER), .

device_printf (dev, "has on-card FIFO buffer of %d bytes\n", sc->fifosize);

AR L BIRE B S AT ()R, @iﬁ(iﬁlﬁl%%i%ZﬁﬁﬂEﬂﬁ%%Ew

HEERFRENRE — P &R E R NI T RS - 5% SIREIRE T T KH T I SR 7
FIRAL. FRPE - ii%m%\ MR28i% %% « CAM SCSLE ik &4 .

WRETE ) TAEIEE LR E AL -
error = xxx_attach_subsystem(sc);
if (error)

goto bad;

return 0;

J&, BT R EERRET, FTE BRR S BEE B - ?izTIWJﬂilJJ‘$~/\$7& £EFsoftef%
BABANTZ AR, BT R TR T FEERE: RSN EN TR -

bad:
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xxx_free_resources(sc);

if (error)
return error;

else /* exact error is unknown =*/
return ENXIO;

Xt R B R 2 -

10.10 xxx_isa_detach

GRRINENRE P P AR ek K,  BIXEhRE P dm i I nEisr, MISKENAE r B #hE = m0RES - W
A IR, X R — MREERE - (EISAREA S AER, FIX M E TISAR & A EFF
BIEE . HENEFRIEN PRI AR, ERZEN T AEEZMARINERE T 524 E b R
RGBT A REZIARN SRR, FEITRNWEGERR, XHERETRE IS rErEE
NMER - B EREBARVFER TEF ALes A RIS HIE 5B R L 2 i R EIR T
B RSP —TUERE BRI E, SRR MR TAEM RS LT OF A RGusir TRemt
BXHRAPAIFR) - R, HTEEEEE, SRR EHITRE -

RN RE AT 0, S EGIRERE0, BN EFEIRE -

SRR R - EHSE R RIS NN T RS & - RIS M HIEST T
&, WIEFFEM MRS B4 B ECE SRR RS T 0 - RS BUR TR @ N T R 5L
PAT 3R 5% A RO RE D ANAX BN AR P A B RO R T - a8 5 SR 5 A (DA BE A g2 -

struct xxx_softc xsc = device_get_softc (dev);
int error;

error = xxx_detach_subsystem(sc);
if (error)
return error;

N, WIREF Al ReA BE MR R A — IS - B E IR ZEF TR, ZAHDMAE
BT LOB RIS IR - W T REBA SRS, X RAGIRERE, Eitan R shes
EIERAGIRE, FAMARZRAAEBATLT -

Xxxx_1isa_shutdown (dev) ;

e BT A BRI IR B AT -

xxx_free_resources(sc);
return 0;

10.11 xxx_isa_shutdown

L ARGE SR AR B L BIRE o 8 E SRR A AR —EPIRES - N T RZBISAIRE T S A FHE
FeoRah(E, B REGFERIELT, FANEEHERSINRE SWERIANL . BFER &I
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FrEPBRCH, LABIRFERCE B R BESEF RG] O TRZ ARG RBII AR &R A EH) - ]
ZROT, EREFFERTEADMARN AT, FEIERERTHE R NMFER - FYISIERRT R,
R A TTEIAAE S I8 -

10.12 xxx_intr

2RI BRI A TR ITE E 2 VAL P AL B R AL - ISAE AN SR PIT LS. (ELERFRR TG L1
bh) , PRLSERR EASR AW R B A, JLF AT LU APk B HAR A - IR, AR A B R R T
A H Far AR e AR ST AR . IR, WA R E N 2R E -

ISAIRENAEFPINIHAE RBUR & BILS1ENSE - BIECEKS, HWMMbus_setup_intr () BETAKES
BRI FHEE R T ORI E - RIEHAE, N A RIEREMsoftcHITEET - FL it
B R HCEH B N AR

static void
xxX_1ntr (struct xxx_softc =*sc)

{

EIBfTEHbus_setup_intr () FIFWT RS HEEEFITMI SR L . XEREZHPTE HAL R XILE
PRI A TR B T -

AT RRTES, PWTLEFIREES REE

while (xxx_interrupt_pending(sc)) {
XXX_process_interrupt (sc);
xxx_acknowledge_interrupt (sc);

}

PR AR R B A s R E R, (EANBER PTERIS NS, RE ARSI -
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X LHIE B R TPCLE RS anA MUl R s, HFEEFINEkdGE &2 EEL+—

0

o

11.1.1 RIS FIR S (mypei . ¢)

/ *
« SpCIRREUHTT R B AR FKLD
*
* Murray Stokely
*/

#include <sys/param.h> /% kernel .hHFHAMIE X «/
#include <sys/module.h>
#include <sys/systm.h>
#include <sys/errno.h>

#include <sys/kernel.h> /x MRHEIGEHHFHAIER «/

#include <sys/conf.h> /+ cdevswZEifd «/

#include <sys/uio.h> /* uiofif «/

#include <sys/malloc.h>

#include <sys/bus.h> /x pciBEHEIRILEEMH « JRI «/

#include <machine/bus.h>
#include <sys/rman.h>
#include <machine/resource.h>

#include <dev/pci/pcivar.h> /+ N {fHget_pciZE! «/

#include <dev/pci/pcireg.h>

/* softcRIFENENEFIRIEIE . «/
struct mypci_softc {

device_t my_dev;

struct cdev *my_cdev;

}i

/x BREUFHL «

static d_open_t mypci_open;
static d_close_t mypci_close;
static d_read_t mypci_read;
static d_write_t mypci_write;
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static struct cdevsw mypci_cdevsw = {
.d_version = D_VERSION,

.d_open = mypci_open,

.d_close = mypci_close,

.d_read = mypci_read,

.d_write = mypci_write,

.d_name = "mypci",

}i

/ *

fEcdevswhlFEH, BATEITEM A cdevH KA s i_drv1FHBEA I softco
HBIA TR/ devITT, TERATHICHE RIS,

x BATEEXANZER RN softc.

*/

*

int
mypci_open (struct cdev *dev, int oflags, int devtype, d_thread_t =xtd)
{

struct mypci_softc =*sc;

/+ Look up our softc. x/

sc = dev->si_drvl;

device_printf (sc->my_dev, "Opened successfully.\n");
return (0);

}

int
mypci_close (struct cdev xdev, int fflag, int devtype, d_thread_t =+td)
{

struct mypci_softc =*sc;

/+ Look up our softc. =*/

sc = dev->si_drvl;

device_printf (sc->my_dev, "Closed.\n");
return (0);

}

int
mypci_read(struct cdev xdev, struct uio xuio, int ioflag)
{

struct mypci_softc xsc;

/+ Look up our softc. */

sc = dev->si_drvl;

device_printf (sc->my_dev, "Asked to read %d bytes.\n", uio->uio_resid);
return (0);

}

int
mypci_write (struct cdev xdev, struct uio xuio, int ioflagq)

{

119

PCI= +

148



struct mypci_softc xsc;

/+ Look up our softc. =*/
sc = dev->si_drvl;

device_printf (sc->my_dev, "Asked to write %d bytes.\n", uio->uio_resid);

return (0);

}
/+ PCILHFFIREL «/

/ *
x BHEMEE IR S5 N IR SRR P SRR IR LS -
« WSARFF, WEMAFRIFRERT) -
*/

static int

mypci_probe (device_t dev)

{

device_printf (dev, "MyPCI Probe\nVendor ID : 0x%x\nDevice ID
pci_get_vendor (dev), pci_get_device(dev));

if (pci_get_vendor (dev) == 0xllcl) {

printf ("We’ve got the Winmodem, probe successful!\n");
device_set_desc (dev, "WinModem") ;

return (BUS_PROBE_DEFAULT) ;

}

return (ENXIO);

}

/- FE HHFM RN A FE R R «/

static int
mypci_attach (device_t dev)
{

struct mypci_softc =xsc;

0x%x\n",

printf ("MyPCI Attach for : deviceID : 0x%x\n", pci_get_devid(dev));

/+ Look up our softc and initialize its fields. =/
sc = device_get_softc(dev);
sc—>my_dev = dev;

/ *

* Create a /dev entry for this device. The kernel will assign us

* a major number automatically. We use the unit number of this

* device as the minor number and name the character device
* "mypci<unit>".
*/

sc—->my_cdev = make_dev (smypci_cdevsw, device_get_unit (dev),

UID_ROOT, GID_WHEEL, 0600, "mypci%u", device_get_unit (dev));

sc->my_cdev->si_drvl = sc;
printf ("Mypci device loaded.\n");
return (0);

119
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/x DERF x/

static int
mypci_detach (device_t dev)

{

struct mypci_softc xsc;

/* Teardown the state in our softc created in our attach routine. x/
sc = device_get_softc (dev);

destroy_dev (sc—->my_cdev) ;

printf ("Mypci detach!\n");

return (0);

}

/* RGERHBEEsyncZJEWMA . «/

static int
mypci_shutdown (device_t dev)

{

printf ("Mypci shutdown!\n");
return (0);

}

/ *

* WRTEEHIRE -

*/

static int
mypci_suspend(device_t dev)

{

printf ("Mypci suspend!\n");
return (0);

}

/ *

« WEWE (EFAn) k.
*/

static int

mypci_resume (device_t dev)

{

printf ("Mypci resume!\n");
return (0);

}

static device_method_t mypci_methods([] = {
/x WEED »/

DEVMETHOD (device_probe, mypci_probe),
DEVMETHOD (device_attach, mypci_attach),
DEVMETHOD (device_detach, mypci_detach),
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DEVMETHOD (device_shutdown, mypci_shutdown),
DEVMETHOD (device_suspend, mypci_suspend),
DEVMETHOD (device_resume, mypci_resume),

{ 0, 0}
}i

static devclass_t mypci_devclass;

DEFINE_CLASS_O0 (mypci, mypci_driver, mypci_methods, sizeof (struct mypci_softc));
DRIVER_MODULE (mypci, pci, mypci_driver, mypci_devclass, 0, 0);

11.1.2 R SH L7 FMakefile
# W FmypcifiMakefile

KMOD= mypci
SRCS= mypci.c
SRCS+= device_if.h bus_if.h pci_if.h

.include <bsd.kmod.mk>

WASRARFs LI RS AiMake fi1e AN —PE K, 1RA] LUB Tmakedn Bon BIAENTER? - 188, 1RAT L
iBfTmake load FFIXEHREFFAREE] Y HIEAZITHIAMT, Minake unload Al 7EFEEE HIEINEHRET -

11.1.3 EL KR

o PCI Special Interest Group (http://www.pcisig.org/)
o PCI System Architecture, Fourth Edition by Tom Shanley, et al.

11.2 SRR

FreeBSD N M AC B 2615 SR BTURHR AL T —FhE mx S AOHLH] . L FRTE RS E R EFEAR AR (PCI,
ISA, USB, SCSI%%5) MIEZTF R, H HiXEi & E MM SR IRE TR (BN 7B, HIrek, 5t
ZDMAIEIE)

11.2.1 bt FFSS

H T RPCIE & it s SN, 75N PCIAL & 25 (A 1kl Base Address Registers (BARs) - X
BUBARK FIPCIE R FIAH T Ml S 7F B Elbus_alloc_resource () Fo

fan, — A RERERE AT fEfEat tach () BREACTE LT EA R G-
sc->bar0id = PCIR_BAR(0);

sc—>barOres = bus_alloc_resource (dev, SYS_RES_MEMORY, &sc—->bar0id,
0, ~0, 1, RF_ACTIVE);
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if (sc->barOres == NULL) {
printf ("Memory allocation of PCI base register 0 failed!\n");
error = ENXIO;
goto faill;

sc->barlid = PCIR_BAR(1);
sc—->barlres = bus_alloc_resource (dev, SYS_RES_MEMORY, &sc—>barlid,
0, ~0, 1, RF_ACTIVE);

if (sc->barlres == NULL) {
printf ("Memory allocation of PCI base register 1 failed!\n");
error = ENXIO;

goto fail2;
}
sc—>bar0_bt = rman_get_bustag(sc->barOres);
sc—>bar0_bh rman_get_bushandle (sc->barOres) ;
sc->barl_bt rman_get_bustag(sc->barlres);
sc—>barl_bh rman_get_bushandle (sc—->barlres);

B EUFF AR AR R Esofte Z51 7, LU LUS AT LMERENTRZ&EE A -

SIF I RE S X LA Sous_space_» AL IRE IR & A ey - BN, PSNREFFATREEL & an F AR
FERREL, FIRIRBUR 745 € H 5 77 25

uintlé_t
board_read(struct ni_softc *sc, uintlé6_t address)

{

return bus_space_read_2 (sc->barl_bt, sc->barl_bh, address);

KUK, FTLAR N R RS F A A

void
board_write (struct ni_softc *sc, uintl6_t address, uintlé6_t value)

{

bus_space_write_2 (sc->barl_bt, sc->barl_bh, address, value);

IXLEPRELLASHL, 16ALFI32L AR AFELE, RN S AHR HE Fbus_space_{read|write}_{1]2]4}¢

HR: 7EFreeBSD 7.0 MHE A, F LU Hbus_» BMECRIE bus_space_x o bus_+ HREUFFHHIZEEstruct
resource * ¥8¥t, M Zbus tag AR - XHF, LA LK softc H1fTbus tag Fbus AIFX B 1Ak A 28 & L4,
H ¥ board_read () MEEEN:

uintlo_t
board_read (struct ni_softc *sc, uintl6_t address)

{

return (bus_read(sc->barlres, address));

}
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11.2.2 Il

F I 2 R 3 B P A SRR (RA PR 7 T [ 0 SR S AR BE . B E, ATNALE 2 FEIRQ BT IR,
ORI TR PP T A P R ESOR A X IR Q

FH—IR, KBHi&Fattach () REEIFF L5 B Ui
/+ BUSIRQHIE «/

sc->irgid = 0x0;
sc->irqgres = bus_alloc_resource (dev, SYS_RES_IRQ, & (sc->irgid),
0, ~0, 1, RF_SHAREABLE | RF_ACTIVE);
if (sc—->irgres == NULL) {
printf ("IRQ allocation failed!\n");
error = ENXIO;
goto fail3;
}

[« BAERA N A B E AW B R AL «/

error = bus_setup_intr (dev, sc->irqgres, INTR_TYPE_MISC,
my_handler, sc, & (sc—>handler));
if (error) {
printf ("Couldn’t set up irg\n");
goto faild;
}

RIS B HIRE T DAEE — R . RDIUEENE & R TR, HRERPW e mE . —
Hbus_teardown_intr () IRE], FRENERETHETACH R ECH 2 FHE HFHATE A RECEHUT TiX N
W b HE PR B AR AR C R B o T SL R AT DAREAR, A FH I R R L U RESRE AT B R A% -

11.2.3 DMA

ATEES, REMTHRREAEMEA o B RS S 552 fous_space_dmax () BREL. =
FORTX — T USRI AR, X B FTRER LT - AR, HETAPDEARWTE &2, Fit—HBETEE T
Hfm, FHNX— TR AR AR T -

EPCLE, AT R T EDMARISNEE & LAY L, BT FreeBSDAE FH LA 72 H R 4h 38
FEHibl, XA AR . SEEA0E, B EREL vtophys () A LAHESBIEAT -

#include <vm/vm.h>
#include <vm/pmap.h>

#define vtophys (virtual_address) (...)
IRTHX AR R I E Ealpha F A SAA—1E, H BRNEEEZERZE— MR Hvtobus () BIREL -

#if defined(__alpha_ )

#define vtobus (va) alpha_XXX_dmamap ( (vm_offset_t)va)
#else

#define vtobus (va) vtophys (va)

#endif
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11.2.4 BUE S BB IR

BliHattacnh O HE S EHFTE RIRIEREE . DAVIVOEIE, RIVEEAERMEIARA T B2 ARAERTHE 7 AL
AREETERRIR T, X B S IRAVIRSRE P £ )5 RGTIHIR AT LAGEH -
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U* O Sergey Babkin.» * C ~ O Murray Stokely. H O spellar @SMTH.

12.1 #8294

SR B A FreeBSDHIIR & IR BV FFRISCSIHNE ABITHE, A TR IR B M LA FIEH)
B,

e ncr(/sys/pci/ncr.c) EHWolfgang Stanglmeier and Stefan Esserfm 5
. Synl(/sys/dev/sym/sym_hipd.c)EH(kﬂaﬂlRoudeﬁﬁzg
. MC7XXX(/sys/dev/aic7xxx/aic7xxx.c)Eﬂlumth.Cﬁbbsﬁﬁgg

FINCAMARIRIEA S  (fE# Justin T. Gibbs, W./sys/cam/x) R . M —Lf@i 7 B AN 225
P, F HEAR EZ MIustin T. Gibbs FIfCHEHH—FANEZHHERKES, FRFEFRICH “recommended” -

AL G A7 3 - REARGIFHa SR, HEEERMREEENH, BEEMA
HERRE - SXHEERN T U—Mar s @R s s S - S TRENKEET, HETEAREERR
e, FHFHEMER - OB THE, ST EMEA T ZRor & i R, 2l
FEIT 438 F M OB AT TY o A R B0 IR R T RE AL 2 - XSl e & AR B A R 1 4 7 A R L
ERSEARERREIL. £arE, BEERMENZEE T, SFraaT, mUERENNETET
hHE

12.2 @ FH A2 451

CAMAC B 1A 777% (Common Access Method) - ‘& PLZRSCSIH F FHEV/OE L « X gl 7o 4518
WA RN F AR HIVO B L I SRR T 7 BB oK Bl anfii & WX s AR 7 RE R 42 HISCSI ~ IDE ~ H/si AR H:
e BRI SIEFT A AN A BFHIVOEEMES (S IER) - X, Wi &
BHNE BN SER SR -

o MR - SNELE S (RIS, HEW . CD-ROM%Z) HIIREhFEF
o SCSIEE OHEH(SIM) - EHEFI/OE L, WISCSIEIDE, HIFHLE &GRSR NFEFF -

HNERE B IR BRI NOSTEE SR, I T THEH N SCSTAT 2 B4 - F X LS CSTH 2 (£ 38 21| SCSTHE H 5L
H. SCSIHE O RER 7 TR Ly & (8 b4 U PRiE 4 (3 an SR SEPRAd (412 SCST, T2 FIUNIDE, %
FIXLESCSI i 2 R fnative @ 4) -

X LERAT TS A R 9 5 SCSEBL 2y RSN AE 7, MULAL IR FA T M SIMAY i B % R AT B 5
1% .

T SIMIREHRE 7 2L AL U T FICAMAR SR A2k 3T

#include <cam/cam.h>
#include <cam/cam_ccb.h>
#include <cam/cam_sim.h>
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#include <cam/cam_xpt_sim.h>
#include <cam/cam_debug.h>
#include <cam/scsi/scsi_all.h>

B SIMER SR Fr b AU 56— PR I CAM T AREM € B C - XAEMNEF Hxxx_attach () B
B (LA LU Bxxx _FH THEWME—RVIKSNEFP & FRIZR) BARISERL - xxx_attach () ¥ E & ARSI EL
HEhECECHEEM, BT AR -

XTI ILPRTER: B EFEDI S SIMKEXHIERIAS:
struct cam_devg xdevqg;

if(( devg = cam_simg_alloc(SIZE) )==NULL) {
error; /x —LOHERERRAIARE «/
}

Bthbstze AESBECRIAIIRAR/D, EREEESHIHAIEREHE - ERSIM IFEFASCSI £ LRI AT
ACPREIERAVECE - — BT LI

SIZE = NUMBER_OF_SUPPORTED_TARGETS  MAX_SIMULTANEOUS_COMMANDS_PER_TARGET
T REATISIMAE AR FT -

struct cam_sim *xsim;

if(( sim = cam_sim_alloc(action_func, poll_func, driver_name,
softc, unit, max_dev_transactions,
max_tagged_dev_transactions, devqg) )==NULL) {

cam_simg_free (devq) ;
error; /x —UEARGEMAIE o/
}

FEREWMRRNTAREAESIMANARF, TATHREMdevq, ERNFA TN ETIEMUEFI HMER, T8
TN -

WRSCSIR AL 4SCSUES, M4 ELTFET H CMcam_sim 451 -

—MEBRREE, WRSCSIFA AN —FSCSLEAHNTZE LM, B FRE—Pdevgsitilt 25
ZSCSLEEL? FECAMIIER L4 HAERE: E—J7=W0, MRS AEE 5 .

SR

e action_func - ?Eflﬁjglzfjﬁir?xxx_action @ﬁﬂ/‘]?gﬁ' °

static void xxx_action ( struct cam sim #*sim, union ccb *ccb );

e poll_func - TRAIRENFEF xxx_poll () REHITEET -

static void xxx_ poll ( struct cam _sim #*sim );

o driver_name - SLFRIRENFEFAOZ T, FIW “ner” BY “wds” -
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o softc - FE X SCSIFIXBHREFF A ERIHART AIFRE - 1X M EE LUS B EHAE 7 FI AR B E 208 -
o unit - FEHIZFEITE, FIA THEHIE “wds0” HIHECTF R N0 -

o max_dev_transactions - TLVR AT, N B 1SCSIE ARH KH & (simultaneous) FHEE. X MME—MRILF
BEET, HEIESCSIRA MRS - Beoh, WRMNETFAHEPIT T HS PR R B — 155,
ALK E N2, BRCEANMERIE X M 2t

o max_tagged_dev_transactions - FIFERIRIY, (EREMSRAT - 5 &SCSIHER & LA EL NHESITT
X BNESWIRT MRS, HWAEIIER . DS EMIFELEES, EHERERIRE
KIEER, IXFESCSHERLZS (FIIRZHFERF) MEEAIEM N ESER T - S E WP E R KIRER
. BEBEGRTSCSI &R 23 BE

o BT M 5 FAT TAISCS L L #5 R EXAYSCSTE 4 -

if (xpt_bus_register (sim, bus_number) != CAM_SUCCESS) {
cam_sim_free (sim, /*free_devgx/ TRUE);

error; /+ —UCEERAEMAIE «/
}

R ERAESCSLEERE — Pdevaity (B, BATRHHAZREENREEZ DR, BOFHFHE &G
%), WELSEREN0, BNSCSIF ER&EFESENATEARNS . BREETECHOAM

fcam_simZEH4) -

XZ EHA TSR 2R E 2 HERBICAM AL - IFEdevgf B R IHEER: EATE LU MNCAM A H R
R sim &, devqr] IHE FH -

CAMWiXEER PR it THEZE . Bk BIRE (SIMIEHIEF) |, Bk BN ERENETE
Fe, i~k HCAMT RAYR S « (ISR AR AT LIy FLe R A R P AR R, X AR Z 4
K AR RS BB -

IXAPE AR — D BTG TR R B AL B EFFEMLL “path” BITAX A ENTFERIEE - B
PRRFRE BB B A SRt T B S BEIAR Z A4 - AR S5 IR AT LI E RIS L B (X2
T, FOYEFEIERPE U A SRS IR T H, T HEEA S Bideallocate i NMEIE — 2 £5%) -
FEAEMEZ, GfFTpRET, ShSoRBEEERer, REFESSERETINTE, FHXMITE
A REFAAE R — DR BT AR R BRI S IR NAF - ST EBEE M HEN, HATFEE LaF L LR
EAENRNERAT B « IXRERATHRER AN LUR RS SR B OIE R, B LUS N B R

struct cam_path =xpath;

if (xpt_create_path (&path, /*periph*/NULL,
cam_sim_path (sim), CAM_TARGET_WILDCARD,
CAM_LUN_WILDCARD) != CAM_REQ_CMP) {
xpt_bus_deregister (cam_sim_path (sim));
cam_sim_free (sim, /*free_devgx/TRUE) ;
error; /x —LEEERRATRALE «/
}

softc->wpath = path;
softc->sim = sim;

EARBTE RN, BIZEFE:
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o SMEREWSNFEFFHIID (BHTHAT—ME, Bt =)

o SIMIEZNFEFHID (cam_sim_path (sim))

o HE&MISCSIHFRE (CAM_TARGET_WILDCARDME ETE “FrAdevices” )
o TH&MISCSILUNS (CAM_LUN_WILDCARDHIEEFE “FTHLUNs” )

RN A ELX N AZ, ERAGEIER TIE, RULAREEE N T A TEIFR (dismantle) FP
NSCSLE L

A HEsofte B IRFFIEIZFRET AME LU A - X Z FEAVRFsimAE (S WREITER, b
%Eﬁkxxx_probe()iEtﬂH¢§§¥§?3> o

XL R (R E R IRILRT TR B ) — 30 - O THESERMUER IR, £ K — R .

KFFSIMERENTEFF, B — MRRESB IR AT BARSE O HRAE T o XMEL T EMLSX
WA AISCSI A AT RER MFER - BIHHEATX AN FEAF [ CAMIEA— N EIH « J#id X FhR AL fiE KA E
RCAMIZHIH EICAMENE, &R GBEEICAM: (. ZF NHRFIRIEFIES)

struct ccb_setasync csa;

xpt_setup_ccb (&csa.ccb_h, path, /<R Hx/5) ;
csa.ccb_h.func_code = XPT_SASYNC_CB;
csa.event_enable = AC_LOST_DEVICE;
csa.callback = xxx_async;

csa.callback_arg = sim;

xpt_action ((union ccb *)&csa);

IAEFANTE — Fxxx_action () Flxxx_poll () FIRBHFEF AN H A .

static void xxx_action ( struct cam sim #*sim, union ccbh xccb );

i N, CAM T RS HIE KRG LLENE - SimfiR T1ERAUSIM, CCBHIERA S . CCBILE “CAM
Control Block” - BRIREZIFELFIMELE, BN LHI N FLRRIMELSHAS & . PrE X s f] it 5708
ESBALIRSHICCBLE . (. X—BARER, E8H5EEL)

CAMEL 3 #rSCSHE #2885 TAET & #2# (initiator)( “normal” ) =, X FFSCSHEHIZE T/ET H
Fr(target) (FRFISCSDEE) 3. XILBRATAHZ RS KR EEE LIRS -

ST LB GREIEH, J515) RUiREEEsim A TR

e cam_sim_path (sim) - B/ZID (& W L)
e cam_sim_name (sim) - simfJ%F
e cam_sim_softc(sim) - f8[[softc (RENFEFREEIE) LHHMTEE
e cam_sim_unit (sim) - BILEH
e cam_sim_bus (sim) - HZEID
N T IRBIERE, xxx_action () A U X LR EUS 5] 05 FIFE 17 © Wsoftc 514 TR ET -
TESR AR AEMEAE ccb—>cob_h. func_code» I, JBH xxx_action () F—"KHswitchZH K :

158



©129 | ~6 0 SCSL >

struct xxx_softc *softc = (struct xxx_softc *) cam_sim_softc(sim);
struct ccb_hdr xccb_h = &ccb->ccb_h;

int unit = cam_sim_unit (sim);

int bus = cam_sim_bus (sim);

switch (ccb_h->func_code) {
case ...:

default:
ccb_h->status = CAM_REQ_INVALID;
xpt_done (ccb) ;

break;

}

Mdefault case B AJER AT LLE H (1SR IKEIARENG L) |, 2 HRES#IZE S ccb—>ceb_h. status
W, I BB A xpt_done (ceb) FFEECCBIR [EE|CAMA -

xpt_done () A Mxxx_action () FYEH: FIAIVOERAT PUZESIMIR BHAZ 2 F1/EL T FISCSTHE il 28 A HE
PAo  (FFE: BFRVOEK? ) R, Hi&&HE B post) — MHEIES, HERMNIERIAE DGR
B, xpt_done () A DA FR T 0 BRAGI AR A # R

SR L, CCBIRASMNEUNHIRAE S — R ES, TR RAE MRS . CCB#ifE
Yxxx_action () FIFERT, HEUSIRACCB_REQ_INPROG, FREIFAEHITF - /sys/cam/cam.h FE XL
THERAFRSE, BN ZEEIEFIFERMERERIPRE . FEBMZE, RELFR EE—IHERE
B (kefi) F—LerTae HELRIFT IR LOIERG: (FhL) B9 “fLEi(bitwise or)” - MEHESTELUS HIF4H
W o X EATRNE R A LLEERRME Y 17 (Errors Summary section) #2! I EAPIR STEFR N -

o CAM_DEV_QFRZN - 4 F#CCBI, WIRSIMIRENFEFF R 2| — e EiE iR (Flan, WShFEFe A gem ik
FEEiE M T SCSI) , BN YA xpt_freeze_simq () FREEIERIAS, R & OHEA S AFME MR
WAL TR ICCBIR M FCAMPBAS], SR )5 A AIEHICCB% B X MEFRHE P F xpt_done () » X PMIEIRE(E
BCAM T RGO HEER G R VRBAS ] -

o CAM_AUTOSNS_VALID - {158 & &R B RS, HCCBH AR EIHE
FRCAM_DIS_AUTOSENSE, SIMIXEhHE/F /1 B3 HIfTREQUEST SENSEfii 42 M 1% & i Eisense (¥ &
HARIER) B . B AR, sense SR N Y AR FEAECCB T HIRZ B ILEERT -

o CAM_RELEASE_SIMQ - 21t/ TCAM_DEV_QFRZN, 1HHTSCSIEH|25 B 5 H ] (sl B IR 5 1K
e MRS TE E K S #xpt_freeze_sing () fF1E - SIMIKBNREF e iRX PG ML, Hodt
IRENLE T HEFRHICCB IBAICAMG, EHIZIIE S ERFRL -

e CAM_SIM_QUEUED - ¥ SIM#—NCCBHUA EiFKEAFES B M 5B PR (2024 CCB HEAME M AR ]
YECAMBY £45) o IR EERMD R ZECAMACES FOAE T 7 F o, R B 4R T2 ) -

PR Elxxx_action () ANAVFRERR, X BRI B PE [FP L A0E S REESIMEE B AT PR SERL - BR
T HTREITERRAR, (LABd%Z/\éﬁgiﬁtj,@@%&Xpt_release_simq()%DXpt_release_devq()EEii%gﬁﬁﬁﬁﬁkiu,
AR CCBIEEEE|CAM -

CCBLEREL &0 7B

o path - 15K FIEIZID
o target_id - 15K HIM&&ID
e target_lun - B PR AILUN ID
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o timeout - X/ S HGRIN RS, LRI
« timeout_ch - — -} SIMYCHEF /7 bR (L FRB AL /T2 I (CAMT R4% H B9 ARMILIF TR
o flags - ARV MEBAL

o spriv_ptr0, spriv_ptrl - SIMIKEHAEFOREEFAHBIFE (FlIaniERE S| SIMPAS BSIMAVE #EHIEE) 5 SEFR
b, BAWENBCEFAE: spriv_ptrOFspriv_ptrl B R (void *), spriv_field0Fspriv_fieldl BH R
Hlunsigned long, sim_priv.entries[0].bytesHflsim_priv.entries[ 1].bytes 5 Bk A I HA T 20K/ N—E 0 F 1748
%H, sim_priv.bytes h—"R &5 K/ NFIEEE

fEHCCBRISIMAAE FE IR IER N EANTE L —EHE XMET, H BEREF P XS E R

MHAT, BT X

#define ccb_some_meaningful_name sim_priv.entries[0] .bytes

#define ccb_hcb spriv_ptrl /+ HATEHEH «/
B LA B E B AR

« XPT_SCSLIO - HfT1/0H 55
BX&ccbf “struct ccb_scsiio csio” SEFIHTF#EZ & - U1 1E:
o cdb_io - FE[AISCSIf & &P X HITEH 8Lk ih X A5
« cdb_len - SCSIfT & K&
o data_ptr - FRAIEEEZ MR PFRE (WREHSEVET S ER—5)
o dxfer_len - FFEHEHRE K E
o sglist_cnt - U5 B AL
o scsi_status - IR [EISCSTIRAS A 7
o sense_data - i 2R A IRI CRAFSCSI senselE B AT HIX (XFHEN T, WHREHIZECCBHILE

[

FRCAM_DIS_AUTOSENSE, NI ESIMIRENTEF 2 B 5121 TREQUEST SENSE#i4)

o sense_len - ZZ{F X K (WAL K Tsense_dataf IR/, SIMIRENFEFF0 U 1H #1 R 3/ ME)
(B —Awh, SHECRRED)

o resid, sense_resid - U1 5REIRE L HiniSCSI sense)R B 551, MIEA T EREIF R GRiEHE) BdERT
. ENEERRIFARFAINER L, FRUARMETTERBIT (Fln, THESCSHEHIZFFIFOZ% i [X H
R4 R CUESERERT L. X FRThZEMEIE R, 1% E o -

o tag action - IR RIFIRA:
« CAM_TAG_ACTION_NONE - 5 & R bR
« MSG_SIMPLE_Q_TAG, MSG_HEAD_OF_Q_TAG, MSG_ORDERED_Q_TAG - 1% T& 4 K515 B
(I /sys/cam/scsi/scsi_message.h) 5 A HIFRES R, SIMERENFEF /01 H CIEFRE(E
SRR AT H B AT
BHIH— TS RBETRRER R, FiRe S TSN TR 1L
struct ccb_scsiio *csio = &ccb->csio;
if ((ccb_h->status & CAM_STATUS_MASK) != CAM_REQ_INPROG) {

xpt_done (ccb) ;
return;
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}
A TR ETA T SIZ 722 SR
if (ccb_h->target_id > OUR_MAX_SUPPORTED_TARGET_ID
|| cch_h->target_id == OUR_SCSI_CONTROLLERS_OWN_ID) {
ccb_h->status = CAM_TID_INVALID;
xpt_done (ccb) ;

return;
}
if (ccb_h->target_lun > OUR_MAX_SUPPORTED_LUN) {
ccb_h->status = CAM_LUN_INVALID;
xpt_done (ccb) ;
return;

}

RGP ECBA T ETE RITROEIRSEN (R RAREEHIRESE) « WRBATABESBENFRLESIMEA
F, ILEK FENTE — M ERAEIE, JREICCB, 1ERCAMKBFCCBEFIAPA - LU S BURAT HES, GE
R EIEAR S % Ecar stmo RELEASE fi Fccb BAEZRSIMBASY - B, WA IER, NKCCBSE
I (HCB) #E8:, FHRHEIRENEAR -

struct xxx_hcb xhcb = allocate_hcb(softc, unit, bus);

if (hcb == NULL) {
softc—->flags |= RESOURCE_SHORTAGE;
xpt_freeze_simg(sim, /*countx/1);
ccb_h->status = CAM_REQUEUE_REQ;
xpt_done (ccb) ;

return;
}
hcb->ccb = ccb; ccb_h->ccb_hcb = (void =*)hcb;
ccb_h->status |= CAM_SIM QUEUED;

MCCBH 2 BB E BRI . RER G ESRIA A —MRE, RN 4 — P — iR
FHIESCSIIRZEE R - SIMIXEHRE T 171 57 51306 T i BRI SR O BROREER B ~ [R5 R A

%

hcb->target = ccb_h->target_id; hcb->1lun = ccb_h->target_lun;

generate_identify_message (hcb);

if( ccb_h->tag_action != CAM_TAG_ACTION_NONE )
generate_unique_tag_message (hcb, ccb_h->tag_action);

if( 'target_negotiated (hcb) )
generate_negotiation_messages (hcb);

IRIFESCSIAT A - AT LIFECCBH ML MR i) 7 2UFE R i & 7%, X285 S FHCCB A HEPRE E -
L% X AT VAL S ECCB R B E TRETER, JF&ERIL NEE T LIE r Y Bt s B - TR
BHFEY AL, F B RR kA oy B it -

AKFRIIER: BH X EET EHvtophys () RFERET, HETHEHKRMAphalt R 24, HTPCIk#HE
(EAITIAE 5 SCSHEHIZF IR ZE) WRENTEF M) AlphaZB M BRI RS FE I, #E TR Llveobus () K58
A% . [IMHO HAEF ™ B A B % vt op () Flptobus (), Mivtobus () JETATRR RS, XEEMETE
% . | FEESRYBEMAEAEFR T, IREWERS “caM REQ_INVALID” FICCBEZRI LAY, X HiAIIXEHTE

R AN - BRI RERX M T (IRShAR A N M B AN F R IF R BN ISR
TEAlphafi € FICHS AW o QIR TREY It RERR R B B B Mk, (EBBEEARINAR K, RILERATAIR
FEfiL -
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if (ccb_h->flags & CAM_CDB_POINTER) {
/* CDB is a pointer =/
if (! (ccb_h->flags & CAM_CDB_PHYS)) {
/ CDBIRETZEIAT «/
hcb->cmd = vtobus(csio->cdb_io.cdb_ptr);
} else {

/» CDBIRETZYIIRRT «/
#if defined(__alpha_ )
hcb->cmd = csio->cdb_io.cdb_ptr | alpha_XXX_dmamap_or ;
#else
hcb->cmd = csio->cdb_io.cdb_ptr ;
fendif
}
} else {
/* CDBfEccb (EIX) H «/
hcb->cmd = vtobus (csio->cdb_io.cdb_bytes);

}
hcb->cmdlen = csio->cdb_len;

AR ERIRRIRR T, X—Ik, ATLAECCBH LI ME BRI IR E e i, X&izlHCcCB+
HUBEPRERE - B SEBA GBI EIR LA 1 - S B AT DL R B R 2L R o

int dir = (ccb_h->flags & CAM_DIR_MASK);

if (dir == CAM_DIR_NONE)
goto end_data;

IREBN TR EEIEE— M chunk F A2 E S EUVEF SRS, H B2 & Bl . SCSHEHIs ]
e LREC A IRE B B TR KERIARS « WG R ENA B PRABIFA THIR B EEHR o FoA 10— MRFR R
HOREICCB, FH7E— 5 A FHCB BRA S - 34 0chunk i R ECR IR FFHE R, L FATARHNTE
MTHE SRR o X T bk B3 (] AR 40 777 7] LS SCSIi 2 (CDB) A H ik o Q5 5 e A5 (A 45 1
B REMES AR RESEEL, REPRE “caM REQ_INVALID” &R[LPART. SEFR b, IAEAICAMAILHS H{LSF
W)Lt B A BUE T EE T - B2/ ATSEIL A FE S RUS IR T X AVF L, CAMAFXFE LHBR
%,

int rv;
initialize_hcb_for_data (hcb);

if((!(ccb_h->flags & CAM_SCATTER_VALID)) {
/% BARHRX o/
if (! (ccb_h->flags & CAM_DATA_PHYS)) {
rv = add_virtual_chunk (hcb, csio->data_ptr, csio->dxfer_len, dir);
}
} else {
rv = add_physical_chunk (hcb, csio->data_ptr, csio->dxfer_len, dir);
}
} else {
int 1i;
struct bus_dma_segment =*segs;
segs = (struct bus_dma_segment «*)csio->data_ptr;

if ((ccb_h->flags & CAM_SG_LIST_PHYS) != 0) {
/* SGHIFRIBE ML) «/
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rv = setup_hcb_for_physical_sg_list (hcb, segs, csio->sglist_cnt);

} else if (! (ccb_h->flags & CAM_DATA_PHYS)) {
/% SGERMXIREHEEIN «/
for (i = 0; i < csio->sglist_cnt; i++) {

rv = add_virtual_chunk (hcb, segs[i].ds_addr,
segs([i].ds_len, dir);
if (rv != CAM_REQ_CMP)
break;
}
} else {
/% SGERMIXIREHEMIRN «/
for (i = 0; 1 < csio->sglist_cnt; i++) {
rv = add_physical_chunk (hcb, segs[i].ds_addr,
segs[i].ds_len, dir);

if (rv != CAM_REQ _CMP)
break;
}
}
}
if(rv !'= CAM_REQ_CMP) {

[+ MR T —chunk, A 1H#Eadd_»_chunk () EKEGRE

* CAM_REQ_CMP, WIHRIERKK (KREFTE KL chunks)

» NRElcaM_REQ_TOO_BIG, HABIHH TiRME “camM REQ INVALID”
*/

free_hcb_and_ccb_done (hcb, ccb, rv);

return;

}
end_data:

WX N CCBARVFWITER, FA Tt 1% 2% 15 B Elhcb:

if (ccb_h->flags & CAM_DIS_DISCONNECT)
hcb_disable_disconnect (hcb) ;

TSRS 2 ENS 554 H 21 TREQUEST SENSE4, NI R 24 B iEFRCAM_DIS_AUTOSENSE/{H (%1
BT, XA DIFECAM T 245 MEREQUEST SENSE B FH 1F H Z/REQUEST SENSE -

T T OME— SRR ERNT, RFIA T heb BB A M8 (R ], RN A AW bR R AL (Bl 23 bR
) SERK-
ccb_h->timeout_ch = timeout (xxx_timeout, (caddr_t) hcb,
(ccb_h->timeout * hz) / 1000); /«x HZFEEHNTEEE «/
put_hcb_into_hardware_qgueue (hcb) ;
return;

X ) L2 IR [E]CCB H R £ — 1> P g SE 0
static void
free_hcb_and_ccb_done (struct xxx_hcb *hcb, union ccb *ccb, u_int32_t status)

{

struct xxx_softc xsoftc = hcb->softc;

ccb->ccb_h.ccb_hcb = 0;
if (hcb != NULL) {
untimeout (xxx_timeout, (caddr_t) hcb, ccb->ccb_h.timeout_ch);

/« BATERE T heb, FIHHIRAEGR FBBAGFET «/
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if (softc—>flags & RESOURCE_SHORTAGE) {
softc->flags &= ~RESOURCE_SHORTAGE;
status |= CAM_RELEASE_SIMQ;
}
free_hcb (heb); /+ [FIBFMEFIAERFIFFFRhc «/
}
ccb->ccb_h.status = status |
(ccb—>ccb_h.status & ~(CAM_STATUS_MASK|CAM_SIM_QUEUED)) ;
xpt_done (ccb) ;
}

e XPT RESET DEV - X3%£SCSI “BUS DEVICE RESET” 4 B3i%%&

BT SKERINCCBH B B R T, HH Al NEOLE S & Ptarget_id - KT HISSAELE, A AR 0Bk
AR XPT_SCSLIOWE R A BREEM B (BB XPT_SCSLIOERIIA) Fo & AR HI2s, i LB
TE1ESCST #=H25 4 IARESETIH B 2% &, BiE X ME KAl e L@ AR (GFREMR

A “caM_REQ_INVALID” ) . 1M HIERFEMET, BARRIETE 2% (disconnected) 55 55 00 T #E 11
(] REFEHWTHIREH) -

i B BT SRt ESMR 2 E K, HWEN M ERIER . sEHRRERIEE, HANEE
FEEPRR 2 N —IRESENEREHNA -

o XPT_RESET_BUS - & ARESET(E 5 %|SCSI/5 4%
CCBHHMNE®ES R, W BASE 2 BRI simAFEE R RISCSIE 4 -
B/NSEINS it S F TR R & RISCSITNGE , R EPRACAM_REQ_CMP .

a2 BSEINAERT E S A ANEAISCSIUE L (AT RE B NI SCSHERISE)  H45 T a ZERE LERAS AR 0 R T 28 5
ABR L TE 4% 4 FE AICCB K SEACIR S FRE I CAM_SCSI_BUS_RESET - 143X

int targ, lun;

struct xxx_hcb xh, =xhh;

struct ccb_trans_settings neg;
struct cam_path *path;

/% SCSTIRENIATRERTETRARKMS (8], XML L 24 6 F T B I R A &
« BALRGIER - BT RS, FALXILBEARR -
*/

reset_scsi_bus (softc);

/+ EFRFTEANKICCB */
for(h = softc->first_queued_hcb; h != NULL; h = hh) {

hh = h->next;

free_hcb_and_ccb_done (h, h->ccb, CAM_SCSI_BUS_RESET);
}

[+ IR GERRBEER) THEE, BIREXME «/
neg.bus_width = 8;
neg.sync_period = neg.sync_offset = 0;
neg.valid = (CCB_TRANS_BUS_WIDTH_VALID
| CCB_TRANS_SYNC_RATE_VALID | CCB_TRANS_SYNC_OFFSET_VALID) ;

[+ EFFTEMEREACCBITENE (FE: T =clean) «/
for (targ=0; targ <= OUR_MAX_SUPPORTED_TARGET; targ++) {
clean_negotiations (softc, targ);
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/% WERATREIR G EMH «/
if (xpt_create_path (&path, /*periphx/NULL,
cam_sim_path(sim), targ,
CAM_LUN_WILDCARD) == CAM_REQ CMP) {
xpt_async (AC_TRANSFER_NEG, path, é&neqg);
xpt_free_path (path);
}

for (lun=0; lun <= OUR_MAX_SUPPORTED_LUN; lun++)
for(h = softc->first_discon_hcb[targ] [lun]; h != NULL; h = hh) {
hh=h->next;
free_hcb_and_ccb_done (h, h->ccb, CAM_SCSI_BUS_RESET);

}

ccb->ccb_h.status = CAM_REQ_CMP;
xpt_done (ccb) ;

[ REFH </
xpt_async (AC_BUS_RESET, softc->wpath, NULL);
return;

FESCSUS BN E N MECREI A RER NMFER, FAIRERL TEE, C2Bi mBENRER
WEREH -

« XPT_ABORT - #1 (-5 ICCB
S B AEE S ccbBSER] “struct ccb_abort cab” FH{EH . HAME—ZEFE .
abort_ccb - & [ # H 1EAccb TR
WA TR [FICAM_UA_ABORT « X1 2 e/ MUSRILX MR E 5 7720, AR T #RR
[[|[CAM_UA_ABORT -
PR e U B IR SEILX MESK « B e BN A FISCSIFE S IE:

struct ccb xabort_ccb;
abort_ccb = ccb->cab.abort_ccb;

if (abort_ccb->ccb_h.func_code != XPT_SCSI_IO) {
ccb—->ccb_h.status = CAM_UA_ABORT;
xpt_done (ccb) ;
return;

}

IRNIE TR EAEBATTHIBAS PR ELX N CCB » aX AT LUEs e 1 F T TP G R A IR % , B 51X 1 CCBX
BRAFE B SE AL

struct xxx_hcb xhcb, xh;
hcb = NULL;

/+ Bl softe->first_hcbE 5B RERNTERCBIIFIR L TR,
« ELIEARLE ANBARFALIRAY « B {4 TEAE LD I AN T 3 3 AR LE

*/

for(h = softc->first_hcb; h != NULL; h = h->next) {
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if (h->ccb == abort_ccb) {
hcb = h;
break;
}
}
if (hcb == NULL) {

/% BATHRIRAS SR X FEICCB «/
ccb->ccb_h.status = CAM_PATH_INVALID;
xpt_done (ccb) ;

return;

}

hcb=found_hcb;

HAEFAIRE — NTHCB X B AR - BT REERTERNT | IE S RF A £ BISCSLE 28, BRI IEAE (%
iR, BRCOWiIEREH SR, B SLhr b AT RUE M AR RIC N SERL . N T B
IS S AR 5%, BATFHCBIRD N 1k (aborted), X FEANFRIX NHCBEW A £ F|SCSLE 2L
FiE, SCSHERIZY 2B B X MEMRHBTE -

int hstatus;

/% WERA—EE, AN RERIRINEA BEGEAX N ERATRE 14 7] I,
*/
set_hcb_flags (hcb, HCB_BEING_ABORTED) ;

abort_again:

hstatus = get_hcb_status (hcb);

switch (hstatus) {

case HCB_SITTING_IN_QUEUE:
remove_hcb_from_hardware_queue (hcb) ;
[ WREEHAT »/

case HCB_COMPLETED:
/% FRXFE—FPE BB~/
free_hcb_and_ccb_done (hcb, abort_ccb, CAM_REQ_ABORTED);
break;

WRCCBUILI IEAERH T, A — e DR AR S T A B 5 A SCSHZfgs . @A ERATFHEF
1EHFTAEH - SCSHE IR 21X ESCSI ATTENTION{E 5, 124 HARA Ha#t 470 B /5 & 75 ABORTIH 5. -
AT E AR, LR B A 2 AGERERR - 405K i & ANBEAER & BEROI E], an10fb A ik, AR {3
2B T HEMEANSCSIE L . BT i< S7ER NS BRI RE b, B EATIAERT LULRE P ik
ERIRE, HERIIER, HRH P IECCBIME N I (BB E R ETML A TER)
case HCB_BEING_TRANSFERRED:
untimeout (xxx_timeout, (caddr_t) hcb, abort_ccb->ccb_h.timeout_ch);
abort_ccb->ccb_h.timeout_ch =
timeout (xxx_timeout, (caddr_t) hcb, 10 x hz);
abort_ccb->ccb_h.status = CAM_REQ ABORTED;
/x EREREETIEces, WEFE— DL
*/
if (signal_hardware_to_abort_hcb_and_stop(hcb) < 0) {
[ BB, BANERGSEGPTESSRE, ERAP -
* XPESZECHMBE DL, FEA—IK
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x  (FE: BB =getoff) »/
goto abort_again;

}

break;
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WRCCBAL TWrFEREAFRA, W ERENHILIER, FHAER SRR CEHRAL - S48

B, FRARE A B RIERL -

case HCB_DISCONNECTED:

untimeout (xxx_timeout, (caddr_t) hcb, abort_ccb->ccb_h.timeout_ch);

abort_ccb->ccb_h.timeout_ch =
timeout (xxx_timeout, (caddr_t) hcb, 10 x hz);

put_abort_message_into_hcb (hcb);
put_hcb_at_the_front_of_ hardware_gueue (hcb);
break;

}

ccb—->ccb_h.status = CAM_REQ_CMP;

xpt_done (ccb) ;

return;

XA R T ABORTIE KM 2EE, REMDLE—1A# . HTABORTIHEIERLUN LIE EAFITHHE
%, FA T IUHLUN ERTE B EShESRE N IE - BN ZER g e, BAEPIFESZ G .
FCCBHILAEN RECR LI AT A2 MR ER, EAWRVOESHEE X RERES HER - H—1A
A S B I B 55 B AHE KR [EPIR A CAM_CMD_TIMEOUT - T&XPT_ABORTHcaseiB At 1R/, 12

NHXEE
case XPT_ABORT:

struct ccb xabort_ccb;
abort_ccb = ccb->cab.abort_ccb;

if (abort_ccb->ccb_h.func_code != XPT_SCSI_IO) {
ccb->ccb_h.status = CAM_UA_ABORT;
xpt_done (ccb) ;
return;

}

if (xxx_abort_ccb (abort_ccb, CAM_REQ ABORTED) < 0)
/+* no such CCB in our queue */
ccb->ccb_h.status = CAM_PATH_INVALID;

else
ccb->ccb_h.status = CAM_REQ_CMP;

xpt_done (ccb) ;

return;

o XPT_SET_TRAN_SETTINGS - &% & SCSIf% % & IE
FEEE A cebH IS “struct ccb_trans_setting cts” FIEHIKIS &
o valid - (78RS, IR XY FEHTIRLL R E
o CCB_TRANS_SYNC_RATE_VALID - [F]5 % i R
« CCB_TRANS_SYNC_OFFSET_VALID - [F}3 %

o CCB_TRANS_BUS_WIDTH_VALID - 5455 %
« CCB_TRANS_DISC_VALID - & 3 Fl/2% F i 1% £
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o CCB_TRANS_TQ_VALID - ¥ & J& F /2% F 25 HOHERR

o flags - HHFERMEA, LS BMFRIERR . TS ER:
« CCB_TRANS_DISC_ENB - [ FI 14
« CCB_TRANS_TAG_ENB - J& FH7 #7355 fHERA

o THIER:
o CCB_TRANS_CURRENT_SETTINGS - (%5 24 §if {70 75
« CCB_TRANS_USER_SETTINGS - i £ E 1 H HE
« sync_period, sync_offset - Hf#REN), W sync_offset==00I1F K [F
o bus_width - B8, DM (MIAEFET)

B 2% [F UMY

SCFFA SR, AP REMEINE . AP EASIMIEEFH LR EARAZ, XEF AR —R
W, LR (RELURRE) HET RN . WEA PSR S SR E R
Ko [BHASCSIEHIFHER, ELIUGENERERTHAZEME, FteER L2 LR

LEPRE, FMEAFHR, BHEI0 . R ENEWRE T —IRERN DA EFH RS L—Ik, X
L “new current settings” FEI AW R E NG H TS L, BN Z2HEDRERSER . ot Bl
W32 SCSIHEH 22 I SEBREE IR Filtn, AnRSCSHEHIBY AN B, MiE RERILE 160 (F 5, ML
KB B SECL T T TE R 847 -

— R EER B S R B E M E S A SRR BT S R, TS AE AR R
SRR B lun i = Y -

WSS REF3E 28 (BT ERR S ) -
o user- HP—4, 0 E

o current - SEFRAERHIHRLE

o goal - JHITIXE “current” SEUITIERAINLE

RSB EHRAR:

struct ccb_trans_settings =*cts;
int targ, lun;
int flags;

cts = &ccb->cts;
targ = ccb_h->target_id;
lun = ccb_h->target_lun;
flags = cts—->flags;
if (flags & CCB_TRANS_USER_SETTINGS) {
if (flags & CCB_TRANS_SYNC_RATE_VALID)

softc->user_sync_period[targ] = cts->sync_period;
if (flags & CCB_TRANS_SYNC_OFFSET_VALID)
softc—->user_sync_offset[targ] = cts->sync_offset;
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if (flags & CCB_TRANS_BUS_WIDTH_VALID)
softc->user_bus_width[targ] = cts->bus_width;

if (flags & CCB_TRANS_DISC_VALID) {
softc—->user_tflags[targ] [lun] &= ~CCB_TRANS_DISC_ENB;
softc—->user_tflags[targ] [lun] = flags & CCB_TRANS_DISC_ENB;
}
if (flags & CCB_TRANS_TQ_VALID) {
softc—->user_tflags[targ] [lun] &= ~CCB_TRANS_TQ_ENB;
softc->user_tflags|[targ] [lun] |= flags & CCB_TRANS_TQ_ENB;

}
if(flags & CCB_TRANS_CURRENT_SETTINGS) {
if (flags & CCB_TRANS_SYNC_RATE_VALID)
softc->goal_sync_period[targ] =
max (cts—->sync_period, OUR_MIN_SUPPORTED_PERIOD) ;
if (flags & CCB_TRANS_SYNC_OFFSET_VALID)
softc—->goal_sync_offset[targ] =
min (cts—->sync_offset, OUR_MAX_ SUPPORTED_OFFSET) ;
if (flags & CCB_TRANS_BUS_WIDTH_VALID)
softc->goal_bus_width[targ] = min(cts->bus_width, OUR_BUS_WIDTH) ;

if (flags & CCB_TRANS_DISC_VALID) {
softc->current_tflags[targ] [lun] &= ~CCB_TRANS_DISC_ENB;
softc—>current_tflags[targ] [lun] |= flags & CCB_TRANS_DISC_ENB;
}
if (flags & CCB_TRANS_TQ_VALID) {
softc—->current_tflags[targ] [lun] &= ~CCB_TRANS_TQ_ENB;
softc—->current_tflags[targ] [lun] |= flags & CCB_TRANS_TQ_ENB;

}

ccb—->ccb_h.status = CAM_REQ_ CMP;
xpt_done (ccb) ;

return;

WG S N =R ELHYOEKRE, EaBHEERFEI A, il [ H K
#target_negotiated(hcb) - B ] LLAA SR :
int
target_negotiated(struct xxx_hcb xhcb)
{
struct softc xsoftc = hcb->softc;
int targ = hcb->targ;

if( softc—->current_sync_period[targ] != softc->goal_sync_period[targ]
|| softc—>current_sync_offset[targ] != softc->goal_sync_offset[targ]
| | softc—>current_bus_width[targ] != softc->goal_bus_width[targ] )

return 0; /% FALSE x/
else
return 1; /* TRUE =*/
}

B IXEEE, 45 REDTIRRIRLE 250 B i(goa) B35, XHEEXTT LU FI/0EHE 55 4 HiFl H IS5
FHEF, Htarget_negotiated () &IRETRUE. MM T (FExxx_attach () H) ZHEiHHRE (L THE
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WA R 78 FIP RS, B RS B E L U WA I R S SRR I SR oK - (O JROUATRE
B, AR
o XPT_GET_TRAN_SETTINGS - FK15SCSIf&#ii% & AO{E
HHEE N XPT_SET_TRAN_SETTINGS I #E - FdE T iE
FRCCB_TRANS_CURRENT_SETTINGSE/CCB_TRANS_USER_SETTINGS ({5 [FH & & NFE I shiz
JFIREI M FNEE) PTE K REIEEFECCBEE “struct ccb_trans_setting cts” .
e XPT_CALC_GEOMETRY - it B# &85 (BIOS) 4514 (geometry)
S B AEBR A ccbISEf] “struct ccb_calc_geometry ccg” L.
o block_size - Eij A, DAFTIIFAOERA N (HFRFBRIX)
o volume_size - fii A\, LAFTITRIE AN
o cylinders - % tti, ZHAEH
o heads - i, Bk
o secs_per_track - HjH!, BEHGEFE X
SR [F 518 5 SCSHE HIIZR BIOSFT AR R R ZE AR A, I HSCSI = #il2s L L HAE R 51T, R
LI RETCIEIA B o MaicTxxx IXENFE T FR R B p S 8 T BoR )
struct ccb_calc_geometry =*ccg;
u_int32_t size_mb;

u_int32_t secs_per_cylinder;
int extended;

ccg = &ccb->ccg;
size_mb = ccg->volume_size
/ ((1024L * 1024L) / ccg->block_size);
extended = check_cards_EEPROM_for_extended_geometry (softc);

if (size_mb > 1024 && extended) {
ccg->heads = 255;
ccg->secs_per_track = 63;

} else {
ccg->heads = 64;
ccg->secs_per_track

32;

}

secs_per_cylinder = ccg->heads % ccg->secs_per_track;
ccg->cylinders = ccg->volume_size / secs_per_cylinder;
ccb->ccb_h.status = CAM_REQ_CMP;

xpt_done (ccb) ;

return;

XA T — MR, R BRT RAT 4 € BIOS R LT (quirk) » QHSRBIOSTE & & fit /7 1% 1% EEEPROM H
H “extended translation” JEFR, NMLFEIMER N Y BREFET. EMRITENE:

128 heads, 63 sectors - Symbios%ﬁ%ﬁ%
16 heads, 63 sectors - Z I 2

— L R GEBIOSHISCSI BIOSSAHE 525, MEMANE, #IUiSymbios 875/895 SCSIFIPhoenix BIOSH4E &1
ANl 2 28 B 2R 128/63, 1 2 B BhE R 515 £ /2255163 -
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o XPT_PATH_INQ - B#f2[FI), #AEV, RAGSIMIKBIEEFAISCSHEHIE: (R VHBA - THL/E Ll

#) B .

FEHEAERK B ocbSEf “struct ccb_pathing cpi”  HIX[E]:

o version_num - SIMMXENFEF 5, HHiETEWENFRTF 1

o hba_inquiry - ¥ %8 BT SCRPARF I A AL FE Y -

« PI_MDP_ABLE - Z#MDP/H 5 (5 BSCSI3f—LE7R75?)

« PI_WIDE_32 - 3(##32fi #SCSI

« PI_WIDE_16 - 3 ¥F16/7 FSCSI

o PI_SDTR_ABLE - A] DAV [F] 25 (£ s 2

o PI_LINKED_CDB - 14

o PI_TAG_ABLE - LR IR R4

o PI_SOFT_RST - S HFE i (RS MRS A AESCSLE e & AR M)

o target_sprt - EAMER SHFAIIENR, Q0FASZHRENH0

o hba_misc - =il g3 ZL T

« PIM_SCANHILO - M\ & IDENKIDA) S 434

« PIM_NOREMOVE - AI B BRIX & N EIE R 5]

« PIM_NOINITIATOR - N FELHLH

« PIM_NOBUSRESET - A 25 #]4ABUS RESET

o hba_eng_cnt - FIELHIHBAG | 2114, 5E48H RM—ERE, HHIEEENO

o vuhba_flags - HER I ME—FUBERR, 24 BiIAH

o max_target - ;X AR B FRID (W8ALEL T, 1600 E% 15, HAFmIEN127)

o max_lun - EEASCFFHILUN ID (WECERISCSHERIZR N7, BOFTHIH63)

o async_flags - LR T O R BN AL HERD, S HIRA

o hpath_id - 7 RLIH & EFIEID, HHTARH

o unit_number - #EHIZ$EICS , cam_sim_unit(sim)

o bus_id - 525, cam_sim_bus(sim)

« initiator_id - % 2% H CHISCSI ID

o base_transfer_speed - SF 3 (B HIAI% AEHER, LIKB/sit, X FSCSIZET3300

o sim_vid - SIMIKENFR T HIHERIFIID, LAOZE R FAF &, AL & 45 ROE N A S KK A SIM_IDLEN

o hba_vid - SCSHZHIZF BN FID, DIOZERIFAF 8, L& 45 EOfE N HIf KK & WHBA_IDLEN

o dev_name - IKEPWHEF LT, LIOSGRBHIFAFH, GS4ROENPNREAKENDEV_IDLEN, %

T-cam_sim_name(sim)
WETRF B BT A Fstnepy,  40:
strncpy (cpi->dev_name, cam_sim_name (sim), DEV_IDLEN) ;

REIXE TR A% E NCAM_REQ_CMP, FH ¥ CCBFRIE AL -
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12.3 #1]

static void xxx poll ( struct cam _sim #*sim );

R T Y i RGONEERN (Fltn, RSRREIEE IR RS B - CAMT AR
Ge i IR 1 R RS S S R - L E TR e FOR R A P BIRE  (SiEAR %, R
FEAHATSEORENTE, T W BIRE AR ARG - BRA 4 BRI tH— D B AR R X0
BT AFRBIEHFNE o xxx_pol LFIREBE Ecam_simIFEEHERS &, TPCIH W I B2 FE 18 29 E B &
TR 45 xxx _softcFIFEET, ISAFRITHIE FHRHUR &5, HItinfIE—RE R A

static void
xxx_poll (struct cam_sim xsim)

{

XxXX_1intr ((struct xxx_softc *)cam_sim_softc(sim)); /+ for PCI device x/

}
or

static void
xxx_poll (struct cam_sim xsim)

{
xx¥X_intr (cam_sim_unit (sim)); /* for ISA device x/

}

12.4 554
RN T RS EAEE, WA 2 E SCEFEEEL

static void
ahc_async (void xcallback_arg, u_int32_t code, struct cam_path xpath, void xarg)

callback_arg - {EA AR $2 (LA (E
code - TR SRR
path - FRIRSEAER TH ERiR &
arg - FHFFENS &
H—RTYH SN, AC_LOST_DEVICE, FRHKAT:

struct xxx_softc xsoftc;
struct cam_sim *sim;

int targ;

struct ccb_trans_settings neg;

sim = (struct cam_sim =*)callback_arg;

softc = (struct xxx_softc *)cam_sim_softc(sim);
switch (code) {
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case AC_LOST_DEVICE:
targ = xpt_path_target_id(path);
if (targ <= OUR_MAX_SUPPORTED_TARGET) {
clean_negotiations (softc, targ);
/+ send indication to CAM x/
neg.bus_width = 8;
neg.sync_period = neg.sync_offset = 0;
neg.valid = (CCB_TRANS_BUS_WIDTH_VALID
| CCB_TRANS_SYNC_RATE_VALID | CCB_TRANS_SYNC_OFFSET_VALID);
xpt_async (AC_TRANSFER_NEG, path, &neqg);
}
break;
default:
break;

}

12.5 il
PR W R AR D) SR BRI T SCS IR il 28 i B2 B O B 2R 10258 (PCL, ISA%E)

SIMIXENAE P 1 BRI AT E P Tl spleam | o RN SRR ENAR P A8 F splcam () [R5 A
PR SWEEFRIRE G (TR W 2 MH RN Beiey, FEHEIEE, ([EARi]Z2m X
B0 o RSO A O ACHE T R 2 T Rl B R . SERR RS — @ AREZBREN] . — MESRIIINERRAE
PEAEMFIRRRIA L S B splean (), FHERERFEEN, MIMH— DM REEFTXERIFEN . T #R
R SRS BIKE, ATLUE L — s m s,

static void
xxX_action (struct cam_sim *sim, union ccb =*ccb)
{
int s;
s = splcam();
xxx_actionl (sim, ccb);
splx(s);
}

static void
xxx_actionl (struct cam_sim *sim, union ccb =*ccb)

{
. process the request ...

}

XA AT B B, B EER AR PR B S AR KIS, XN RGERET A
FUEIREHR - A—TH, spl () REUREHY SRESNTE, B KR ER/NIEFLX AT B AL -

P {31 R A R A I 4 AR L R A T P B AR TR A FRAT1E R 8 (typical)” HIT -

B, BATRERL FREEE TSCSIEN (AREHE—SCSLE 2% LAY A —SCSIHEHIZS 5 I#) - s
XEERATEFITE AN S ZAE R, IREFHHFEFIA LA TRSCSIHEHISE - WA LA R H]
BASKEA—NEM, XIHBEATTHEZE, BNE—SCSIEZ LM M EHIzs TS —EREHEN T
F o EHI BB ERE AR B AT IR R b T A, (EaX AT e A XRESET S 5 8|SCSLE &k A
{1 5SCSI W HEIIEEIRE -
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int

fatal=0;

“129 | ~6 0 SCSI

struct ccb_trans_settings neg;
struct cam_path xpath;

if(
I

detected_scsi_reset (softc)

(fatal = detected_fatal_ controller_error(softc)) ) {
int targ, lun;

struct xxx_hcb xh, xhh;

[/« EFRFTENFICCB «/

for(h =
hh =

softc—->first_queued_hcb; h != NULL; h = hh) {

h->next;

free_hcb_and_ccb_done (h, h->ccb, CAM_SCSI_BUS_RESET);

[ BIRERIHEETEE «/

neg.bus_width = 8;

neg.sync_period = neg.sync_offset = 0;
neg.valid = (CCB_TRANS_BUS_WIDTH_VALID

| CCB_TRANS_SYNC_RATE_VALID | CCB_TRANS_SYNC_OFFSET_VALID);

/« EFRPTEWITERZCCBM T «/

for (targ
clea

/% T

=0; targ <= OUR_MAX_SUPPORTED_TARGET; targ++) {

n_negotiations(softc, tarqg);

eport the event if possible x/

if (xpt_create_path (&path, /*periphx/NULL,

for(

cam_sim_path(sim), targ,

CAM_LUN_WILDCARD) == CAM_REQ CMP) {
xpt_async (AC_TRANSFER_NEG, path, &neq);
xpt_free_path (path);

lun=0; lun <= OUR_MAX_SUPPORTED_LUN; lun++)

for(h = softc->first_discon_hcb[targ] [lun]; h != NULL; h = hh)
hh=h->next;
if (fatal)
free_hcb_and_ccb_done (h, h->ccb, CAM_UNREC_HBA_ERROR) ;
else

free_hcb_and_ccb_done (h, h->ccb, CAM_SCSI_BUS_RESET);

[ REEH «/

xpt_async (AC_BUS_RESET, softc->wpath, NULL);

/« BEFTIRICFTRETERZ IS (B], SXAPELL TR S A — PR E5
« TERVIIAILATER, BEBIIGE - Eoh 7 RN 1B
« FIA T A AR R

*/

if(!'fatal) {
reinitialize_controller_without_scsi_reset (softc);

} else {

{

>

N
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reinitialize_controller_with_scsi_reset (softc);
}
schedule_next_hcb (softc);
return;

}
AAR AR AN FRPE ISR TR A0 26 PR R A, AR AT HE =4 B AR AR P IR B 7 (JREL - ARHUTRE R, WTRE
HAHCBMHRME:, HAFNHERAEREN - RFEN X IHCBAE T 4

struct xxx_hcb xhcb, =xh, =xhh;
int hcb_status, scsi_status;
int ccb_status;

int targ;

int lun_to_freeze;

hcb = get_current_hcb (softc);
if (hcb == NULL) {

/x BEEXK (stray) FIFHT, BCERLRG™EEIR,
BB IEORAE AR R R LR T

*/

AT E AL ;

return;

targ = hcb->target;
hcb_status = get_status_of_current_hcb (softc);

HARNREHCBE G5, WRFTMIEATHHEEIREFISCSPIRE -

f (hcb_status == COMPLETED) {
scsi_status = get_completion_status (hcb);

IRIGFIX RS SREQUEST SENSEM4AE %, WA XNFHLE—TE .

if (hcb->flags & DOING_AUTOSENSE) {
if (scsi_status == GOOD) { /% autosensefiT »/

hcb->ccb->ccb_h.status |= CAM_AUTOSNS_VALID;
free_hcb_and_ccb_done (hcb, hcb->ccb, CAM_SCSI_STATUS_ERROR) ;
} else {

autosense_failed:

free_hcb_and_ccb_done (hcb, hcb->ccb, CAM_AUTOSENSE_FAIL);

}
schedule_next_hcb (softc);
return;

}

S4B 8 245, BEZFERIBEMT I FEiXCCB %A 2 Fauto-senseF: H.
[ElsenseFELM, MIZFTREQUEST SENSE fifi & A AR L% 3 -

&I

hcb->ccb->csio.scsi_status = scsi_status;
calculate_residue (hcb);

if( (hcb->ccb->ccb_h.flags & CAM_DIS_AUTOSENSE)==0
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&& ( scsi_status == CHECK_CONDITION
|| scsi_status == COMMAND_TERMINATED) ) {
/+ JABflaut o-SENSE x/
hcb->flags |= DOING_AUTOSENSE;
setup_autosense_command_in_hcb (hcb) ;
restart_current_hcb (softc);

return;
}
if (scsi_status == GOOD)

free_hcb_and_ccb_done (hcb, hcb->ccb, CAM_REQ _CMP) ;
else

~6 0 SCSL > i

free_hcb_and_ccb_done (hcb, hcb->ccb, CAM_SCSI_STATUS_ERROR) ;

schedule_next_hcb (softc);
return;

}

BT R EAER)— TSN, WSCSIEAR (FEIZEBA TR e BARAGR ) SleE f i i 1H

B, SERTED R (GEERNTHIMREHEREAREEND) -

switch (hcb_status) {
case TARGET_REJECTED_WIDE_NEG:
/x EFI8-bit/B «/

softc->current_bus_width[targ] = softc->goal_bus_width[targ] = 8;

/x REFH </
neg.bus_width = 8;
neg.valid = CCB_TRANS_BUS_WIDTH_VALID;
xpt_async (AC_TRANSFER_NEG, hcb->ccb.ccb_h.path_id, é&neq);
continue_current_hcb (softc);
return;
case TARGET_ANSWERED_WIDE_NEG:
{

int wd;

wd = get_target_bus_width_request (softc);

if (wd <= softc->goal_bus_width[targ]) {
[ FIEZHIEE «/
softc—->current_bus_width[targ] =
softc->goal_bus_width[targ] = neg.bus_width = wd;

[ IREFME </

neg.valid = CCB_TRANS_BUS_WIDTH_VALID;

xpt_async (AC_TRANSFER_NEG, hcb->ccb.ccb_h.path_id,
} else {

prepare_reject_message (hcb);

}
continue_current_hcb (softc);
return;

case TARGET_REQUESTED WIDE_NEG:
{

int wd;

wd = get_target_bus_width_request (softc);

&neqg) ;
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min (wd, OUR_BUS_WIDTH) ;

wd
softc->user_bus_width[targl);

wd = min (wd,

if(wd != softc->current_bus_width[targ]) {
/v BERBEBRT «/
softc->current_bus_width[targ]
softc->goal_bus_width[targ] = neg.bus_width = wd;

[+ IEEH </

neg.valid = CCB_TRANS_BUS_WIDTH_VALID;

xpt_async (AC_TRANSFER_NEG, hcb->ccb.ccb_h.path_id, &neg);

}

prepare_width_nego_rsponse (hcb, wd);

}

continue_current_hcb (softc);
return;

}

>

N

IRIGEA A 5 BT AR R AR A AL Bauto-sense (8] AT BE IR M EER - B0, FfTH—REAL

<

if (hcb->flags & DOING_AUTOSENSE)
goto autosense_failed;

switch (hcb_status) {

BAE RN — B2 R TEARERR I, X 1~E - 7EABORTE,BUS DEVICE RESETIH E 2 J5# B 1E

FEIEF ), HAFHL N RAEERFR -

case UNEXPECTED_DISCONNECT:

if (requested_abort (hcb)) {
/+ b BARFLoN BRI TR 4, RIS B FRAILuN LY

~ AWM EE R ECB R IR

*/

for(h = softc—->first_discon_hcblhcb->target] [hcb->1un];

h !'= NULL; h = hh) {
hh=h->next;
free_hcb_and_ccb_done (h, h->ccb, CAM_REQ_ABORTED) ;

}
ccb_status = CAM_REQ ABORTED;

} else if (requested_bus_device_reset (hcb)) {

int lun;

/[« BRI BFR ERIFTE @<, BRIECRARS B FRFILuN_ B/
« FTEWTFEERECBIRC N E L
*/
lun <= OUR_MAX_SUPPORTED_LUN; lun++)
softc->first_discon_hcb[hcb->target] [lun];
h != NULL; h = hh) {

hh=h->next;
free_hcb_and_ccb_done (h, h->ccb,

for (1lun=0;
for(h =

CAM_SCSI_BUS_RESET);
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[« KIEHEM «/

/

xpt_async (AC_SENT_BDR, hcb->ccb->ccb_h.path_id, NULL);

/* JXSECAM_RESET_DEVIERAH, BEFEKT */
ccb_status = CAM_REQ _CMP;
} else {
calculate_residue (hcb);
ccb_status = CAM_UNEXP_BUSFREE;
/* request the further code to freeze the queue x/
hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to_freeze = hcb->1lun;
}

break;

S BVMEAIEZ IR, BATSUERICAM, FFRE LLUNRIFTH i

case TAGS_REJECTED:
* IREFEM </
neg.flags = 0 & ~CCB_TRANS_TAG_ENB;
neg.valid = CCB_TRANS_TQ_VALID;
xpt_async (AC_TRANSFER_NEG, hcb->ccb.ccb_h.path_id, é&neq);

ccb_status = CAM_MSG REJECT_REC;

/« ERIE IS RGEIAS] «

hcb->ccb->ccb_h.status I: CAM_DEV_QFRZN;
lun_to_freeze = hcb->1lun;
break;

INEBN IO —LHAE N, 4P (processing) A X BRT 1% B CCBIRA:

case SELECTION_TIMEOUT:
ccb_status = CAM_SEL_TIMEOUT;
/* request the further code to freeze the queue x/

hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to_freeze = CAM LUN_WILDCARD;
break;

case PARITY_ERROR:
ccb_status = CAM_UNCOR_PARITY;
break;

case DATA_OVERRUN:

case ODD_WIDE_TRANSFER:
ccb_status = CAM_DATA_RUN_ERR;
break;

default:

/* LOBRTTEC TR HA R «/

ccb_status = CAM_REQ CMP_ERR;

/+ VERJE T U REE S

hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to_freeze = CAM LUN_WILDCARD;
break;

~6

0

SCSI;

>

N

178



©129 | ~6 0 SCSL >

NE BN EE TR ™ EEIFEARGR ALY, BRI CHIE T AR, RN 28X
HAL TR

if (hcb->ccb->ccb_h.status & CAM_DEV_QFRZN) {
/x VREERAF «/
xpt_freeze_devg(ccb->ccb_h.path, /xcountx/1);

* /+ BEFHARGZA BIR/LoNWITE @4, BFElhEECcAM «/
for(h = softc->first_queued_hcb; h != NULL; h = hh) {

hh = h->next;

if (targ == h->targ
&& (lun_to_freeze == CAM_LUN_WILDCARD || lun_to_freeze == h->1lun) )
free_hcb_and_ccb_done (h, h->ccb, CAM_REQUEUE_REQ) ;
}

}
free_hcb_and_ccb_done (hcb, hcb->ccb, ccb_status);
schedule_next_hcb(softc);
return;

XEFEEF WAL, RS R E AL A AT AERT 2 L A 2

12.6 HiR A%

HPUTVOTE R RZ H B REHEE - AT LIAECCBIRASH IEF R IR SRR A - A rfl A T
AT o T SRR DL Ab 2 v ST AR 2% 1 R SR UL L P — 1 B

e CAM_RESRC_UNAVAIL - FUEERETHRANAT B, 3 B 2 54N A 0] S SIMIRBhAE 7 ANGE = A 4k o axXFh
BEUR B — M1t A LA il 2 A PR (R B IR, 24 AT PSS il 38 A2 HL P AR Rl o

e CAM_UNCOR_PARITY - &4 RA[ VK E 2T BRI a1

o CAM_DATA_RUN_ERR - #4848 AR THHrEE IR S (phase) (FEEE R —1J7 WM LA
Z=CAM_DIR_MASKFEERI T M) , 86T 5 &k LA EUT K E

o CAM_SEL_TIMEOUT - & 455880 (B FRAImN)

o CAM_CMD_TIMEOUT - & ‘Edp & (BB MEGE1T)

o CAM_SCSI_STATUS_ERROR - i% &R [H] 55 1%

o CAM_AUTOSENSE_FAIL - 1% # iR [ f541% HREQUEST SENSE i & KK
o CAM_MSG_REJECT_REC - f{Z|MESSAGE REJECT{H &,

o CAM_SCSI_BUS_RESET - {#|SCSI/E 48 i1

o CAM_REQ_CMP_ERR - ¥l ““RA]fE(impossible)” SCSLIK i (phase) B & M 7S, wid tnHdt—
_LFE/],TIZI u\ITﬁHm”/\ﬂf ﬁﬁ%ﬁlﬂe

o CAM_UNEXP_BUSFREE - H ¥R A T -5 52
o CAM_BDR_SENT - BUS DEVICE RESET{H B # & %% HFT:
e« CAM_UNREC_HBA_ERROR - INA[RE ) FH B &G es i i
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e CAM_REQ_TOO_BIG - i&3R Tl g8 Ak

e CAM_REQUEUE_REQ - I1E 3K 24 88 ARA CLERFF S SS HOIR L o X S0 3 HY TRAE R 371 B
Z: SIMIFRAIH T B Y REIATIEER, I L AFEsimZ 3 1B B AR A0 E Al AT SRR ZIXPTEAS
X LR BTG U AT « A SRR MR RUB L o X ELIF ST IRl A 4R [EPR AR TR
HiR, A RE MR A A LR B B E T ABA -

¢ CAM_LUN_INVALID - SCSHZE#l|23AN #iE Sk FAILUN ID
o CAM_TID_INVALID - SCSIF% #l38 ~ S F£5i5 K # 1) H #RID

12.7 B4 H

MHCBRERE BT, &R M8 b, R HEXPT_ABORTIE K —Ff « ME—XBIETHH 1LAE
SKREGIR BRSNS CAM_CMD_TIMEOUT i~ 5&CAM_REQ_ABORTED (Xt /& F 1 4 A 11 ) S R A 1
HEECRTER) - HAE— 1Al ReRImlR: R A IER A O TMEUE 4 D? XFEN TR Y E
fISCSLEZ, BURALIEXPT_RESET_BUSIEK—FE (FF ERFHSCHI M ph %, APl 5 Vi B AR HoE A
TiX)L) - mHEWMREFEEAIERE T RE, AN YEMESCSIEL - B &I RECE L RG T
HIFEF

static void

xxx_timeout (void *arg)

{
struct xxx_hcb xhcb = (struct xxx_hcb *)arg;
struct xxx_softc xsoftc;
struct ccb_hdr xccb_h;

softc = hcb->softc;
ccb_h = &hcb->ccb->ccb_h;

if (hcb->flags & HCB_BEING_ABORTED
|| ccb_h->func_code == XPT_RESET_DEV) {
xxx_reset_bus (softc);
} else {
xxx_abort_ccb (hcb->ccb, CAM_CMD_TIMEOUT) ;
}

BEATHIE—EKES, Fl— BFVLUNPIETE HAM S B pig skt 2o ik o FSe I T —4 A
B, FATTN 2R B EATHIR S CAM_REQ_ABORTEDIAZCAM_CMD_TIMEOUT? 4 Fij 3K sh e - {f
FICAM_CMD_TIMEOUT - ;X E KT A2, FNWR—MEREE, MR gex s ML T FEeprhiReE
PR, EHmRETTEERILELIEN] B CR 24 8 -
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U * O Nick Hibma.* * C~ O Murray Stokely. H O spellar @SMTH.

13.1 &

B BT B (USB) &R s B 22 NS BN — R 1% - SRS TXE e, HE
HALFSHED & RN T EShost T Z AL B RIIISE - RMUSBRISCFFE S TE X BITE S
FrHp, BRI EERT R fE FIPCHER AT o S5 (Apple)5 | A{UH USB FiMac ki A& {438 7y A2 7 i1 f TUSBRRAS )15
Frre— MRRANBR - AREBIPCHITEFE EPC LT E B HEAR N 4 H— 1M EEZ N USBIE AR I, $2 Mt
FHIRN 4RI FHBEST - RTUSBRE (B SCHFENetBSDIIME 2 FHARLH T, B & HLennart Augustsson ) NetBSDi
B L - i CE W% IES | FreeBSD I, A1 BTN E — MERBELZMAGD o XTUSBFREHSEIR,
W ZUSBRIFHHEIREE

Lennart Augustsson .42 5% i, T NetBSDTi H T USB S #7 1 KR4+ LB » + 43 B ixX Tl TAEE AR
TAE. 5B ArdyFIDirk ¥ 28 SCHE P ES FIRNT -

o WEREEERIEY LARA, BSOS EREINOVET SRR, AN -
o WA AITEBATIN ERE BT T -

o WA LU B 5 i Zhost ARG EHIFNIZT «

o HITIREMHELMA, FitthostHIF LA ERERE: 5+ 25 R IRTIE -

o NENGE&ERMFEARMRSE, HAR—BE IERRLZ 1261 %F, XMHFERYMFEEEE L
A& LLFE S AR 12Mbps (T A %5 . (USB 2,07 13400Mbps)
o KEFRIIAERESHNEMNATEESNEER -

NUSBF ARG LUSGEREIE MR & Z ISR F 5% B & 8B & B SCRF - X el m] DL
MUSBETTAF KT o ST (Apple)id i (F15:8 FH R IKENFET 7] N EEEIE R GiMacOSH KT, 1 HAEI
TP & (50 A B A SR SR T R IR S A T B TR AR BN AR T - AR E il R B AR5 B DA
%fFreeBSD/NetBSD - USBHE A 4 B SEEIE M EEARR THE - SR, UGS NS % g KA XL S A&
[ A 5] 35

13.1.1 USBHR I 45H4

FreeBSDH HJUSB F Al #i 0 W =2 - BJEEE G EHes, M M EEESERE—MEAZED . B
TR RIAIL, S ERTEITRE, A B SRR R R . B EE SRR LI — P R flhub,  DURE
IG5 R A R HINL2s B AR O B3 22 B 1A -

HH ] Z A NG BRI T, R EAYIIRIL, ISP RER, EEEE (BE) MEREEHE.
XA RS E B HI BB B E R &TEK -

TMEAEIFEE (B) BN NIBERF . XK F L FREGAE B /M H A E E A
o M T SEINA/N DR, (FE SN A e P 2 8 AT A - A 1EF ARSS 2 2 B8 H FTUSBIR Bh R
421 (USBDI) -
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13.2 F#8%

FiEE (HC) BHISE HErEhH - FHI1ZFIN . 80T HEE, EEES7E— iR (SOF,
Start of Frame) -

SOFE A TR Wi ta FIER BRI AL B  SAEWIT B ZH, Bilhost Fh%#&E (out) , HHKE
Flhost (in) - fFHiS@&Hhost X (RRiEEH) - FHHERUSBELE HEEHE — T host - B EFIEHIEE —
ARSI B, BdRENCE 7T DR EAREIACK (&) . NAK (FEif) |, STALL (B5iRFF) =ift4
WE (RELEGEMEL, && A HECWr ) - USBHLVEUSB specification
(http://www.usb.org/developers/docs.html) FI 558,577 AR HUARRE T &R - USB/EZE Al LAHERPH H AR
KAL) $5H](control), AIR(bulk), AW (interrupt)F[F] 2 (isochronous) « EHIHIRBIFIMMATAORHEE T
HHR (EEFIIH) .

USB &\ 2% AR & A s WX sh AR e (B] B R B R S 95 2 BEHC e iE R - #Ih 2 1M -

B S H R ER (R ) AR EATHME = B4R B3) (SETUP) |, Ul

(DATA, %) FIRZS (STATUS) - & (set-up) HEHAEENZE - WREFERIEN B, HIECT M
TR E AT - PRSI BT 877 [0 S EER MBS R T iR, B S EEAR BN NIN . g
IR Ees, TR H A S BRI B MRS B R a7 s i e — IR AL LR BT & A2 D
25 o USBHLYE[2 1 UUAE A — > Ul hub AR X X LB A7 2R B[R] o Rl hub bR & FVE SR 11 B A 45 H
hubi &2 - B H— M ERNEE & HE R DIARE T - IR EFMEFThub2E 4 E 1) —H A
FF o AN SR HE—A A WTETE R IR S Hom O A A RZR L - HRTATAEESRAIEE M B EEES
20 (http://developer.intel.com/design/USB/UHCI11D.htm) (UHCI; #4F/R%) F1 A EEesH# 0
(http://www.compaq.com/productinfo/development/openhci.html) (OHCI; FEAH, K, EFXRFEH
&)« UHCTHLYE T8 o SR 2R A sh R P o Bl i) (% Fan b (i s BE RO B2, TR D 1 R A 48
P . OHCIRB RIS B St — MR DR FEAIRE T, WIS hnaz .

13.2.1 UHCI

UHCIEFE 23453 & 178 1024 M8 M IR S RINiF % . TEEMRFAEOEIERRL. LERAF
(TD) FIRAF3k (QH) - WA TDHERFERS K &I S TEFR— 16 . QHERF—LXTD (FIQH) 4
A A — R

FBMEHE— P EEZ N EAEM . UHCERSIEFFF R EDEIME M - BREZEESN, S MEHE
SOBE—1QH . M TRFMAEMGH, WH P SHERXMQH, FrAXLEQHAR S WA HEX
MQHE - AT HERMNERR, FPEMLIE LT, TRIEENSRF e ERSIHN - a0
RIS TD & 5 | AR —Mir I (& B AOQH - FhIWT (& H I BT QHIE M2 HI (R HiIQH, 12 & HiHIQH X FE A
KIRFEHIHIQH - T ERLE T — 1> BRI

XS ECT T B E S RWITET o S AR P BUG S IR R, ESEAA— Wi KIpTE
fA)[F] 4 (isochronous) BLHATTD - iXLETDHIERfE— 15| AL —MWif HETEHAIQH - IR /5 T4 45K AR
QH MTEIE AW EHIFIQH » SERAS—IAFIIE, I EHEIAIQH & RKa Hil 455 m 2 BT A HI fE M HIQH -
ERPATER LSRR E RIS TS, R 2 KRQHTHAMIBT A € - T 7 AL B 58 A Eli 2RI
e, S ERUR RS AR FRE RPN . ERRRNERE—TDH, HCIKBIEFFX
EInterrupt-On-Completion VR AR AL I 58 AU HI— 1> FHIlT -« QIERTDIAR! [ HE R IRE, MbniciEiRs
Wr o WRATDHIZEFOOINAL, BEH T/ ATIrRENEKE (B8 |, SEPmCt AW DOE R H 2%
KNP AL I D 5EA - R R O e Rl A R IR e IR B RE P FIAESS - 24 I AR S5 I AR 0 A
I, BRENETE CoE BRI E R A EA TR E A -

R EHAR1EE UHCI specification - (http://developer.intel.com/design/USB/UHCI1 1D.htm)
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13.2.2 OHCI

STOHCIE I B3 T MEBE R H1G L - HIHBOAE —2H% & (endpoint) A F ,  FFE1E M A AR £ 5 3 7Y
YR B LS ANHE Y - I8 F I BEEURE R S AT (ED) |, B LEEEE — MR
(TD) FIBASI] - EDELE i ST R dF i K DAL R/, 18I 2R R SERUE O 08 BRIRIE G #P 2 B HTHa A
BARRIR X FFEr, MR IETRET SRS, TDRERIAESEAPAF (done-queue) - PORRETY [k 55 4 H H
H CIBAS o IR A (bulk)di 55 BIZE T AT E CIBASIHERA - FHETEDZERT HHERN , ZER o IR E LT
EABEITHISE -

51 # HE 87 [R] 22 (isochronous) 12 il A (bulk)

FESEFWAZTREERERWT - EHEE a7 AR EERITIRINS, ST 2 HCHR S
REFFSCE R — DT RIFRE « R85 LAlig 5 RS ALV EDD HITED LERE H0mAR— R BI&RS], B30 g
SHIPWT R - X IWECRE, FPEDBGER, HEERHORN - AP TDEE 1 &N 2HziT A i —
ARG S - B FRITER R BT LUS, FEHIAN KRS FHRBOE T - AW A 55 (R 2 1R i
VAR, RECHRSERIEAS, R TR R, R B A WA R P

FERBHIAIEE OHCI specification (http://www.compag.com/productinfo/development/openhci.html) - I
SR, HIEZ, @t 7 DU s 2O s gt T vilnl, FR4E & AN RIAK sh AL e F ARk 55 2 B 156 A 1A %
J5 . MR FE T L7

o« WEMERFE
o 5 HHITEENEE
o BRMIFLERNEE, UMM IE A5 E (detach) -

13.3 USBix &5 5

13.3.1 XM ERFE

BMEERETARRINRERE . 8ME&EE -1 HZ AN IE, HTINAEE RN LA %EE—
Ao MEERMEIHRMFREENR . BPMEF T Z 18O - &8 O R4S AL (collection) -
i, USB#IE AT LA —EMEEO (FH2) | FEH (knob) ~ %5 & (dia) A O (HID2K) -
— AMECEF A RO UREERL, HalAF NIRRT ERE . S MEOTUERHZD, DURMEER
F R RAIIRSSE - Flan, ERMAILE, XHRIEEARI RIS DL BRI -

ORI LR E0sE M. - Wi A e 5 E Tl E R B A U - e TER MR ORI 77
MBETARAY, BB &R - &M im A AR A, By a S EETTm . B,
A0, AEEMEON—TY, HEEMFRETAH . EHRSEEH, FALEEREF A EER
-

Level O Level 1 Level 2 Slot O
Slot 3 Slot 2 Slot 1
(RERT 32 M R4

PR IR LR F BRI & B e — AR T R (S B USBIIER]59.6T5) - BEATAILLA
14 Get Descriptor Request & id K o k55 /2 R A X LR AT LU R AEUSB G 2% _E AT N R Fy o XX L4
IRFF R [A] 8 ok bR O FH SRS AL R
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o BERAT RTRENBAEE, WENE, CRAETID, CR0RES . TARERNOMHL, B
NG SOP S

o MEEHMIATT. WECETREOL, CRMEEMKERN, DAIhREK.
o EOMIATE. BEOR . FRAEHMMIN, 0 &I E ML H w5508 -
o Ui RIHIAST: A Hbhl < J7R AR, SCRFRECR AR/, AR T SR A A s A B AR R R A
Bl s, (im0) ERIRTF, 1AM AR ORARRF A .
o FRIBMIATT: EEHAMMATT P AFEFEIRMEFFRERT] . BN ARGERAEFZRT R, A6
PLZ FhiE F IR -
KUt (specification) F] LAZSINE AT B TR TT R, X B FRF ] LLiE 1T GetDescriptor Requestf
K5 .

FES&& LA rER, MEMBEE - RIEFREm s e cEE, HRitEEsn (7
W) RWEGERN AR, SRR (FPEHE) - BmSrEmEEEh s . FHs
FHIERL, BERW, SEEEN (SR TN o ST ERE WAL . B A A AT RE
TUSBELZ LR (ZF)) o XA R, RS H TR AW ST Er . 5 —FER7EER
A sEEl, S EENRE TR ERIRTE (F)) NZERI A » X EH TR EMERNETENE TR . H
JRF 2 TR &b B IR, R R EEEE, BhiEiR -

W REE BT KRB A0 SRR R AR E MR BV, EEEE (OHCD ERHCHRENIE
(UHCD i KRR EIEH, B — DR NTHRRERAR) -

XTI 7 R R B DT B K AEIR HASEA R - Flan, BJESIE RS i K in & ol BE1E
K200 HOEARE, (HIAGIAEEES NN UGS 1A A o IEREF AT LUK E S EL(SPD)IRAR - B A vF 54
R e R R A EdE & /D T IR AR 2B TS - X MG R EnffTER, B RARFER L%
B ETE E S EANE R - RERET RIS M IKE R R, BESTITE . 2%
HEZEIELIET, WEhEFFEWEFURE, B EEONEE E R AT R S I %15 K (clear
endpoint halt device request)?f@f-%E Wity S A5 A

B WA R E B s SRR BB -

o HHIEEAONEE: BOREE M EREE, BRI RS OrH0) o WEEZBIRETERMRE
AR - BOAE BN HAREE LA R XA T P (R AP, MMAEUSBRTE 2] Hifiid . XL
R TEMMECE R . B D& LA FFUSBMTE 21K SRR PR At —HEAm < - BE L3R
a2 A LB IR & R ALY e,  LISCRPESMIINRE -

o RER(bulk)EIH: XEUSBS A EHIGARXS N AENY) -

o HIWTEIE: host/BA AREIRIER, WMRBEBERALEL, WENAK (HENE) HIEE . Tt
IR E T 18R APTR B -

o FIWEE: XEEENTAERRBEENERMFRDEEE, FIInImsiEmin, BEARE—E L. H5Ei
HESEN X RRE E RS . R IR, BCERT . IanEkZ S i X 25 (R A i g
AREHRETSERIZ S S EME R (NAK) B, #H . KRFMHWrEET a2 ER . mRPEER
R IMEN FINAKES AR E IR, RO ARRE AT REE S P43 -

PP A B AT PP A B O DU I R BT o (R LR RIS T L - ol B BE ) B T US B
TEREES.6TTLE « [R5 AR IT (R B F P TH REMITR 23K 90% IO B - AR 12 Ff) AL TR Rl P A
WrEl 2 JE A TREE, HRHRERTE R R -

KT F R B AN BE B A B 2215 5 T LIFEUSBRLTE 2] 855, UHCIHLTE[3]AIAEE1.377, OHCIM
T [41893.4.27T7 R E .
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139 USB+ +

13.4 A RUZRIAE £

SR (hub)BAENZ & CEREE, RS Z4%E0 DI (switch on), N ERMEL100mARIFETT - %
SETFEBRYCRE, HEITEAEHNE0 . RS ESTETBINE BRSNS FHIATT - IL/E TR % 7 & % Set
AddressiEK, FEE NEIZEHIEHEEEOFETT - FIREE 2 MR B WANRE T LR & - Flan, — VA
AR 78 AT REIE L ATHEZY 2 0 CRFISDN TA - K1, 47 €25 AIISDN J&E AL g FIIR Sh 2 7 o] BEFR fEXT % & 1)
FIFH . BT EXRERRTEN, FRSREER, FeRTRI SRR - P R A S B
Bimited, BHABNREFESREMLLH . R IMEENEZINEZD, WalfEE MK F &%
Bl— K% BTIEEF AT RIEZON— T8

SRR SRS RE PR, B SERIMNR & E IR - ARIE LI, WM R ERTE
IR E EEERNERE, BERE-NMREPERR RS - O T SOFAFEE O EERZ )
REFIEE, HWNASE—MEET PP MARBIREIREF = P (claim) I 0 _EES T . BHEPHRHE
BN E X WA . ERE, WP NSRS Rt EE S RE, BEAEEL, FRIES MR
WEFHE HONESEL LW, FEFESIRNEEE . oy T ERERALERT, AR Y EEREE A $
Wi e, TS ERDAEE, EEFTIT U H BT - 2RISR, BE R S R R ],
RUE R & AT REIREIRE -

13.4.1 & & Wi %82 (disconnect) 14> & (detach)

AR 53T R E SR, B2 T & BB BER - USBRISTT SCRFH SRS & £ AT
SIS WTIT R o SXEHRE I = B R = 1 A NERTHBUE T A 215 -

AL, W R (disconnect) f5 X B HTHEHE (reconnect) X & AN S 4k B T EHE (reattach) A A Rl 11X 4 52
Bl BRUBEZMREIRTIES (SERERHAT) |, A HEME UEFETMRRITERIRHE, X
B RESTRES -

WA W R A R A E R B R P 23 IR SRR 7 RO I B HR & 15 538 F (signal) 1 - IRASEER S B
IR AL T SRR - SRR O _E R A BT RS R R A AR & S BT IERORA,
CEMIITE R o W5 RS R RN — M% & B 455 B (connect) BIBE MmO, IERIALE AL & BT 12
B Esh - EEEMKEE R L E— TR T, R R ETIA AT

13.5 USBIX 52+ It ill(E &

USBMESUH & LPRBOAE BN E LRI - X5 )5 B T AN A AR - BRvfEi
HIAIREUSBE T[] ERITF A& TS o MOXEETTE _E AT IS 2IE B AR AR & R - X ETE TR
& WNIREHRE P FA BB R IR A B A B S BHE, EFRZIRAMEARTREAE (58 E L EA AT - USBHL
BRIEHE T RFEERHE . AR EHID)FEME LR TR, DUl axi#a - Brm AR . &
AP - #H . BeHl(Fknob) - TFREFRIESK . H— T RATREEFHEXFHIRAE . BER
e B RSB USBET 1 IHF K EHR S

IRT, UF 2 & PITUE BB B AT - R TR EIE BT RER LAFLEEF R A RS . —L
NEI SRR RG22 B B SR AR 2B R & 1 (Non-Disclosure Agreement, NDA) - REFIEN T, X2FHIER
IKEHAR P AR AR -

F—ME BB IFRIE R Linux KSR FFIRAAS, FARE AR S AT &R M Linux T AKX
SIET - BX R AR SR FEE WA 1A E BRIRE 22— 1 FERE -

FlF: AMLAmE &S AWUFREIZE, W FiR . SFmAl - %8 - 15 B0 Hi%
BRAUSIH, FERZEEFEH -
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BT, B SR B R S AL UM T E IR - B T T 1
SRR 5 A7 S A T R EHID 38 WA s th SR AT - 35 T B PR P 25 O
STHID KRB R P sl P B — 2 P D6 B L B X e [ B0 53— 8 AT L —
MBS O B AR RIS RRERHNGIT, X ke AN, FE ORI
[o TR A USBE R B IE— MR SEORA LTt i 7 A B 485 T OPS /23 1 2
IR BUTER 5 ok (R A e R — B R OB A B 1 - BRI ALIR BN R4 1
BEEE U D SRR L S A

BT BT E . EETAHRNFZ R ARETEN BLESS, FRIUMIUSBIZ IR -
AT ARENRE 7 BT A FHUSB ¥ & IR PEIR AT HT, 1F 2 & 7 BEAEE e (connect) Z J5 F &I -

THASRIEE R A ER . BN AR RIDFMRE S« B IR FRNIERR T, #
R T2 HAp . WeEksBCHEN, WEF T E - 8N EEZEEFEMEAELE LIFE.
A R SRR A R TR /77 /AR AOID DA S BR AR B A S 5L, R 5 — ISR KR I & %
¥ (attach)2| ¥ -

SX BRI % & 1 — M T B B TEZ-USB Y ActiveWire VOMT - XN H — @ Ef4: T HEs . T
F| ActiveWire it 7 _F FIE BN HURID « SR 5 T HUTEZ-USBIU A FIUSBER A FUBE AL, MUSB /S 2% L IKT
., HEIRETERE.

BilF: KREBFELE . WARBREFEEFH IR EZEFSIVE PP - Tomega USB ZipRshas &
ETSCSHRARIIXENZS - SCSIan 2 AR AE B BT, RS (bulk)EE _E LRk B,
TEUSBZ: | SCSTHE IS8 . ATAPIFTUFI A4 LI LLE 5 =i 3045

KBNS R MR R R B i S A2 w2l B BONEE & £ SRR S
EA., KL A hostFIX & Z BB shEdE - AR FiZiT A —frE, IMARETEEGS
LRSS, FEAERBroutMlindh 5 LA XA MTEREIMTS & TR UL LT 4, DURTERERIE R &1
FHBE UL N ROZMUT 4 o X ik & 9m 5 I Eh AR 7 BB AR AR T USBRITINY, L EEA AN K
BRI IFE . CAMBH T 7, DS ERE T H 0 S RERIX A - ATAPURIEEIX AR T,
KN 5 FIDER: O MR T Z MR R = -

K B Y-E DatafXf USBEE FI SR A ZABA BN, BNt 7 —Efmm s
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Newbus

U * O Jeroen Ruigrok van der Werven (asmodai) Z Hiten Pandya. H O spellar @ SMTH.

%% 71| /B Matthew N. Dodd, Warner Losh, Bill Paul, Doug Rabson, Mike Smith, Peter Wemm and Scott
Long.

REEEM RS T NewbusiZ & HESR

14.1 W WHIEF

1411 & WEEFRE /)

WENEREF RN, EENGRTINERE (Fln, . MZERF) #0s AR RSN
EHEPREHLZ SR A T30 - R RSP O (DD N % 5 15 & B RE PR 2 1€ LA -

14.1.2 & W R F R RT
TEUNIXFAB ML FreeBSDHL M R SESETIR, & T THAPIRAIF )% &

B F IR
FAE IR
W 45 IR RE P
(LS £l EeE

PR AGE I E K NIRRT ZUB AT « X SR A s AR e OB 1 & 1o [X 2% 77 (buffer
cache), H H RN IR H XA DT L EER . SIMEMXEFERFETES
% (write-behind), XEWELIRANFHHBELNE, A RGHTHAYER RN 4 2 W E D EWE, N
M E#RIE -

14.1.3 FHE&
SRT, TEFreeBSD 4.0BK LIS E A, His AT AR S X BB T -

14.2 NewbusHl ¥

NewbusSE I | — TR ZHHTE S 22451, 7T LI#EFreeBSD 3.0-F & EX M &b N4, 4
I Alpha FIRSAE B S A S - HEI4.0E A4 B R & WEEF R RBOARS . HHR TN ARSHR
A BRAE RGO A TS LA & 1 B4R B N I [ 0 S 7 1% -

HEZRHE
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o DHTIERE
o MINEEFPE SR
o ﬁl%‘\gﬁ
02 HE 22— P TN IR R S 2 s s i A = o

MEEERR “R” &%, BENOEE, MEEMESEEREE L T8I0, 3% R
HEBRNZT, EEEEEDhost-to-PCIHF LRV - X Tx86, iXFh “MR” %% N “nexus” K&, X
TAlpha, Alphaf & MR SEARNEMINE SRS, SRS E, &

¥Elca, apecs, ciaflitsunami -

Newbus [~ U AT FoR RGUP R MEARSER - B0, S PCHA RIS — 1" Newbus 3 # -
AEHEFREE AT UAE T BETHREEFEIRN “bus” - RGP H HELRIF T ZISAFIPCE,
1% BEHERSIISARIPCLE £ LA &1 .

B, ARIBBMELZBEEWERN B %8, ERNEZTFRETIMEENEZ . — 615t
ZEPCI-to-PCINi, TTEXPCLELZ i # /R NpcibN, MR FpeiNE RS T FHAES . XFTE
JHEL T PCUR SR AOSEER, AV AR [ER T T2 P R 2%

NewbusZ5 1) 1 IR M EIE K T IO & R N H B BT - O & EEE R NS, HEF
Enexus. AL, FEAR FnexusiENewbus 2245 HHE—50E FTE IR IER S

HOR: ISAR & BB fEox 230 WL ELIONG 1, R B A HACR &1ER, XMIBIL N RISAEL - ISARERE TR
4APCl-to-ISAHF, PCl-to-ISA HHEEERPCIELZ, PClLEZFiAhost-to-PCINF, &G FiAnexus » X Fha Fit i
HE 35 2 A0 AE TR LU S (B SR 25 HiE 3K o X 0x230103% 0 A5 SRIEMIPSHLES F ] I#PCIFF 22 Aioxb000023040 )
N7 RS -

BEUR 5 BC AT AR A W AR (T B 77 in DAY - i, 7EfRZ Alpha V6 £, ISAHIT S5PCIHITE B E
Y, STISAH T BT 53 B2 FH AlphafIISA SV X s B - 7EIA-32 1, ISAFIPCIH W ER T2
Hinexusi¥% & B H « N TRFFLAE, NAF A C Hohk 2 (8] B B SCARCET BE- 7ETA-32 F Fnexus, 7EAlpha (f)
U, CIA itsunami) 2RISR AT -

T IRFEAIT AR B S SR B[R] NewbusgéTNetBSDE/‘]bus_space API. ffiTHRHL T B —
PIAPDE M inb/outb FIEZENFIXE - XA AT RIS T3t n] LU FH 7 B 27 7 2 8l 0
BT e (B LR E) -

XMSCRFE FE T SRS BECHLEI A - S ECRURRES, XEHREA T DUA SR A ECR

B/‘]bus_space_tag_t%ﬂbus_space_handle_t °

Newbusth, R F7ER FH T U6 B AIRSCHE AP E U O 5% - X oS0, A BifEsrc/sys BRI
7.

Newbus RGLHIZ L2 AT B “E T X G497 HE (object-based programming)” HIREA « RGEH IR MR
BEHEITRN— 1 71ER . REMEA S &5 X L7 R I & G RIRSS - WA CRFIAE T
BWEYRNEAD “BO” o O HRRESEIm—HER .

FENewbus R, & AR RETH A AL S ISR PR ALAY - 4 BB
‘& (auto-configuration) i (8] % & 1% # (attach) 2IIXENTRST, BN SR FFE B A ER . DU &AL
MNEIXENIEF 43 B (detach), H EFiEH(re-attach) B EEH 715 R FIFT RSN - Xt R FIXshig T 05h
BEH, MBS TSR T R L IEFHHH -

B2 MLl 5 030 RS0 H € Svnode BRAERTTE S MIREE O 8 SO 3R H0A B O R AFAE T 1530
EF (J\F—E’ﬁﬁ@ j'?foo_if . m) °
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#114-1. NewbusH 5
# Foo FRE/WohERF (FE...)
INTERFACE foo

METHOD int doit {
device_t dev;

}i
# WREEENDEVMETHOD () 3#Mt—177%, MDEFAULT RS HFH 7%

METHOD void doit_to_child {
device_t dev;

driver_t child;

} DEFAULT doit_generic_to_child;

HEAWGER, EE DRI “foo_if.n” , HAHEEREFM:

int FOO_DOIT (device_t dev);
int FOO_DOIT_TO_CHILD (device_t dev, device_t child);

PERE B BRSO, A — N “foo_if.c” ; HAEE—LLREAISEIL, XA
TENGHERFPERAARRE AL EFH VAR REL -

REENL T EEED . B 1DERBOERN & & (device)” , HBEFESIBEREMETHT
. “iF & (device)” BOFHITTIEETE “BMl(probe)” . “E(attach)” 1 “43rE(detach)” , Al 1
RO, L “RH(shutdown)” .  “fEif(suspend)” 1 “PKE (resume)” , M 1HT REEM
JEE -

A=A, BMEHEORE “bus” - WEOEREMHEERATHFEEFINZE, OFFREEREHNE
KEER", BB (child_detached, driver added) AN TH

(alloc resource, activate_resource, deactivate_resource, release resource)

“bus” FEHFHIRE TERN SRR G LEZFHUTIRS - XEIVEEFEHERETN2 E18E itk
EHEEAERIRS BT - N TR EIEF D, XL EF TR 2888 1573 (accessor) kR
B, UiinE R AR EH AR &I SO BRI - A0, J71ABUS_TEARDOWN_INTR (device_t dev,
device_t child, . ﬁTEifﬁFﬁgziﬁbus teardown_intr (device_t child, ...)§Eﬂﬁﬁﬁo

?%*%%%d%%m%ﬁTﬁﬂﬁﬂM%ﬁﬁﬁ%%%ﬁ BRI . B4, PCLEZRIRENAET E X
T “pei” B0, WHEOHW N JTiread_configfllwrite_config, FTViRIPCOX A NN E F 72 -

14.3 Newbus API
T Newbus APIAEH B K, AT IR E SR « AT N —ASHRELEER -

14.3.1 R BRWHREEME
src/sys/[arch]/[arch] * ﬁ%ﬂl%§?*$@ﬂ@Pﬁi%fﬁﬁ%{iﬁ:iiﬁ‘Eﬁiﬁo ﬁmtﬂi386gi$@EESPARC64éiT@°
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src/sys/dev/ [bus] - XFHFFE (bus] FIIXE M TX P EX -
src/sys/dev/pci - PCUBER TR B TX M EX -

src/sys/[isal|pci] - PCUISAX & IR HEE P TX ™ B3 - FreeBSD4. 0fii A", PCI/ISA LA
EFEETXNEEF -

14.3.2 EELEMAREE XL
devclass_t - ﬁ%%gﬁﬂstruct devclassE@j’E’%‘,’E"]?éﬂ%X °
device_method_t - 5kobj_method_t*ﬁlgj (%%src/sys/kobj .h)

device_t - iz%j:gfﬁlstruct deviceE’U?E%‘[‘E"]%ﬂfﬁX o device_t %%%ZEEPE’J&% ° E%W*Zxﬁ
%, ;fméﬁrﬁ”}%src/sys/sys/bus_private .ho

driver_t - ﬁ%—/l\%ﬂféx, E%Iﬁﬁstruct drivero driveréﬁ*@%—%device (&) lj\ﬂ:Z;(Tf%,

A RIS PRI P AR B

E14-1. driver_t3EF]

struct driver {

KOBJ_CLASS_FIELDS;

void wpriv; /» WEIFEFAEEIE «/
}i

devi ce_state_t%*/[\*&i—\égé%u, Eﬂdevice_st ateo E@/E‘.\Newbusiﬁé’?’f E iﬂ@aﬁﬁﬁfaﬂﬁﬁ%%
P

A

K14-2. % &k Bdevice_state_t

/ *

* src/sys/sys/bus.h

*/

typedef enum device_state {

DS_NOTPRESENT, / AHMEHIMENL «/
DS_ALIVE, /«+ IRIMIATH «/
DS_ATTACHED, /+ WHTEEHE «/
DS_BUSY /+ WHECIHF «/

} device_state_t;

T

1. bus_generic_read_ivar(9) and bus_generic_write_ivar(9)
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@Q oo

@Y O Jean-Francois Dockes. H O spellar @ SMTH.

15.1 fa 4y

FreeBSDE & T R G0 iE Wik 138 FH 72 2 A0 P (0] f 5% 2 455 1 A [R] R4 B TP o XIS A S AT #1i%
BHISCRE

pem(MMEZEEFE HF RGHIHODE S o T I B SCH T T A4 14

o — M EIEFMNEEMES SR AL D (read, write, ioctls) « ioctlfi & EE WA EHIOSS
o VoxwarefZ [, 1F— ML BEAARR AR FF AIME S FEAE -

o WFHEEFHIEHI AN (B, BibEE) -
o —ME—HIEIHED, SRR BT ORI O
o XMFLLEMREFED (ac97) BILERIEFRFEMR (Fla0: ISADMABITE) AIESHN S -

KRS € P B SCRP R I R 1A 8 RS RR PR SRR, X IR RE FriR B E AR Hras i 1, A
#)3EHpenfUiEH -

REF, RifpenffEE FEIRFHIF L, BHET, XEXT AR E AR T S/ .

TR RS & SR ENIERIITG, FERBEABEENRLS%E . BE, BTHEER
WA Es, IXWEAR L RRR TR . AU A HAERE O — MR, FF RGNS A
] RE H IR — L[ R]

TERASMGEE, BEEURR T A—1 A TAERTE BT Ie a2 5, AR AT LA
M http://people FreeBSD.org/~cg/template.c (http://people FreeBSD.org/~cg/template.c)$%.2| — E R X BhFE
PSR -

15.2 X4

B /usr/src/sys/sys/soundcard. hH BIA Hioctl# O & AN, FTE FIM LS 24 Hij (FreeBSD 4.4)(iL
T /usr/src/sys/dev/sound/ o

Y:E/usr/src/sys/dev/sound/?ﬁ, pem/ B SRHRAE I OREE, Misa/Fpci/H SEH
HISAFIPCIH HISRBNFEFT -

15.3 %M, EES%

= KSR 5 A R R IR sh R AR A R T VR A E . (X&) - IRATRER BN — N F
M HISAELPCIE T N AR FE L E R -

IR, 78 B IR RE FPAE R L5 T SO 22
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o AR HE A NpeniZ &, HH — M REFE LW struct snddev_info:

static driver_t xxx_driver = {
"pcmll,
xxx_methods,
sizeof (struct snddev_info)

}i

DRIVER_MODULE (snd_xxxpci, pci, xxx_driver, pcm_devclass, 0, 0);
MODULE_DEPEND (snd_xxxpci, snd_pcm, PCM_MINVER, PCM_PREFVER,PCM_MAXVER) ;

KEHFE EWNEFHE A E 2 THERSNMIMAEE R . AEEIRSMEEEEEFREFR S0 . Eiy
HbE T P pem_register () flmixer_init () fFB%peme J5 Hpem RFLLHEHEAE R E FH B SR F#: O
B IS EUE 2 BR -

o B EIRENFE AR R 2@ P Fnixer_init () [MpcmfE BH'E AIMIXERELACYT7 2 1 «
FTMIXERE O, X2HEESIEIIH xxxmixer_init () o

. E%E[ﬁﬂﬁ%E"]ﬁ%f?ﬁ%ﬁﬁﬁﬁﬂpcm_register(dev, sc, nplay, nrec) rﬂpcmfgﬁﬁ/ﬂ:ﬁ
FCHANNELEL B, EAsc i &8RS/ pHt, Epcm%ﬁﬂ@ﬁﬁﬁ@%%ﬁﬁ?ﬂ? nplayﬂlnrec%i’%
TR SR B E I ELE -

. Fiﬂg‘glﬁ}]ﬁr?EI"Ji%?%fﬁﬂﬁﬁiiﬁﬁqpcm_addchan O F TR MEEXN S - XS Epem AL IEE &
B, HEESSHEAA xxxchannel_init () (GFF: ESHEFED -

. F‘g%ggiﬂﬁ#%E@ﬁ%@'ﬁ%?ﬂ?%&ﬁkgﬁﬁ:%Zﬁﬁgglﬁﬁpcm_unregister () o
BRI RER T IER A PP &

. 1E/Eﬁdevice_identify () ﬁff (_/EWJ sound/isa/esl1888. c) o device_identify () ﬁ/f?’f E%Diﬂj‘iﬂ:
PRIBE (4, an SR A SRR & it 2 0 — 1 pemiZ &, X1 pemiZ & & 2 1% 5 2l probe/attach

o HHEHINZELERITIE, ﬁpcmiﬁ%iﬁﬁiﬁ%ﬂ‘]hints (Juffl: sound/isa/mss.c) o

pemR AR F R Y LM device_suspend, device_resumeflldevice_shutdownfITE, XFEHIFE TR
TR EN 0 B LR & FEVER -

15.4 #:0
pent%/ 005 B S ISR 2 18] B2 1 DAARAE PRAZ 5 AR SR E X
BRI Eh AR E IR AL A A . CHANNEL L, ZMIXERE{ACYT -

ACI7TRE— MR/ R (FFFERi/E) #0, HEKEIEF i ACOTSmTH AR A &s A RE 1RSI -
XFESL T, SEFRAIMIXEREE H Hpem 3 2 A ACOT(TRG I L -

15.4.1 CHANNELE: 1

15.4.1.1 FESHAEFEERET

7 E IR Pl — D AAE BRSSO R A TS A, SXEhRE P B SR BB ORI S Bl iE &
A1

KT HTH FICHANNELE M BREL, 58— 1250 — D A& RIEE -
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BASHCRRIAE MEE RS ATFEET, channel_init (B MIISL, BRUTRHHIRRFVE &L
- (GRIRE Hpen UE fEH #REETRE) -

15.4.1.2 B R L iR EME

ST A EEIEER, pentZ 05 B BEIEET &8 — 1> Hstruct snd_dbufffiik fUFE = A7 X W TR F
[

struct snd_dbufEpcnfAE /Y, F SRR B AR VREEEL (sndbuf_getxxx ()) RIRSERLEH
A -

;@EmﬁIZiEjZE/‘Jj(/J‘%a:sndbuf_getsize(), FEE 2 E N KN EE ﬂ%?sndbuf_getblksz()$
THRZ R -

LRGN, ERREEILET CRERRIEERE) -

. pcmﬁﬁﬁﬁﬁiﬁﬁ%‘(ﬁl@, IRIG LASEPCMTRIG_STARTVEH = S UK EHTE P 1Y xxxchannel_trigger () o

o EEIRHNTEFHELE LZHE L sndbuf_getblksz () F AN, BEBKEANNERXE,
(sndbuf_getbuf (), sndbuf_getsize()) FEIEIEE - M T MEBHEE FHocmEE chn_intr () (X
BHEERWRELE) -

o chn_intr () ZHEREETECERS N BIBRLLEURE O A melk s EZK) MK, H5Fsnd_dbuf5ia##1TiE
EEOEE P

15.4.1.3 channel_init

M xxxchannel_init () RAIAIE M HERAREEE - X DERNE FRNEFHERGIREH X
e (ZERUAEE—T) -

static void =
xxxchannel_init (kobj_t obj, void =xdata,
struct snd_dbuf *b, struct pcm_channel xc, int dir)@®

{
struct xxx_info *sc = data;
struct xxx_chinfo =xch;

return ch;®

O b iEiEstruct snd_dbuffIHHE - BN M4 AERECH B A sndbuf_alloc () BWIEAIL -« TRV IHX K
/N R A SR (B R R N — B N R -

cHNpemiB B HILE M IFEET - B MBI - AN Y ERAEBEEESH T, £
FpembB#E (BI40: chn_intr(c)) HT%{%H%EO

dirfERiEIEH M (PCMDIR_PLAYBYPCMDIR_REC) -

© PREUN ZHR[E—MEEN, MLIEETTE M TS H R E AORNE X . TR E S SR R i B e A 3 i
HETEA -
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15.4.1.4 channel_setformat
xxxchannel_setformat () N Y EFFEEE, FFER SazCL B .

static int

xxxchannel_setformat (kobj_t obj, void xdata, u_int32_t format)®
{

struct xxx_chinfo xch = dataj;

return 0;

O format JAFMT_ XXX valuefBZ— (soundcard.h) o

15.4.1.5 channel_setspeed
xxxchannel_setspeed () 8 R WBUEE B BB E RN, R EHR B AT GE O 103 -

static int

xxxchannel_setspeed(kobj_t obj, void xdata, u_int32_t speed)
{

struct xxx_chinfo xch = dataj;

return speed;

15.4.1.6 channel_setblocksize

xxxchannel_setblocksize () BERA/N, X Rpen 5B HMWMANETF, PAR A HIMARF 5 h L
HOFE R BATR K/ - (RIS RER/ NSRBI, 75 2 IR 0L 24 VA
ﬁﬁpcmE@chn_intr()o

REBERNIEF RERXLEIER AN, By S SERR T iR i BOZ 6 X ME -

static int
xxxchannel_setblocksize (kobj_t obj, void xdata, u_int32_t blocksize)

{

struct xxx_chinfo *ch = data;

return blocksize; ®

0 REOR A ATREEGT AN o IRRANERIZA T, X MEIL R M snabuf_resize () HHE
P IXAIRN
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15.4.1.7 channel_trigger
xxxchannel_trigger () HpemBIZ IR ENHEF HH I SEFR & Sk -

static int
xxxchannel_trigger (kobj_t obj, void xdata, int go)®
{

struct xxx_chinfo *ch = dataj;

return 0;

O go & L HUBEIVHRBIBIE . AIRERIE N :
e PCMTRIG_START: IXENFEFFN 2 A oh W/EEE SR X FIEE (T 5 - RFTE, NYE
f_fsndbuf_getbuf () %Hsndbuf_getsize () *ﬁﬂl%ﬁpgﬁ/‘]%ﬂﬂﬁt%ﬂj(d\ °
e PCMTRIG_EMLDMAWR / PCMTRIG_EMLDMARD: 5iFMRENTREF, M ABHI B IX Al REC W EH T T -
KEFIRENFEF AR 2 X i -
e PCMTRIG_STOP /PCMTRIG_ABORT: IXBNFEFFN 2415 1F 2 B AO1EH) -

HEE: R FEFHEHISA DMA, NN M %% EHATEIER A sndout_isadma (), HAEFEDMALGAF — )
B

15.4.1.8 channel_getptr

xxxchannel_getptr () IR[EI MM X AP FIA %M - ClEHEHchn_inter O WA, MHXHEET
A pemAEE R LR L&A HT s -

15.4.1.9 channel_free

M xxxchannel_free () RBHOEERIR, Hi0 S WehReFEIEET, JF Han FisE BaRssta & ohi
FLRy, SEEIRAER snabut_alloc () BATERMIX D, IR SEILX A R £ -

15.4.1.10 channel_getcaps

struct pcmchan_caps x*
xxxchannel_getcaps (kobj_t obj, void xdata)
{

return &xxx_caps; @

O X NFIFRREFER GEFESE LK) pemchan_capsfEtHIFEST (fEsound/pem/channel .hHIE
S0) o XANEEIRTFE B MIBRAORIESR MR Z A F 0 AL B AR AT LUE N — NG
i«
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15.4.1.11 HLE

channel_reset(),channel_resetdone()%Hchannel_notify()ﬁﬁﬁiﬁ?%kﬁﬁﬂq, ﬂ€55$252}\
1:(Cameron Grant <cg@FreeBSD . org>) I TIRIT Z I AN M EIKENFEFHEIE -

7F%?Eifﬁﬁﬁchannel_setdir(L

15.4.2 MIXERE: O

15.4.2.1 mixer_init
xxxmixer_init () WIHAILIEME, 5 Rpenft AR S a8 & AT H SRR O SR & -

static int
xxxmixer_init (struct snd_mixer =*m)

{

struct xxx_info *sc = mix_getdevinfo (m);
u_int32_t v;

[HIHATLAE )
[HIEGR A B T IEH I @

mix_setdevs (m, Vv);
[NREIRE a B v s AL ]

mix_setrecdevs (m, V)

return 0;

(1] ﬁiﬁi——ﬁ\ﬁgiﬁﬂaﬁPE@ﬁi, ;?ﬂ%ﬁﬁmix_setdevs()%Hmix_setrecdevs()5&%&U¥pcm¥?%£fff&t%ﬁ§o
BB E AT A soundcard . n 1 #8E] . (sounp_MASK_xxx{HFISOUND_MIXER_XXXHZ/T)

15.4.2.2 mixer_set

xxxmixer_set () MR B X X E & B2 (evel) -

static int

xxxmixer_set (struct snd_mixer xm, unsigned dev,
unsigned left, unsigned right)@®

{

struct sc_info xsc = mix_getdevinfo (m);
(XEEFRII (level) ]
return left | (right << 8);@®

O XEWIETE Nsound_MIXER_xxx H
FEVEEI[0-100) 2 [H¥5 € H = E . TEN YR ETFHE -
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0 TG RE) LA (evel) Al BEARICE A LLE], & HIFELLREEE FIFER B 40 _E T B A SE PR A E
(JEEo-10014) -

15.4.2.3 mixer_setrecsrc
xxxmixer_setrecsrc () Iﬁfﬁ%%(}ﬁlﬁ% o

static int
xxxmixer_ setrecsrc(struct snd_mixer *m, u_int32_t src)®
{

struct xxx_info xsc = mix_getdevinfo (m);
(BEsrcTRFEERA, WERBH)
[FHTsre L SEFRENTE ]

return src;®

0 WEPFRTIREH—MIEIEE.

0 RENRERERFNEFR XA . —HIKShEF AR E— PRI - MRHIEER, R 2R
-1

15.4.2.4 mixer_uninit, mixer_reinit
xxxmixer_uninit () N HTRRAS K BAEME S, FH BB AT RENIN 2 10E B e il R -
xxXxmixer_reinit () E‘Z% ﬁﬁﬂ%{%%%%@@ﬂﬂ =2 , #H‘Vf(ﬁﬁﬁﬁx

%mixer_set () Ezmixer_setrecsrc () i[”ﬁ?ﬁ%'] E"]Iﬁﬁ °

15.4.3 AC97#:1
ACYTHI 78 ACOTH L RIS IR BT SE T - & HE =4

o xxxac97_init () IREHENHIaco7dRIG ML 2 I H -
e ac97_read() L3ac97_write ()@ETE%E@%@%@ °

RN

The AC97# 1 FHpen ! BFIACI7T IS R HUT RE#RIE - 2 F sound/pei/maestro3.cBisound/pei/ MR
% HA N BAE R -
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PC Card

H O spellar @ SMTH.

AKE R 12 FreeBSD M 4% 5 PC Card &l .CardBusi& &5 FIIRBNARFF M FE AL AL - (5 B Bl ASCHIe s 7 A
VA pccard X ENEE 7 H AR IR BH AR FF -

16.1 BINIX&H

[6] Bt SCHFF fpecard & 51 R RN & HIP IR C 42 5 RYEFreeBSD 4 FR R JTIEAF T o 7£ LAHI
WA, TR BGRH/ et c P I — D IR I & - MFreeBSD 5.077 1, W& IMENERFALE EN T FF 4
W . MENGHE D2 IFFREIE, BehEFHERERRE -

16.1.1 HE%

VA IR IERIARIPC Card, M 1#RET £ LHICISIE R - B8 —Fh07 V2 (o FH & R AN 8T
Y5 o B MOTIRRMER AR TS, T B MR E S ECISH - PC Card 521 4 =R A —
STARM DS HBOTE, LIS IR S & 1R 5 i 2 LB R SN AR IR %

— MRE WA SEFRME TR, FAAF R —HPC Card/™ S & HZE R, REEXD RIS 7MY
N, DMEETS LHE . IR ARG RE3T, 1B TAY B bR H e B I &=, HRABAT]
H OB R A o SR T A I R pses, BIEMoS (EAEe, X B SO Marr - R
M, o9 7 SR E CARAR T SRR, XD R R S IR A R 2 T CISZ R AT P AT B R, 4l
2 ERENHIE B A S EID -

YT LLEREN, % TFreeBSDHRUIHEFHEFIDA] LI/ TAEE - R 2/ NRAIDINA R RS 72
T RINE 240 - DT EER R EERES, TEYRMERRORERET OBEEFCEE
— MRRIAIID B} - Linksys, D-LinkFINetGear/&%2 % H &EMFZITHI LR ERLER - MIFEPZ T eE A
LU UNBuffaloflCorega1 2% - H & - SRT, X ELi% 75 B G 8 B O H3E 7 ™ fID -

PC Card /SR H A OEIEE / sys/dev/pccard/pecarddevs PR E T FHIE R, EAESHANIRKENTE
FSENRKKIER - B3R T -2, DArERshiEF ARE R ENRTESHOER H5E -

Bm, FEARR R S IRANE S HE R IRR « X R I P ECISTAT R T - 1
RBNIAFEZMMSINEZE S, (BN TREIEF (R A3 7 AT ICD-ROMBE IS K U A L 7
f o SR B R SE DX, BT ARSI TIRE R, BOVENTRAINAEIPC Cardi)lk
HIOEMA S Z B INAKY, B3 L 5E fE AT /7% -

16.1.2 pccarddevsFIHE =

pccarddevs XKHFE T o SB—" A BN R EIIH THER S0 . AT HEEFHF - T—
TEE T XEREREANPTE &, BIEMI7 SIDS AR TR &  #RF AT R A S
(MR, BIEFATRT DACRREC AR S, A TREET ARNEMICISI B & 1IHA) - IR R 4 &
DCRECITIER AR s XN TT IR PG - B, SCHHAE 3t 77 AT AGE FHC RUAR BT RR

RIS HREHID - HREFIIRIZEFHT - toh, AT REE — B IEM R PR R T
HRAFXE(E R, FATSNetBSDI UM, BEIHIE RS it SO AR B 2 f1l4n:
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* 169 PC Card

vendor FUJITSU 0x0004 Fujitsu Corporation

vendor NETGEAR_2 0x000b Netgear

vendor PANASONIC 0x0032 Matsushita Electric Industrial Co.
vendor SANDISK 0x0045 Sandisk Corporation

ERTIJIVMEREID - RIETHENETGEAR_2 LR FENETGEAR M HIESE-RAJOEM, Ff ARLL R H{It
SRFRIVEE PR H A1 TENETgear (A AR B ARID . XY MY HiESE . &7 DA T Tk
FERAITHORT . RS T . L5 RS Epccarddevs THHIFHEE K, ZFHEAERNERF
FITCAE R A, FILARFFE R/ N R EICHRRSRF - 188 — AR BT 7S #HEEFID « ANER
Mloxseeceeerfoxece/EZNAIID, ENENTRMREID (HiE & ZIDES, MiEEENSEREWHEER
RHEER|, FRIERnone) o &EILH X THIRAFFFRFESFE o X FAF B 7EFreeBSDH R T TR
BB EEH A -

SCPERYSE A& 7 . ARRAE N T AR )

/+x Allied Telesis K.K. x/
product ALLIEDTELESIS LA_PCM 0x0002 Allied Telesis LA-PCM

/* Archos =/
product ARCHOS ARC_ATAPI 0x0043 MiniCD

A G BT PR TAE L . EAE ST . RERMEHAT, HEHEEMmE. FHRE
maT, WEAEFERNEFHER, BN 2 — MEUCHRRF, Er Ik - REERET 7St
FEAID - A E S oxceeeeeefoxe e HMARIIANE - ERRXT RS BHNFRHEMA. H
T FreeBSDHpccard ;B ZZ X BN AR [T 2 M AR HICIS 5% B Ol — 745 8, RIX 45 5 EFreeBSDHE
AHEAER, (ARELECISSR BN REN B 2R AE L T A nl BEMEA - 7= S dihs i BT HEF . R G B
mIDAECFHET - BAHLER & BEETE —RCHER, KEZHEHE—1TE1T7.

FETRGEEAME R T, BTHAEIERID N -1 -17EFreeBSD pccard & & LI HEKE “IT
BLAZIAMERZRIE” - HTENRCHRART, BN FLIME— . FRitb Z SME &R T 35— -

BJa— TSI FAF R ITACH) R « X — 77 RN B T R0 AR

product ADDTRON AWP100 { "Addtron", "AWP-100&spWireless&spPCMCIA", "Versioné&sp01l.02", NULL }
product ALLIEDTELESIS WR211PCM { "Alliedé&spTelesisé&spK.K.", "WR211PCM", NULL, NULL } Allied Telesis

HEACERE T MY, FRUNEEY, REERTNET, MBS T &

i, XZESHEAARRT . B— 0%, FRILDFAF S XEFRF RN NCIS_INFO=JTHF TE X
MR, P RAEOMER o IXEF AR Fpccarddevs . nBVRRFFIIE, K &sp B HEFRRIZHE - &
FHBWE S HHXER N S 320 - AEROEFERIF TP HE — MERISE o BRI REBRIEREERE
B, BUAMAEREPEEHRAS - BRI NFRT2E FRRS AFRMRA, XERRAERE
B, XFMEIL T ARLEE B R SIS H LR A AFEFreeBSDH EME LI « BI L R H TH5% R

(FTHITE, hi8555) | AEHER—SHE TORSAFERMON, XHRELER . WRXE, MERLE
BB TR ORAFHE R ROHE TR/ e D ABOL T, RER X TF R 2 RE . I AREM A IENF AT
Aic -

16.1.3 BRI G FEFEH

ZUEE WA M P SCRF N & PR PR %, shL aUEEIR 2 Sh AR B E BRI AL/ ICECFIFE - B
THREREMET —PHEZ, X{EFreeBSD 5xFH —mEH - HT A ZEwindow-dressing N[, iX L4 H
T — IR
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* 169 PC Card

static const struct pccard_product wi_pccard_products[] = {
PCMCIA_CARD (3COM, 3CRWE737A, 0),

PCMCIA_CARD (BUFFALO, WLI_PCM_S11, 0),

PCMCIA_CARD (BUFFALO, WLI_CF_S11G, 0),

PCMCIA_CARD (TDK, LAK_CDOl11wWL, O0),

{ NULL }

}i

static int
wi_pccard_probe (dev)
device_t dev;

{

const struct pccard_product *pp;

if ((pp = pccard_product_lookup(dev, wi_pccard_products,
sizeof (wi_pccard_products[0]), NULL)) != NULL) {

if (pp—>pp_name != NULL)

device_set_desc (dev, pp->pp_name);

return (0);

}
return (ENXIO);

}

X LEATE — 7] LLLELDEU LM% & TR B pecard RN FIAE - 40 EEFTIRE], ZFAIREAR (TnERA
ﬁ%foo_pccard_probe()m”ﬁtﬁ%foo_pccard_match()) ° gz%ﬁpccard_product_lookup()f%**ﬁ\ﬁﬁﬂqgg
., CwhFRIFIREFE EE AT IRE A — AR . — AR AT AR FX LR LR AR I E
BRI NEFF R R, FMERP TR L2 . ME— RS (L RIRE — AR, ik
HILER FI5E — 1 TC & 85t pecard_product

WM& — T Fwi_pccard_productsit & &, BE 4 BERZPCMCIA_CARD (foo, bar, baz) FIJER . roolih
ﬁj\ﬂﬂﬂ% Epccarddevsﬁgﬁilj%ﬁg‘nD ° bar%ﬁﬁj\ﬁlﬁﬁn ° bazﬂﬂlﬁtf@?%@%ﬂqwﬁgg‘ ° iq:gpccards ﬂw\ﬁféﬁ
iR, TEAIMNEX S FFEEIFITIRE0 - /RFT LB — Fecvcia_carp_ b, ‘BEEIE T K Hpccarddevs K
WRIA - YRt LIBE BrcMcIa_carD2FIPCMCIA_CARD2_D, HRFTREM “fFHZIARIA”

F1“ Mpecarddevs HEUS iy, [FIFTICECCISEAF BB A& 7 S 1A s 2 FHEIEA -

16.1.4 B ESLHE &
B, hT—AInEnE g, WA RS Bk, UINEERERAER . RN RES
(77 1 8 5 A BIIPC CardBiCERE, 34 Hidevinfo —v- VRATRESES|—LE bl R HO 7K 78 -

cbbl pnpinfo vendor=0x104c device=0xac5l subvendor=0x1265 subdevice=0x0300 class=0x060700 at
cardbusl
pccardl

unknown pnpinfo manufacturer=0x026f product=0x030c cisvendor="BUFFALO" cisproduct="WLIZ2-

VEREIH B—30 4 - & A o e S EECFID -« MicisvenderFcisproduct i CIS H (L A HIA A ™ 5y
FFFER -

HT A TE e e g, Rt E e eE@E TS E - AT RE, LEFRESEHHE
TR T - BATERIIME I NBUFFALO, TEEE—145%HET:

vendor BUFFALO 0x026f BUFFALO (Melco Corporation)
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* 169 PC Card
XEERATATLAT « WX REE—1FE, BERINEE LI - HEATLH:

/% BUFFALO x/

product BUFFALO WLI_PCM_S11 0x0305 BUFFALO AirStation 11Mbps WLAN
product BUFFALO LPC_CF_CLT 0x0307 BUFFALO LPC-CF-CLT

product BUFFALO LPC3_CLT 0x030a BUFFALO LPC3-CLT Ethernet Adapter
product BUFFALO WLI_CF_S11G 0x030b BUFFALO AirStation 11Mbps CF WLAN

%ﬁﬂjgtﬁTQiﬁﬂpccarddevsppﬁﬁﬂw
product BUFFALO WLI2_CF_S11G 0x030c BUFFALO AirStation ultra 802.11lb CF

BHAl, FE—NFINPPHREF Epccarddevs.h, FRFHXUIMRARFRIEIE P IRFET - IR
EHREF PR ENTZ B ATSE RN PR

# cd src/sys/dev/pccard
# make —-f Makefile.pccarddevs

—HSER TP TR, URELAT LA RSN RE P PN R T« X R — NI — T TR B4R A

static const struct pccard_product wi_pccard_products[] = {
PCMCIA_CARD (3COM, 3CRWE737A, 0),

PCMCIA_CARD (BUFFALO, WLI_PCM_S11, 0),

PCMCIA_CARD (BUFFALO, WLI_CF_S11G, 0),

+ PCMCIA_CARD (BUFFALO, WLI_CF2_S11G, 0),

PCMCIA_CARD (TDK, LAK_CDOl11wWL, O0),

{ NULL }

}i

ER, BREFPIMATIEES T+, EXRRRERX 7 . NEEERINE LB+ -
—BARININ T 34T, WA LEFTR IR ERR, FEE TR TR - IR TR & HFaEL
B, BRI T - REATAE, BRI TR EAREHFRE— DN T « IR ERAARANZ
&, MLAVRATREMER 114, MNAERRES -

UA R — 1 FreeBSDYR U ficommitter, F HATH R B EAHIER TIE, WIRN HIEX L2 57
ZEIW R R L NITRIR P IRTEE SR - EE, 1RLHIR L pccarddevs UIFEIRH « SERUE, 1R
BT Epccarddevs .h FHREIEN A —IERIAHKIZEL (X2 N T HRIETHISFreeBSDSIRZE 2 B 15 I
HISCHEH) - BE, R EIEE TR IR -

16.1.5 /A H R H

R NEFAEHNL & BI% B B B1EE  BAEIEM . R ENTENPRIHRES, HHPREIBA XL
YEERTICE . IHEWRREZEARSER . BPRE, T HEELEM Spccardevs . hildiff, K IR
PHRT LB BT AE - B EE & HIFRME PR F N T BN . R ALES S, #FOEM9fES
HF, VEEHSREGEHENHHEEOEMI9 - FEACE NN M COEM9, N 1% 2| & FIOEMS: H HEE78
BT —1
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